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PED®EPAT

[losicHroBanbHA 3amucka 10 OakalaBpChKOi TUIUIOMHOI poboTu Mictuth 40
CTOPIHOK, 3 puCyHKa, 3 TaOmuIll, 2 10JaTKH, 25 JHKEpeT MOCUIIaHb.

Mertoro 1i€i po60oTH € BceOiuHE TOCIIKEHHS Ta TOPIBHAJIBHUMN aHaJi3 CydyacHUX
CcMapT-KapToK, AKi BAKOPHUCTOBYIOTh TEXHOJIOTIT pagioyacToTHol inenTudikamii (RFID)
Ta KoMyHikarii okHboro 1o (NFC).

O0’€eKTOM JOCIIIKEHHS € CMAPT-KAPTKH, 10 (DYHKIIIOHYIOTh HA OCHOBI 3a3HaYEHUX
0E3KOHTAaKTHUX TeXHOJIOriH. [IpeameT mociiiKeHHs OXOIUTIOE Crielu(iKy BUKOPUCTAHHS
RFID i NFC y Takux KapTkKax, 3 OCOOJMBOIO yBaror 10 acIeKTiB KiOep3axucTy Ta
croco0iB MPOTHIIT MOTEHIIMHUM 3arpo3aM 1 aTaKkam.

VY pamkax poOOTH 31HCHEHO 31CTABJICHHS KIIOUOBUX XaPAKTEPUCTHK TEXHOJIOTIH
RFID i NFC, 30kpema Takux mapameTpiB, K BIACTaHb [ii, IIBUAKICTh Mepeaadl JaHUX,
rajy3i BOPOBA/KEHHS, EKOHOMIYHA €(QEKTUBHICTh Ta PIBEHb 3aXUIICHOCTI 1H(OpMAIII].
OCHOBHMI akIIeHT 3pOo0JIEHO Ha BHSBJICHHS TiepeBar 1 BIAMIHHOCTEM MDK JBOMa
iX0JaMH, @ TAKOXX Ha BUBYCHHS PU3UKIB, TIOB’ I3aHUX 13 1X BUKOPUCTAHHAM, MOYKIIMUBHX
Bpa3JIMBOCTEH Ta 3ac001B X HEWTpaizailii.

OTpumaHi pe3yJibTaTd MOXYTh OYTH BHUKOpPUCTaHI AK 0a3a s NOAaIbLINX
HAyKOBUX JIOCTIPKEHb, a TaKOX ISl PO3pOOKH MPAKTHUYHUX PEKOMEHIAIIi M10/10
NIJBUILEHHS PiBHSA KiOepOe3neku mpu ekcrutyaTanii cMapT-kapTok Ha ocHOBI RFID Tta
NFC.

Kimouosi cnoBa: KIBEPBE3IIEKA, 3AT'PO3M, BPA3JIMBOCTI, 3UMTYBAUY,
MITKA, MIKPOUIII, CMAPT-KAPTKA, IIOPIBHSJIbHUI AHAJII3, PAJIIOXBUIII,
RFID, NFC, 3AXWCT, PEKOMEHJJALIJI.



ABSTRACT

The explanatory note to the master's project contains 40 pages, 3 images, 3 charts,
2 appendices, and 25 references to sources.

The objective of this study is to conduct a comprehensive examination and
comparative analysis of modern smart cards that operate using Radio Frequency
Identification (RFID) and Near Field Communication (NFC) technologies.

The object of the research includes smart cards based on these contactless
technologies. The subject of the research focuses on the specific features of applying
RFID and NFC in smart cards, with particular attention to cybersecurity aspects and
methods of countering potential threats and attacks.

Within the scope of the work, a comparison of the key characteristics of RFID and
NFC technologies is carried out. This includes analysis of parameters such as
communication range, data transfer speed, areas of application, cost-effectiveness, and
the level of information security. The emphasis is placed on identifying the advantages
and distinctions between these technologies, as well as examining the associated cyber
risks, vulnerabilities, and protection mechanisms for smart cards.

The findings of this analysis serve as a foundation for further research and the
development of practical recommendations aimed at enhancing cybersecurity when using
smart cards based on RFID and NFC.

Keywords: CYBERSECURITY, THREATS, VULNERABILITIES, READER,
TAG, MICROCHIP, SMART CARD, COMPARATIVE ANALYSIS, RADIO WAVES,
RFID, NFC, PROTECTION, RECOMMENDATIONS.
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BCTVII

VY cydacHomy 1udpoBomy cBiti Texnosorii RFID (pagiodacrtoTHa igeHTHbIKAIisN)
ta NFC (3B's130K OJMMXHBOTO TOJISI) MIIIHO 3aKPIMUINCS B MOBCSIKIECHHOMY KUTTI. BoHU
CYTT€EBO 3MIHWIA MIIX1A 0 TOCTYITy A0 iH(OpMaIli Ta HaaHHS MOCIYT, 3a0€3MeUyI0qH
3pYYHICTb 1 MBUAKICTB. [IpoTe, pa3oM 3 iXHIM NOIMPEHHSIM BUHUKAIOTh HOB1 BUKJIUKH B
rairy3si iHpopMaIiitHo1 Oe3IeKHy.

CMapT-kapTku, 1m0 (QYHKIIOHYIOTh Ha 0a3l LMX TEXHOJIOTIM, Aenail IMIupIie
BIIPOBAKYIOTHCS B TaKUX cdepax, K TPaHCIOPT, OaHKIBChKA CIIpaBa, 0XOPOHA 3/I0POB 4,
TOPTiBNS, CHCTEMH KOHTPONIO JOCTYIy TOIIO. IXHA MOMYNSPHICTh MOSCHIOETHCS
3pYYHICTIO BHUKOPUCTAHHS, BUCOKOIO IIBUJIKICTIO OOpPOOKM JIaHUX Ta MOMJIHMBICTIO
0e3KOHTaKTHOI B3aemoii. [IpoTe 3pocTaHHs BUKOPUCTAHHS TaKWX KapTOK MPU3BOAUTH 1
JI0 TI1JIBUIIICHOTO PU3HKY KiOep3arpo3, 30KpemMa MOKIMBOCTI HECAHKI[IOHOBAHOTO I0CTYITY,
nepexoruieHHs iHdopmarlii Ta 3JI0BMUCHUX aTaK.

3a manumu pocaiaHuibkoi kommanii MarketsandMarkets, oOcar punky cmapt-
kapTok 10 2026 poky mocsrae $16,9 miapa npu cepeTHbOPIYHOMY TeMili 3pocTanHs 4,0%
y nepiof 3 2021 mo 2026 pokwu.

be3koHTaKkTHI cMapT-KapTKHU 0O0JaHaH1 MIKPOYillaMy, BHYTPILIHBOIO NaM’ SITTIO Ta
KOMIIAKTHOKO aHTEHOI0, fKa 3a0e3nedye 3B'I30K 13 34YUTyBayeM 3a JOMOMOIOI0
pamiouacToTHOrO iHTEpdeicy. B ocHOBI Takux kapTok nexath TexHosorii RFID a6o NFC.
X 3aCTOCOBYIOTH y Pi3HOMAHITHHX Taly3sX — BiJ KOMEpIiHHOrO BHKOPHCTaHHS [0
Jep’KaBHUX MPOEKTIB. 30kpema, nanaemis COVID-19 crana ctumysioM Jyisi akTUBHIIIIOTO
BIIPOBADKCHHSI OE3KOHTAKTHHUX PIlI€Hb, $KI CHOPUSIIOTH JOTPUMAHHIO COLIAbHOTO
JVCTaHIlIOBaHHs, pekoMeHaoBanoro BOO3.

EdexTuBHIiCT CMapT-KapTOK TaKOXX TMIATBEP/)KEHA B KOHTEKCTI MPOTHIII
maxpaicTBy Ta kpaaixkkam. Hanpuknana, npoekt Aadhaar B [HA11 3HaAYHO TTOCUJIUB MOMUT
Ha TomiOHI pimeHHsA. KpiM TOro, 3poCTaHHS 3aHEMOKOEHHS 3 TPUBOIY O€3MeKu B
I'POMAJICHKHX MICIISIX CIPHSE MOJATBIIIOMY PO3IIUPEHHIO PUHKY OC3KOHTAKTHUX CHCTEM

JOCTYIIY.



[Tonpu 4YuCneHHI TepeBaru, CMapT-KAPTKH 3aJMIIAIOTBCS BPA3IUBUMH [0
Kibep3arpo3. ATaku Ha Il CHCTEMH MOXYThb IIPU3BECTU JI0 BUTOKY MEPCOHAIBHUX JIAHUX 1
NOpYIIEHHS! KOH(PIACHIIHHOCTI. Y 3B 53Ky 3 I[UM MUTaHHS KiOEp3axXuCTy € HaI3BHYANHO
aKTyaJIbHUM 1 BUMarae KOMIUIEKCHOTO MiIX0y.

Mertor naHoi poboTH € BceOluHe JOCHIKCHHS Ta MOPIBHSJIBHUM aHalli3 cMapT-
KapToK, 10 6a3zytorhes Ha RFID ta NFC, 3 Touku 30py IXHBOTO 3aXHCTY Bia KiOep3arpos.
JocnipkeHHss Mae Ha METI BUSIBJICHHS OCHOBHUX BpA3JIMBOCTEH ILMX TEXHOJOTIM 1
pO3pOOKY e(hEeKTUBHUX METOIIB iX 3aXHUCTY.

J1lo OCHOBHMX 3aBJIaHb JTOCIIIKCHHS BXOIATh:

1) anani3 cyuacHoro crtany RFID- ta NFC-texHoorii;

2) BHUBYEHHS Cdep IXHBOrO MPAKTUIHOTO 3aCTOCYBAHHS;

3) ineHTH(]IKAIA MOKIUBUX 3arpo3 IS OE3MeKH;

4) po3riisij TUIIOBUX CIICHAPIiB aTak;

5) ormiHka Ta peKOMEH/AIIIT 11010 METO/IIB 3aXUCTY JIaHUX, IO 30epiraloThes

Ha CMapT-KapTKax.



1  TEXHOJIOI'TYHA FA3A RFID TA NFC

1.1 3aranpHi OHATTS MPO TEXHOJIOTI1 iAeHTH(IKAITIT

CmapT-KapTKM € OJHUM 3 HaWBaXJIUBIMIMX JOCATHEHb Yy cdepl 1udpoBoi
inenTudikariii Ta 30epiranss qaHux. Bonu 3Ha4HO 3MIHUIIN criocobu 00poOku 1H(OopMarlii,
MIJTBEP/KEHHS 0COOM, a TakoX 3abe3leueHHs Oe3neku y OaraTboxX cdepax — BIJ
OaHKIBCHKOT CIIPABH J10 OXOPOHU 3/I0POB’ 1.

Ines BUKOpPHCTaHHA KapTKW 3 BOYJOBaHMM MIKPOMPOIIECOPOM BHHHKIIA IIIE€ B
cepenuni XX cromitrs. [lepuri 3ragkyu mpo MpHUCTPOi, sIKI HaraayBaJd Cy4acHI cMapT-
KapTKH, 3’ sBHIIMCh Y 1960-x pokax. IIpote aume y 1974 poui ¢ppaHiy3bKuii BUHAX1THUK
Ponan MopeHO 3aIaTeHTyBaB IIEpIIy CMapT-KapTKy 3 MiKpOcXeMolo. Moro TexHomoris
MOKJIaJIa MOYaTOK HOBOMY €Taly B PO3BUTKY 1IEHTU(]IKALIIMHUX CUCTEM.

VY 1980-x pokax cMapT-KapTKH OYAJIU AKTUBHO BIPOBA/I)KYBATUCH Y OAaHKIBCBKOMY
cekTopi, ocobnuBo y @paniii Ta HiMmeuunni. CrioyaTky BOHM BUKOPHUCTOBYBAIHUCH IS
30epiranns (piHaHCOBOI 1H(GOpMaIli Ta BUKOHAHHS O€3MEYHUX TpaH3akiii. 3rogom, i3
PO3BUTKOM TEJICKOMYHIKAIlil, cMapT-KapTKU CTaJu OCHOBOIO JiJisi SIM-kapT y MOOUTbHHUX
TenedoHax.

VY 1990-x pokax MOMyJSPHICTb CMApT-KapTOK 3pocia 3aBASKH BIPOBAKEHHIO
cranaaptiB ISO/IEC 7816, sxi pernmameHTyBanu Gpi3UdHI Ta ICKTPUYHI XapaKTEPUCTUKH
KapTOK, a TaKoX TMPOTOKOJU OOMIHYy naHuMu. BojgHodac modanocs aKTHBHE
BIIPOBAKEHHSI O€3KOHTAKTHUX TEXHOJIOT1H, 110 3pOOUII0O CMApPT-KapTKUA 3PYUHILIUMU Y
BUKOPUCTAHHI Ta MPUAATHUMH ISl TaKuX cep, IK TPOMAJCHKUI TPaHCIOPT, MEIUYHE
CTpaxyBaHHs, KOHTPOIIb JOCTYITY TOIIIO.

3 moyatky 2000-x pokiB BiI0OyBCsI 3HAUHUH Mepexil 10 OE3KOHTAKTHUX PIllICHb HA
ocaoBi TexHojorii RFID (Radio Frequency Identification) ta NFC (Near Field
Communication). L{i TeXHOJIOT1T 103BOJIWIM TIEPEIABATH 1aH1 Mi’kK KApPTKOIO Ta 3UUTYBAYEM
Ha BIJICTaHI KIJTBKOX CAHTHUMETPIB 0e3 (PI3MYHOr0 KOHTAKTYy, IO 3HAYHO IT1JBUIITUIIO

3pYYHICTBH 1 IBUJKICTH 00CITYTOBYBaHHS.
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Cmapr-kapTka, HE3aJeXHO BiJ TNy (KOHTaKTHA YW OE3KOHTAKTHA), MICTUTH
BOYJIOBaHUM MIKpOYII, KU MOKE€ BUKOHYBAaTH PI3HOMaHITHI (QPYyHKIII — BIJl MPOCTOTO
30epiraHHsi JaHUX N0 OOpOOKM CKJIaJHUX KpunrorpagiuHux ormnepamiii. OCHOBHUMH
eJIEMEHTaMH TaKOl KapTKU € MPOIEecop, MaM’ATh (€Hepro3ajexHa Ta eHeproHe3aIeKHa),
omeparfiiHa cucTemMa 1, y BHUIAJIKy OE3KOHTAKTHHUX KapTOK, aHTeHa Ui OOMIiHY
1H(pOopMaLli€l0 Yepe3 paaiodacTOTHHM 1HTepdeiic.

[TpuHiun poOOTH cMapT-KapTKU MOJIATAE y B3a€MOJIl 3UuMTyBada 3 BOYJIOBAaHHUM
MmikpouinoMm. [Ipu 3unTyBaHHI JaHUX 13 KOHTAKTHOI KapTKU YHUI aKTHUBYETHCA YeEpe3
CIelIaJIbHI METaJeBl KOHTAKTU. Y BUIMAJKy OE3KOHTAKTHUX KapTOK 3UHUTYyBad CTBOPIOE
€JIEKTPOMAarHiTHE IOJie, SIKE aKTHBYE€ MIKPOCXEMY KapTKU Ta J03BOJII€ OOMIHIOBATHCS
1H(pOpMAIIIEIO 32 JOTOMOIOI0 PaIlOXBUIIb.

CMapT-KapTK MOXYTh MaTd pi3HI piBHI 3axucty, Bkmodaroun PIN-komwu,
KpunrorpadiuHi Kiro4di, 010METpUYHI /IaHl, a TAKOXK aJlTOPUTMU aBTeHTU(]IKaLli. 3aBIIKU
IIbOMY BOHH IIHUPOKO 3aCTOCOBYIOTHCSA y c(epax, A€ KPUTUYHO BAXKIMBO 3a0€3MMEUUTH
KOH(D1IeHIIMHICTh Ta IUTicHICTh 1H(OopMmali. Ha pucynky 1.1 300pakeHuil mpUHIHUI

(GyHKIIOHYBaHHS CMAapT-KAPTKH.

HHUBNEHHA Ta AaH | m—

———
//\hmm:m.nuu.x KapTka

bBe3koHTaKTHUi [

34uTyBay 13,56 Mily
U’.‘Hd MikpoKkoHTpONep

<+ Lani

NiHIT eneKkTPo-MarHiTHoro nona

Pucynox 1.1 — Ipuniun ¢yHKIIOHYBaHHS CMapT-KapTKU
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1.2 Texnonoris RFID

RFID (Radio-Frequency Identification) — 11¢ cyuacHa Oe3KOHTAaKTHA TEXHOJIOTISA
aBTOMATUYHOI 1eHTH(iKaIlli 00’ €KTIB, 10 0a3ye€TbCs HA BUKOPUCTAHHI PallOXBHIIb IS
nepegadi JaHuX MK cheriaabHuMu rnpuctposMu — RFID-mitkamu (Teramm) Ta
3untyBadyamu (punepamu). B ocHoBi po6otr RFID-cucteM jaexuTh mpuHIIUI 0€31p0TOBOT
KOMYHIKaIlii, 0 I03BOJISIE OTPUMYBATH iH(POpMAIIiiO 3 MITOK 0e3 HeOOX1THOCTI MPSMOTO
Bi13yaJIbHOTO KOHTAKTy 4YH (p13UYHOTO JOTHKY.

Jlo ocHoBHUX KoMmnoHeHTIB RFID-cucremu Hamexars:

1) RFID-mitka (ter). lle HEBENUKWN CIEKTPOHHHWMA MPHUCTPIA, SKUH MICTHTh
YHIKQJIBHUWA 1I€HTU(DIKATOP Ta, 3aJ€KHO BIJ THUILY, AOJATKOBI JaHl. MITKH MOAUISIOTHCS
Ha!

e IlacuBHi, ikl HE MalOTh BJIACHOTO JKEPEJIa )KUBIICHHS Ta OTPUMYIOTh €HEPIit0 JJIsI
po0OTH Bij pagiocUrHaiy, 0 HAJAXOAUTh BiJl 3UUTyBavya. BOHU aKTUBYIOTHCS JIUIIIE Y 30H1
Jii aHTEHU 3YMTyBaya.

e AKTHBHI, sKI oOO0JagHAHI BJIACHUM JDKEpEJIOM JKHUBJICHHS (OarTapeero abo
aKyMyJISITOPOM) 1 3/JaTHI CaMOCTIMHO TE€HEpPyBaTH CHUTHaJ], IO JO03BOJSE 30UIBLINTH
JATbHICTh 3YUTYBaHHS.

2) 3untyBau (punep). Ilpucrpiii, sKkuwii TeHEpye eIeKTPOMAarHiTHE TIoJie JUIs
JKUBJICHHSI MACUBHUX MITOK a00 MpUHAOMY CHUTHAJIB BiJ] aKTUBHUX. 3YHTYBau TaKOX
OTPUMYE 3aKOJI0BaH1 AaH1 BiJ MITOK, PO3IIU(POBYE iX 1 MEpeae y KOMIT FOTEPHI CUCTEMHU
JUISL TIOAQUTBIIIOT OOPOOKH.

3) Antena. Enemenr, 1110 3a0e3neuye nepeaady Ta MpHioM paaioXBUIIb MiXkK MITKOFO
Ta 3YMTyBayeM. AHTEHA MOXe OyTH IHTETpOBaHa SIK y MITKY, Tak 1y 34UTyBau.

4) Cuctema 006po0Oku manux. IIporpamue 3abe3medeHns abo amapaTHi 3aco0H, sKi
npuiiMaroTh, 30epiraloTh 1 aHaN3YIOTh 1H(OpMaIo, OTpPUMAaHy BiJ 34YMTYyBaua,
IHTerpytouu ii y Oi3HEC-TipoIiiecu a0 aBTOMATHU30BaH1 CUCTEMH YIIPABIIHHS.

[Tpunmun  ¢yskiionyBanHss RFID 06a3yerbcst Ha mepenmadi  pajioXBWIb Y
BU3HAYEHOMY YaCTOTHOMY Jiana3oHi. 3UnTyBay BUIIPOMIHIOE €JIEKTPOMArHiTHUM CUTHAI,

KWW ’KUBUTH ITACUBHI MITKH Y 30H1 Aii. [lacuBHa MiTKa 3a JOMTOMOT010 BOYJOBAaHOT aHTEHU
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npuiiMae el CUrHa, NepPeTBOPIOE HOTO B EIEKTPUUHY €HEPTito, 110 KUBUTH ii MIKPOUHIL,
SAKUWA y CBOIO 4epry hopMye€e BIAMOBIIb, — YHIKAJIBHUN 1IeHTU¢IKaTOp M 1HII gaHi. Llg
BIJIMIOBI/Ib TTOBEPTAETHCS IO 3UATYyBaya, SIKWA MPUAMAE CUTHAN, PO3MM(POBYE HOTO Ta
nepeaae naiai Ha oOpoOKy. Y pasi akTUBHUX MITOK BOHM MOXYTh CAaMOCTIMHO repeaaBaTh
CUTHaIM 0e3 HEOOX1THOCTI KUBJICHHS BiJ 3U4MTyBaua, 110 J03BOJIs€ 30UIBIIUTH JaTbHICTh
3YNTYBaHHS.

RFID-texHomoris QyHKIIOHYE y KITBKOX OCHOBHUX YaCTOTHHUX Jiala30Hax, KOKEH
3 AKUX Ma€ CBOi OCOOJIMBOCTI Ta 00J1acTi 3aCTOCYBAHHS:

1) HuzbkouactotHmii mianazoH (LF): 125-134 k['u. 3a3Buuaii BUKOPHCTOBYETHCS
I igeHTudikaiii TBapuWH, KOHTPOJIIO JOCTYIYy Ta IHIIMX 3aBjAaHb, J€ JaJbHICTh
3YNTYBaHHSA HE IMEPEBHUINY€E KUIbKOX caHTHUMeETpiB. Lleil niama3oH XapakTepu3yeThCs
CTabUIbHOIO POOOTOO Y CKJIAJIHUX CEpeIOBUINAX (METall, BOJIA).

2) Bucokovacrotuuii aianazon (HF): 13,56 MI'. BukopuctoByeTbess y 6araTbox
CHUCTEMaX KOHTPOJIO JOCTyIy, OiOJIOTEYHUX CHUCTEMaX, EJIEKTPOHHUX KBUTKAX Ta
OE3KOHTAaKTHHX IJIATLOKHUX KapTax. JlambHICTH 34YMTYBaHHS — JO OJHOTO METpA.
[TepeBaxkHo 3a6e3Meuye BUCOKY MIBUIKICTH Mepeiadl JTaHHX.

3) VibrpaBucokouactotauid  miamazon (UHF): 860-960 MIu. 3abesmneuye
JadbHICTh 34uTyBaHHS 70 10 MeTpiB 1 Ouiblne, MmO POOUTH WOr0 ONTUMATBHUM IS
JIOTICTUKH, CKIIAJChKOTO 00Ky Ta mpomucioBoro Bupoonuirsa. [Ipore UHF-cucremn
YYTJUBIIII O MEPEUIKO, TAKUX SK METajeBl MOBEPXHI YU BOJIOTA.

4) MikpoxBuIbOBUi miama3oH: Omus3pko 2,45 I'Tm. 3acTtocoByeTbes piako, y
CHeliajli30BaHUX CUCTEMaxX 3 BUCOKMUMH BUMOTAMHM JI0 JAJbHOCTI 1 MIBUAKOCTI Mepeayl

JTaHUX.

1.3 Texnomnoriss NFC

NFC (Near Field Communication) — 1 TexHoJOriss 0e3IpOTOBOr0 3B’S3KY
ONMMKHBOTO pafiycy Ail, sika 3a0e3nedye oOMiH TaHUMHU MK MPUCTPOSIMHU Ha B1JICTaH1 J0
10 canTumeTpiB. BoHa € po3BUTKOM T€XHOJOT1H pagioyacToTHOI ineHTUdikaii (RFID) Ta

0a3yeThCsl HA CTaHIAPTAX, 1110 BU3HAYAIOTH pajioiHTepdelic, MpOTOKOIN OOMIHY, a TAKOX
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piBeHb Oe3nexu miJ yac nepenaBanus iHPopmaiii. Ocobnusictio NFC € MOXIHMBICTD K
OJIHOCIIPSIMOBAHOTO, TaK 1 JIBOHAMPABIEHOTO 3B 3Ky MK MPHUCTPOSMHU, IO JTO3BOJISIE
BUKOPHUCTOBYBATH 1i HE TUIBKM Ui 1AeHTU(IKAIil, a i A B3aEMOJIi MPHUCTPOIB Y
peansHoMy uaci. Texnomnoris NFC npartoe Ha gactoti 13,56 MI'1 y BUCOKOYaCTOTHOMY
(HF) mianma3oHi Ta a03BoJsi€ mepenaBaTd aaHi Ha mBuakocTi 106, 212 abo 424 x6it/c.
Komynikariisi Mi>k IpUCTPOSIMH BiAOYBAETHCS 32 TOMIOMOTOI0 €JIeKTPOMArHiTHOI 1HIYKIIII,
TOOTO OJIMH 3 TIPUCTPOIB (AaKTUBHMI) CTBOPIOE 3MIHHE MarHiTHE IOJie, B SIKE MOTpaIlisie
Opyruil mpucTpiil (MmacuBHUM a0O0 IHIIUN aKTHBHHI), IO JO3BOJISIE 3A1IMCHUTH OOMIH
1H(OopMaIi€ro.

¥Yci NFC-nipuctpoi MOKyTh IpaIfOBATH Y TPHOX OCHOBHUX PEKUMAX:

o Pexxum emyssmii kaptu (Card Emulation Mode): npuctpiii Buctymae y podi
OE3KOHTAKTHOI KapTKU, HAMPUKIaa, 0aHKIBChKOI 200 MPOi3HOTO KBUTKA.

e Pexxum 3umtyBaua (Reader/Writer Mode): mnpuctpiii uyutae abo 3amucye
iH(opMmaitito Ha NFC-miTku (Tern), siki He MalOTh BJIACHOTO JXKEpesa >KUBJICHHS.

e Pexxum omgnopanroBoro oOminy (Peer-to-Peer Mode): naBa mpuctpoi
OOMIHIOIOTHCSI JAHUMH MK COO010, HANPUKIIAI, JJIs IepeIaBaHHs KOHTAKTHOT 1H(hopMariii,
dboTorpadiit abo nmocusnaHk.

OCHOBHUMHU CKJIQJIOBUMH, 5IK1 3a0e3neuytoTh QpyHKiionyBanHsa NFC-cucrtemu, €:

e NFC-koHTpoJep — Mikpocxema, 1o Kepye 0OMIHOM JaHUMH Ta CUTHAJIaMH.

e AHTeHa — 3al0es3neuye MPUIOM 1 MepeaBaHHsl PaJIOCUTHAJIB Yy MOTPIOHOMY
YaCTOTHOMY Jiana3oHi

e [I3 (mporpamue 3a0e3nedeHHs])) — MOJIYJII ONepaniiHol cucTeMu abo OKpeMi
JIOJIaTKH, SIK1 peani3yroTh ciieHapii Bukopuctandas NFC (mmatexi, 1ocTym, craproBaHHS
IPUCTPOIB TOLIO).

Texnonoris NFC mupoko BUKOPUCTOBYETHCS Y TOBCAKACHHOMY KHUTTI:

e MoOutbni mnatexi (NFC-payments): peanizoBani B miargopmax Google Pay,
Apple Pay, Samsung Pay Ta iH., 1e cMapTdhOoH BUCTYNA€E B POl IJIATIKHOI KapTH.

e EjexTpoHHI KBUTKHU: OIUIaTa MPOI3Ay y TPOMAACBKOMY TPAHCHOPTI MUISIXOM

M1HECEHHS MPUCTPOIO 10 BaliIaTopa.
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e be3konTakTHA iIeHTH(IKAIIS: 3aMiHA INIACTUKOBUX KaPT JIsl KOHTPOJIIO IOCTYITY.

e OOMIH JaHUMH MK IPUCTPOSMHU: TIepejauya KOHTAKTIB, (aililiB abo HaJlaITyBaHb
0e3 MoTpedu y MiAKIOYEHH] 10 MEPEexI.

e [HTepakTMBHA pekiaMa Ta 1HGOPMAIIMHI CTEHJIU: 3YMTYBAaHHS JIaHHX 13
BOynoBannx NFC-MiTOK /U1 OTpuMaHHS 10AaTKOBOI iH(pOopMaIlii.

HesBaxarouu Ha 0:1M3bKy BijcTaHb nepenaBanns, NFC peanizye HU3KYy MEXaHI3MiB
3aXUCTY JAHUX:

o [ludpyBanns nepegaBaHux JAaHUX;

e AyteHTu(IKalis CTOPIH;

e 3axumieHe cepenoBuille BukoHaHHs (Secure Element) — cnemnianizoBanuii
anapaTHU MOJyYJib, SIKMM 30epirae KoHQIIeHUIHHY 1HpOopMarlio (KiIoul, cepTudikary,
TOKEHH )

NFC moxe OyTu iHTerpoBaHa 3 1HITUMHU O0€3IpOTOBUMH TEXHOJIOT1SIMU, TAKUMH SIK
Bluetooth a6o Wi-Fi. Hanpuknan, BukopuctandHss NFC mjisi mMIBUAKOTO CHOTYYEHHS
MPUCTPOIB 0€3 HEOOXITHOCTI PYyYHOTO BBEJCHHS MapoJisi a00 HaJIAIlITyBaHb.

[amoro BaxknmBoro mepeBaroro NFC e ii eneproedexTuBHICTh. Y TOPIBHIHHI 3
Bluetooth, NFC cnoxwuBae 3Ha4HO MeEHIE €HEprii, mo pPoOHUTH I MPHUIATHOK s
MPUCTPOIB 3 OOMEKEHUMH PecypcamMu, HaPHUKIad, cCMapT-MITOK 200 cMmapt-kapTok. Lle
J03BOJISIE 3a0€3MEYNTH TpHUBajJ€ BUKOPUCTAHHS NPHUCTPOIB 0€3 HEOOXITHOCTI 4acTOro
mia3apspKaHHs abo 3aMiHu OaTapeiiok.

Kpim Toro, 3aBmsku kopoTkomy pamiycy maii, NFC 3abesneuye Oinbinn
KOHTPOJIbOBaHY 1 0Oe€3MeyHy B3a€MOJII0, OCKUIBKM pHU3UK HECaHKIIOHOBAHOTO
NEPEeXOIJICHHS! CUTHAJly 3HAuyHO 3MeHIyeTbcsd. Came TOMy BOHA  aKTHUBHO
BUKOPUCTOBYETHCSI B CUCTEMAX, JI€ BaKJIMBa Oe3MeKa TpaH3akliid — OaHKIBChbKI Oomepallii,
KOHTPOJIb JOCTYIY A0 OyaiBenb ado cucTeM, a TaKOX 11eHTU(IKaLlisl 0coOu.

Y cohepi Iurepuery peueit (10T) NFC BimkpuBae HOBI MOMKJIMBOCTI ISt
HaJallTyBaHHs, KOH(IrypyBaHHs Ta craproBaHHsl npuctpoiB. Hampuknan, NFC moxe

BUKOPHCTOBYBATHUCS JJIA 1HIIIATI3AII11 3'€ THAHHS MK "pO3YyMHUM" MPUCTPOEM (PO3YMHOIO



14

JaMIIOl0, TEPMOCTATOM, KOJIOHKOIO TOIIO) Ta CMapTPOHOM Oe3 BBEACHHS MapOiB UM
ckanyBaHHa QR-koiB.

Hapemti, posutok NFC-Texnomoriii chnpusie BHOPOBAaHKCHHIO ITHUPPOBUX
HOCBITY€Hb 0COOHU, CTYJCHTCHKUX KBHUTKIB, MEIMYHUX KAapTOK Ta IHIIUX EJIEKTPOHHUX
JOKYMEHTIB. ¥ MaiilOyTHbOMY 11€ MOXE CTaTH OCHOBOIO JJIsi CTBOPEHHS €IUHOI IMPPOBOL

1IGHTUYHOCTI TPOMA/ISIH, IHTETPOBaHOT B cMapT(HOHU a00 HOCHUMI MPUCTPOI.

1.4 TlepeBaru ta oomexxenns RFID ta NFC y mopiBHAJIbHOMY KOHTEKCTI

JIo KJIIOYOBUX MapaMeTpiB, 11O BIUIMBAIOTh HA PE3YJIbTATUBHICTH BUKOPHUCTAHHS
texHoJorii RFID, BimHOCSAThCA:

o lIIBuKke 3unTyBaHHS Ta Tnepenada iHdopmalii — CcuUcCTeMa 37aTHa B
aBTOMAaTUYHOMY PEXKHMI pO3Mi3HaBaTH 3HA4yHYy KuibKicTh RFID-miTOok 3a cexyHmy,
3a0€31euy0ur MOXKJIUBICTh HEOHOPA30BOT0O 3aUCY i1 OHOBJICHHS JaHUX.

e MiHiMI3alisl BIUIMBY JIOACBKOIO YMHHHUKA: MPOLIEC 3YUTYBAHHS Ta PEeCTparii
JAHUX 3JIIMCHIOETHCS aBTOMAaTHYHO, 0€3 HEOOX1HOCTI pyYHOT'O BTpYYaHHS OIlepaTopa.

o [Tomyk 00'exTiB 6€3 MpsAMOI BUIMMOCTI: 3aBISKU PaJl0YaCTOTHOMY MPUHIUITY
poOOTH, 3UMTYBaHHS MITOK MOXJIMBE HaBiTh 4epe3 (i3uuHI TNEpemKoau (YMaKoBKY,
HEIMpo30p1 MaTepianu), 3 BiacTani 10 10 meTpiB 1 OubIIE.

« 3a0e3meueHHsT Oe3meku Ta KOH(QIICHIINHOCTI: KOXXKHA MITKa Ma€ YHIKAJIbHUI
inentudikatop (ID), a moctyn 10 naHux Moxe OyTH oOMexeHUI 3acobamu mudpyBaHHS
ab0 aBTeHTU]IKALII].

o CTIHKICTh A0 BIUIMBY arpeCUBHUX CEPEAOBHIL: MITKU 3/1aTHI (DYHKI[IOHYBaTH B
yMOBaxX MIJABUIICHOI BOJIOTOCTI, 3a0pyIHEHHS, TEMIIEPATypHUX KOJWUBaHb, MiJl JI€IO
MEXaHIYHOTO THUCKY a00 XIMIYHUX PEUOBHUH.

o [HYyYKICTh BUKOPHUCTAHHS: MOJIMBICTH 3aCTOCYBaHHS B PI3HOMaHITHHX cdepax
JISITBHOCTI, BKJIFOYHO 3 JIOTICTUKOI), BUPOOHUIITBOM, MEIUIIMHOIO, TOPTIBJICIO Ta 1H.

V Toii ke 4dac, rexnoioris RFID mae meBH1 0OMeKeHHS:

e UyTIIUBICTH 10 €JIEKTPOMArHITHUX 3aBaJl; HASBHICTh CHJIBHUX €JIEKTPOMArHITHUX

TI0JIIB MOJKE BIUIMBATH Ha SIKICTh CUTHAaJIy Ta TOYHICTb 3YUTYBAHHA,
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« OOMEXXeHHS MO0 34YMTYBaHOI BiAcTaHl: xoda jaeski tumu RFID-miTox
3a0€31euyIoTh JaldbHICTh 3UUTYBaHHS MoHaa 10 mMeTpiB, iICHYIOTh THIIH, SIKI €(PEKTUBHO
MIPAITIOIOTh JIUIIIE HA MAJIUX BIJICTAHSX;

« BpaznuBicTh 10 BIUIMBY BOJIOTU: 32 YMOBH HEJJOCTATHHOT'O 3aXUCTY MITKH MOXYTh
BTpayaTy (PyHKIIOHAJIBHICT Y BOJIOTOMY CEepPEIOBUILI a00 MPH 3aHYPEHH1 Y PIAUHY.

Hlono texuomorii NFC, ii kiitouoBUMH (YHKIIIOHATPHUMHU [IEPEBaraMu €:

o [TinBuIIeHUH piBeHBb O€3MEKU MPU KOPOTKOAIaNIa30HHIN B3a€MO/IIi TPUCTPOIB, 110
3HAYHO 3HWXKYE PHU3WKH TEPEXOIUICHHA JaHuX 1 3abe3medye Oe3nedHe BUKOHAHHS
TpaH3aKIIii;

« MuTTEBA Mepeavya JaHUX NI BAKOHAHHS O€3KOHTAKTHUX IJIATEXKIB, MPU I[OMY
CUTHAJI aKTUBY€ThCS MEHII HIXk 32 0,1 cekyHu;

o [linTpuMKa SIK 3UMTYBaHHA, TakK 1 3aMKHCy JAHUX, IO JA€ 3MOTY peali30BYBaTH
IIMPOKHI CIIEKTP CLIEHAPIiB B3a€MOII;

e MynbTU(YHKIIIOHATIBHICTh: TEXHOJOTIS J03BOJSE SK OOMIH J@HUMHU MIXK
IpUCTPOsIMU (peKUM Peer-to-peer), Tak 1 B3aeMOJ1I0 3 OE3KOHTAKTHUMHU KapTKaMu abo
1H(pOpMaIITHUMU HOCISIMU (HAaNpUKIaa, CMapT-TUIaKaTaMu).

[Tonpu 11e, NFC Takox Mae HU3KY TEXHIYHUX OOMEKEHb '

« OOMexxeHa BiICTaHb pOOOTH: €PEKTUBHA B3a€EMO/I1sI IPUCTPOIB MOKIIMBA JIUIIIE HA
BijcTaHi A0 10 cM, 10 CyTTEBO 0OMEXKYE 30HY Iii;

o [lopiBHSIHO HEBUCOKA MIBUIKICTH MEPEIaBaHH JaHUX: MaKCUMallbHA MPOIYCKHA
30ATHICTh CTAHOBHUTH OJM3bKO 424 KOIT/C;

« HeonTuManbeHICTh [JI TIepelaBaHHs BEIUMKUX 00OCATIB 1H(OpMaIii: 3 Orfisaay Ha
MIBUJIKICTD 1 pajiyc i, TEXHOJIOTisI He € e(heKTUBHOIO anbTepHaTHBOI0 Bluetooth abo Wi-

Fiy cdepi mynbTuMeniiHOro OOMiHY.

1.4.1 OcuogHi ctangaptu juist peanizaiii RFID ta NFC-pimens
OcHoBHi ctranmaptu miusa peamizanii RFID ta NFC-pimiens € KIHO4OBUMH ISt
3a0€3MeUYeHHs] CyMICHOCTI, Oe3leku Ta ePEeKTUBHOCTI IMX TexHojorid. Cepen HHX

Haiouem nomupenuM st RFID e cimetictBo ctannaptiB ISO/IEC 18000, sike oxorutroe
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pi3Hi yacToTHI Aiamazonu Ta crenudikanii. Hampuknan, ISO/IEC 18000-3 omnucye
napametrpu RFID-cuctem Ha yactoti 13,56 MI'11, sika 4acTO BUKOPUCTOBYETHCSA Y CMapT-
KapTKax 1 CUCTEMaX KOHTPOJIIO TIOCTYITY.

Oxpemy yBary ciaia npuaiatu ctanaapty [ISO/IEC 15963, o Bu3Hayae MexaH13MH
NPUCBOEHHS YHIKaIbHUX 1aeHTHdiKamiiiHuX HomepiB (UID) nmns RFID-mitok. Llei
cTaHJapT 3abe3neuye yHiKanbHICTh KoxkHOro RFID-Tery y rmo6aisHOMYy MaciiTabi, 1o €
KPUTHYHO BaXKJIMBUM JUIA 1eHTH}IKaIIl 00’€KTIB, OOJIKY TOBapiB, a TaKOX O€3IMeKu
cucteM. Buxopuctanas ISO/IEC 15963 po3Bonsie  3amoOirtTu  TyOJIIOBaHHIO
1AeHTU(IKATOPIB, IO MIJBUILYE HAIWHICTD 1 TOUHICTh poOoTH RFID-cuctem.

st NFC ocnoBaumu ctangaptamu € ISO/IEC 14443, sxuii pernamentye Gi3u4Hi
napaMeTpu Ta MPOTOKOJU 3B’SI3Ky OE3KOHTAKTHUX KapTOK OJMKHBOIO pajiyca mii, i
ISO/IEC 18092, mo ommucye akTHUBHI Ta MacuBHI pexumu B3aemonli mixk NFC-
npucTtposiMu. LI cTaHmapTH BHU3HAYAIOTh CYMICHICTH HPHUCTPOIB, MIBUAKICTH Iepeaadl
JAHUX, & TAaKOX BUMOTU 10 eHeprocnokuBaHHs 1 Oe3nexku. Kpim toro, NFC Forum
po3po0isie oaaTkoBl crerudikaiii Ta peKoOMeHJallli, Mo JoNoMaraloTh yHipiKyBaTH
IPOTOKONAM OOMIHY AaHMMHU Ta NiABUMIIYIOTH 1HTerpamito NFC-texHomnorid y pi3Hi
1aTGOPMHU.

BropoBamkeHHsT 1IUX CTaHIApPTIB JO3BOJISE CTBOPIOBATH HaJiiiHI, Oe3meyHl Ta
cymicHi RFID 1 NFC-cucremu, siki MOKyTb €()€KTHBHO 3aCTOCOBYBATHUCS B P13HUX cdepax
— BIJI JIOTICTUKH 1 TOPTIBJI JIO KOHTPOJIIO JAOCTYyIy 1 MOOUThbHUX muiarexiB. CTangaptu
ISO/IEC 15963, ISO/IEC 18000, ISO/IEC 14443 ta ISO/IEC 18092 € pyHaaMEHTATEHUMHU
JUTSL PO3BUTKY Ta IIMPOKOTO BUKOPUCTAHHS O€3KOHTAKTHUX TEXHOJIOT1H y Cy4YacCHOMY CBITI.

KpiM TexXHIYHUX aCMeKTiB, CTaHJAPTH TAKOXX BPAXOBYIOTh BHMOTH JI0 3aXHUCTy
iH(dopmarlii, o0 MPOTUIIATH PI3SHOMAHITHUM aTakaMm, TaKUM SK MiJCIyXOBYBaHHS,
nigpoOka abo KJIOHYyBaHHSA cMapT-KapTok. [li HOpMU CcHpusitoTh po3poOIll Oe3medyHux
MPOTOKOMIB aBTeHTUPIKALIT 1 IMPYBaHHS, [0 3HUKYIOTh PU3UKH HECAHKIIIOHOBAHOI'O
JOCTYIY(0COOJIMBO BaXKJIMBO B TAKMX KPUTHUHUX cepax, sk PiHaHCOBI MOCITYTH, OXOPOHA
3MI0pOB’S Ta JepkaBHE ympaBmiHHA.) B Tabmumi 1.1 HaBemeHi MPOMYyKTH CTaHIAPTY

ISO/IEC 15963.
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Ta6muus 1.1 — Ipoaykru crangapty ISO/IEC 15963

PHICBOEHHST HOMEPIB

[Tponykt 0)115 (¢
VYHikanbHUR Ile oOCHOBHUH eneMEeHT CTaHgapTy, SKAH 3a0e3meuye TI00abHY
tentudikatop (UID) pikaneHicTh KOXKHOro RFID-tera. UID ckiamaeThcst 3 yHIKaIbHOTO HaOOpY
MIMBOJIB, SIKM HE TIOBTOPIOETBCS Yy CBITI, L0 JO3BOJIIE OJHO3HAYHO
[eHTudiKyBaT KoxkeH 00’ ekt 13 RFID-MapkyBaHHsM.
Cucrema MexaHi3M, IO BIAMOBiNAE 3a IEHTPATI30BaHE NPUCBOEHHS YHIKAIBHHX

reatudikaniitanx HomepiB ans RFID-teriB. 3a0esnedye KepyBaHHS pPeCcypcoMm
[eHTu(iKaTopiB, MO0 YHUKHYTH JyONrOBaHHS 1JEHTH(IKATOPIB Yy PI3HUX]
MPOOHUKIB 1 3aCTOCYHKAX.

Peectp
Flectronic
ode)

EPC
Product

I'moGanpHa 0aza maHuX, sika 30epirae Ta ympaBis€ YHIKaJIbHUMH KOJaMHU
FID-miTOK, JO3BOJISIIOYM BiJCTEXKYBATH OO’€KTH Yy JAHLIOTaX MOCTA4aHHS Ta)
orictuili. Peectp 3a0e3neuye mpo30opicTh 1 CTaHAAPTU3ALII0 B OOMiHI JaHUX MiX
I3HUMHU OpraHi3allisiMH.
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2 3ACTOCYBAHHS TEXHOJIOTTIA V MDKHAPOJJHOMY KOHTEKCTI

2.1 I'noGanpHuit po3BUTOK pimeHb Ha 6a3i RFID ta NFC

Texnomnorii imeHTH}iKalii Ha OCHOBI PaJl04acCTOTHOTrO 3B 53Ky, 30kpeMa RFID
(Radio Frequency ldentification) Ta NFC (Near Field Communication), 3a ocranHi
JNECATWIITTS HaOyjla IIMPOKOTrO MOIIMPEHHS Y CBITI Ta CTaja KIOYOBUM EJIEMEHTOM
udpoBoi TpaHcopmarllii B pi3HHX Tamy3sx. BOHM aKTHBHO PO3BUBAIOTHCS 3aBISIKU
BHCOKOMY TIONMUTY Ha aBTOMATH3allll0 MPOIECIB, MOKpAIIeHHS O€3MeKHu, ONTHUMI3AIII0
JIOTICTUKH, CTIPOILEHHS TPAH3aKI1{ 1 BIOCKOHAJIEHHSI CUCTEM YIIPABJIIHHS JaHUMHU.

3aranbHocBiTOBUN puHOK RFID nemoHcTpye cTaOuibHe 3pOCTaHHs, 1110 3yMOBIIEHO
3HaYHUM MOIUTOM Ha 1[I0 TEXHOJIOTII0 y TaKUX Tajly3sX, K TOPTiBs, JIOTICTUKA, OXOpOHA
3JIOPOB’sl, TPAHCIIOPT, CUTFCHKE TOCHOJAPCTBO Ta MPOMUCIOBE BUPOOHUIITBO. 32 JaHUMHU
MDKHAPOJHUX aHATITHYHUX areHTcTB, puHoK RFID y 2023 pomi mepeBumuB $15 mip i
MIPOJIOBXKYE 3pOCTATH 31 CEPEAHBOPIYHUM TeMmoM noHas 10%.

VY CIIA RFID akTBHO BUKOPUCTOBYETHCS Y BIICHKOBIM JOTICTHULI, CylIEpMapKeTax
(Hampukiaa, y mepexi Walmart), cucremax o0J1iKy MEIUYHUX MpENapariB, a TaKOXK Y
nporpamMax KOHTPOJIO JAHIOTIB MOCTaYaHHs MPOAYKTIB XapuyBaHHs. YHIBEPCUTETH Ta
JOCITITHUIIBKI IEHTPH, 30kpema MIT Auto-1D Labs, Biairparots BaxaIuBy poJib y po3poOiii
HOBUX CTaHJIapTiB 1 BIPOBAHKeHHI pimieHb Ha 6a3i RFID.

VY kpainax €Bponeiicskoro Coro3y BrpoBamkeHHa RFID Takox niarpumyeTbes Ha
nepkaBHoMy piBHI. Y Himeuunni, ®panmii ta Hizepiaangax TEXHOJOTIS aKTHBHO
IHTErpyeThcs y cdepy OXOpOHH 310poB’s  (iAeHTH(]IKALls MAILI€HTIB, OOJMIK
MEJIMKAMEHTIB), B 010JI0T€YHI CHUCTEMH, YHpABIIHHS OarakeM y aBiailii, a TaKoX Yy
CLTBChKE TOCTIOAPCTBO JIJIS1 BICTEKEHHS TBAPUH 1 MPOAYKITIi.

Y Kwurai RFID cTtaB HEBi’éMHOI0O YacTUHOK «PO3YMHHMX» MICT Ta
1H(QPaCTPYKTYpHUX MPOEKTIB. 30KpeMa, BiH MIMPOKO 3aCTOCOBYEThCA y TMaTdhopmax
IPOMaJICLKOTO TPAHCTIOPTY, JOTICTUYHUX CUCTEMAX, €JICKTPOHHOMY MapKyBaHHI TOBapiB 1

B CUCTEMAX KOHTPOIIIO BI/Ip06HI/ILITBa.
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3nayna yactuHa RFID-miTok Ta oOmagHanHs BupoOisieTbes came B Kwurai, 1o
pOOUTH KpaiHy JiIepOM 13 BUPOOHUIITBA Yy il TaTy3i.

SInoHia 30cepemkyeTbes Ha BUCOKOTOUHMX RFID-pimennsx, oco6mmBo y chepi
aBTOMaTH3allli TOPTriBJIl Ta POOOTH30BAHOTO CKJIAAyBaHHS. Y 0ararbox SIMOHCHKUX
MarasuHax ToBapu ocHaiyroThcsi RFID-MiTkamu, 1110 103BOJISE€ TTOKYIIIIAM 3/11HCHIOBATH
CaMOCTIHHUHN po3paxyHOK 0e3 ydacTi Kacupa.

VY cBoto uepry, rexnosnoriss NFC, mo € piznoBugom RFID, opieHTOBaHa nepeBakHO
Ha KOPOTKO/Aianma3oHHy Oe3MeYHy B3a€MOJIII0 MK IPUCTPOosiMUA. BoHa 0c00IMBO aKTUBHO
pO3BUBAETHCS Y chepl MOOUTLHUX 0€3KOHTAKTHUX IJIATEXKIB, €IIEKTPOHHOTO KBUTKYBaHHS,
11eHTU(IKaIT KOPUCTYBaviB Ta OOMIHY JTaHUMH.

[TiBnenna Kopes ta SInonis 6ynu mionepamu B MacoBoMy BrpoBampkeHHi NFC mie 3
nouyatky 2010-x pokiB. ¥ Ceyni NFC mupoko BUKOPUCTOBYETHCS /JIsl OILIATH MPOI3TY B
rPOMaJICBKOMY TPaHCHOPTI, B MOOLJIbHUX TAMAHIISIX Ta B CUCTEMAX JAOCTYIY /10 OYJIBEIb.
AnoHceka KoMmmadis SONy Oyna cepem TEpIIMX pPO3pOOHUKIB TeXHOIOTIT (depes
wiathopmy FeliCa), sxa sromom crana crangaprom s NFC.

Y CIHDA Ta kpainax €Bponeiicekoro Cotozy NFC crtaB cranmaprom s
O€3KOHTAKTHHX OaHKIBCHKMX KapTOK 1 MOOUIHHHX IUIATIKHUX pillleHb. Taki cepBiCH, K
Apple Pay, Google Pay ta Samsung Pay, interpytors NFC sik OCHOBHY TE€XHOJIOTIIO JIJIS
saiicHeHHs Tpan3akiii. Kpim Toro, NFC 3acTocoByeThCs B cricTeMax KOHTPOJIO JOCTYILY,
SJIEKTPOHHHUX MACHOpTax Ta CMaPT-KITI0UYax Jjisi aBTOMOOLITIB.

V¥ kpainax IliBnenno-CxigHoi A3ii (ocoonuBo B Cinramypi, Manaisii, [Hmone3i1)
NFC aktuBHO iHTEerpyerbest y chepy MoOUIBHUX (PiHAHCIB Ta iAeHTHdIKaIli ocodu. Y
Oaratb0X Jep’kaBax BIIPOBA/KYIOTHCS HalllOHAJIBHI EIEKTPOHHI iJAeHTH(IKaTOpH 3
BOynoBanuMu NFC-uinamu, 1o no3Bossie rpomaasiHaM OTPUMYBATH aJAMIHICTpPaTHBHI

nociyru B 1udpoBid dopmi. Ha pucynky 2.1 300paxeHuit CBITOBUN OOCSAT PUHKY

RFID/NFC.
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CeiTosni obcar puHky RFID Ta NFC (2015-2024)

Prsak RFID
16} —% Prsak NFL

14}

12}

Ofcar puHKy [Mapa §)

ch
T
|

2018 2019 2020 2021 2022 2023 2024

Pucynok 2.1 — CsitoBuii o6csr punky RFID ta NFC

2.1.1 Tlpuxnanu iaterpanii RFID y cuctemax KOHTpOIIIO TOCTYITY

OpnHuM 13 HalSICKPaBIIIKUX MPUKJIIAIB €PEKTUBHOIO BUKOpUCTaHHs TexHoJorii RFID
y CBITI € ii BpoBamkenHs kommnadiero Walmart — Hai6i1b11010 pO3apiOHOI0 MEPEKEIO Y
CIIA Ta oaniero 3 HanOLTbmUX y cBiti. Walmart mouar aktuBHO 3actocoByBaTi RFID e
3 moyaTky 2000-X pokiB /sl ONTUMI3ALIIT JIOTICTUYHUX MPOIIECIB, YIIPABIIIHHS 3arlacamu Ta
KOHTPOJIIO TOCTAYaHHS TOBAPIB.

VY mexax el iHimiatuBu RFID-MiTku Oy po3MiliieHi Ha TPaHCTIOPTHUX KOPOOKax
1 Tajerax, SKi mocTavyaJucs BiJ MOCTAYaIbHUKIB 0 [EHTPIB TUCTPUOYIIT Ta gaiai — JI0
MarasuHiB. 3a ponomoroto RFID-3unTyBadiB y pexxumi peanbHOTO 4acy 3AIHMCHIOETHCS
KOHTPOJIb HaJ KO’KHOIO OJIMHUIICIO BaHTaXy 0€3 MoTpeOu y Bi3yallbHOMY KOHTakTIi. Takui
IIJIX17 JO3BOJIMB 3HAYHO CKOPOTHUTH BUTPATH, TOB’sA3aHI 3 OpakoM TOBapiB Ha IOJIMIIAX,
M1JBUIIUTH TOYHICTh 1HBEHTapu3allii 10 99% Ta 3MEHIIUTH KPaAi>KK1 i BTPATH B JIAHIIOTY
MOCTaYaHHS.

Oxpim Walmart, RFID Takox aKkTHBHO BIPOBA/KYEThCS B TAKMX Taly3sx, SK
OXOpOHa 3JI0pOB’sl (Hampukian, y JikapHsx BenukoOpuTaHii s BIIICTEXKEHHS PYyXy

MEJAMYHOTO O0JIaJHaHH), aBialis (BHKopucTaHHS y kowmmanisx Delta Airlines, Qatar



21

Airways s MOHITOpPHHTY Oaraky MacaKupiB), a TakoXX y Oi0NOTEeYHHX CHUCTeMax

(manpukinan, y CiHramypi — MOBHa aBTOMaTHU3allisl BUJadl Ta MOBEPHEHHS KHHUT).

2.1.2 TlepcnektusHi iHTerpamii NFC B rpomagcbkoMy KUTTI

OnuuM 13 HaWMOKa3OBIIMX MPUKIAAIB BOpoBamkeHHs TexHonorii NFC e
BUKOPHUCTAHHSA 1Ii€1 CUCTEMHU y TpaHCHOPTHIN iH(ppacTpykTypi SmoHii, 30kpema — y
cucTeMi 0€3KOHTAaKTHUX CMapT-KapT Suica Ta Pasmo, 1o GyHKIIOHYIOTh Y 3a1i3HUYHIN
Mmepeki Tokio Ta IHIIKX perioHax.

Kaptku Suica/Pasmo, po3po6isieni BianosigHo komnanisimMu JR East (East Japan
Railway Company) 1 Tokyo Metro, ocHamieni BOymoBanumMu NFC-uurnamu, siki
JI03BOJISIIOTH MAcaXUpaM 3IIACHIOBATH MIBUAKY OIUIATy MPOi3Ay HUIIXOM MPHUKIAJaHHS
KapTku abo cMmapTdoHa 10 TypHikeTy. Yac peakiiii cucremMu cTaHOBUTH MeHIe Hix 0,1
CEeKyHAM, 110 3a0e3rnedye BUCOKY MPOIYCKHY 3[JaTHICTh HaBITh y ToJuHU TiK. Kpim
TpaHcnopty, 11 NFC-kapTku TakoX BHKOPUCTOBYIOTBCS [UIsl MIKPOIUIATEXKIB Y
Mara3uHax, aBTOMaTax 13 HalmosiMU, ITApKOBKaX, a TAKOXK JJIs IOCTYITY JI0 IEBHUX 00'€KTIB.

Kpim fnonii, aktuBHe BukopuctanHa NFC Takox crnocrepiraerbcst y
€BPOIEHUCHKUX KpaiHax, 30kpema y @panmii ta Himeuuuni, ne NFC 3acTtocoByeTbes B
cucTeMax OE3KOHTAKTHOI OIUIaTH MpPOi3ay B TpomaachbkoMy TpaHcmopti. Y [liBaeHHI
Kopei NFC € uactunoro minargopmu T-money, sika 103BOJIsI€ pO3paxoByBaTUCS 32 TIPOI3I,

MOKYIIKU Ta MOCIYTH 3a JOTIOMOTOI0 CMapT-KapToK abo cMapTdoHiB 3 miaTpumkoio NFC.

2.1.3 3actocyBanns cmapt-kapTok i3 RFID/NFC y kiro9oBux ramyssix 3a
KOPJAOHOM

Cwmapr-kaptku 3 texnosorisimu RFID ta NFC Bce mmpiiie BUKOPUCTOBYIOTHCS Y
CBITI 3aBSKU CBOiW HAJIMHOCTI, 3pyYHOCTI Ta 3/JATHOCTI M1ABUILYBATH PIBEHb O€3MEKU Y
pizanx cdepax. [{i TexHOIOTIi aKTUBHO BOPOBAKYIOTHCA Yy (DIHAHCOBOMY CEKTOPI,
TPaHCHOPTI, OXOPOH1 3JI0POB’sl, CUCTEMaX KOHTPOJIIO JOCTYIy, a TAaKOX Yy pO3JIpiOHIN

TOPTIBJII Ta OCBITI.
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VY ¢dinancoBiii cdepi Oe3koHTakTHI miuaTikHI KapTku Ha 0azi NFC e omnum 13
HalmomupeHimux pimeHs. Y BenukoOputanii Ta kpaiHax €C mMUpoKo BUKOPUCTOBYIOTh
miatikHi cuctemu Visa Contactless Ta MasterCard PayPass, siki 103BOJISIFOTH OTIadyBaTH
MOKYIIKH TMPOCTUM JTOTOPKOM KapTKH JI0 TepMiHaidy O0e3 HeoOXimHocTi BBenaeHHs PIN-
KOJIy JII1 cyM 10 reBHOTO JiMiTy. B SInonii TexHosoriss NFC BrnpoBaiykeHa B MOOLTBHUX
ramMaHIsiX, HaNpuKiIaA, y cepBici Suica IS OIUIaTH MPOi3Ay Ta MOKYIOK, L0 3HAYHO
M1JIBUIIY€ 3pYYHICTh JIJI1 KOPUCTYBaYiB.

Y tpancnoptHiii ramy3i RFID ta NFC BHKOpHCTOBYIOTBCS Il aBTOMATH3aIlil
OIUIaTH MPOIi3ay Ta KOHTpoJto AocTymy. Hanpuknaz, y Jlongoni kapra Oyster 6a3yeTbcst
Ha RFID-texHosorii Ta A03BOJISIE MIBUAKO NPOXOIUTH 4YEpe3 TYPHIKETH METPO Ta
aBToOyciB. ¥ Cidramypi nonyssipHa cuctema EZ-Link noegnye NFC-kapTku 1151 omiatu
TPaHCIOPTY 3 IHIIMMHU CEpBICAaMH, TAaKUMH SK IUIaTLK y PO3APIOHMX MarasuHax.
Anaroriuni cucremu € y Hero-Hopky (MetroCard), Tokio (Pasmo) Ta 6araTbox iHImx
MeranoJicax.

Y coepi oxoporu 3a0poB’s RFID/NFC-cmapT-kapTKu 3aCTOCOBYIOTBCS JIJIst
imenTudikaiii mamieHTiB Ta 30epexkeHHss MmeauuHuX ganux. ¥ Himeuuuni ta IIBeitapii
BIIPOBA/PKCHO EJIEKTPOHHI MEIUYHI KapTKH, IO JO3BOJSIOTH JIKapsM IIBUIKO
OTpUMYBATH JOCTYI A0 icTopii XBOpoOW marlieHTa Ta MmeaukameHtiB. lle mimBuiye
TOYHICTb J1arHOCTUKH Ta SKICTb JIKyBaHHS, OJJTHOYACHO 3aXUIIA0YM KOH(D1ICHIIHHICTD
1Hpopmarrii.

VY cucremax 6e3neku 1 kouTpodto goctyny RFID 1 NFC-kapTku BUKOpUCTOBYIOTH
JUTst 1eHTUdikanli crniBpoOITHUKIB 1 BIABIAYBayiB y KOPHOPATUBHUX, YPSJAOBHX Ta
xutioBux OyaiBisax. Hanpuknan, y CIIIA 6araro odicHUX IEHTPIB Ta ypsIOBUX YCTAaHOB
3aCTOCOBYIOTh CMapT-KapTKHU Uisi OOMEXKEHHs AOCTyny A0 HpumilieHb. B I3paim Ta
[TliBnennit Kopei momiOHI pilieHHS BUKOPUCTOBYIOTh IS 3aXHCTY JKUTIOBHUX
KOMIUJIEKCIB, JIe BJIACHUKHA MAlOTh MEPCOHAI30BaH1 KapTKH ISl BXOYy, a cucTema (ikcye
BC1 BXOJIY Ta BUXOIH.

VY pozmpibHiit Topriiai Ta cdepi MOCIYr CMapT-KapTKH BUKOPUCTOBYIOTH IS

nporpamM JIOSUTBHOCTI, TEPCOHAI3allll CEPBICIB Ta MPUCKOPEHHS MPOIECy OIuiaTh. Y
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@pannii ta Itamii posnoscromkeni NFC-kapTku, mo HOe€AHYIOTh (QYHKIIT KIyOHUX
KapTOK 13 IJIaTLKHUMU 3aco0amu. BoHH 03BOJIAIOTH HAKONMYYBATH OOHYCH Ta IIBUAKO
OIJIa4yBaTH TOBAPH Uepe3 TePMiHAIIM.

B ocsiTHix 3akmagax y CHIA Tta Kanani cmapT-KapTKu BUKOPHCTOBYIOTBHCS IS
imenTrdikaiii cTyJeHTIB, KOHTPOJIIO BiJBIYBAaHOCTI, JOCTYITy 10 0i0Ji0TeK, inajeHp 1
KOMIT'IOTepHUX KjaciB. Taki CHUCTEMH MiABHIIYIOTh O€3MeKy Ta ONTUMI3YIOTh
aJMIHICTPATHBHI MPOIIECH.

TakuMm ynHOM, TII00aTBHA MPAKTHKA 3acToCyBaHHs cMapT-kapTok 13 RFID ta NFC
JEMOHCTPY€E 3HAaYHI NepeBark LUX TEXHOJOTIH, K1 OXOIUIIOIOTh 3pYYHICTh, O€3MeKy Ta
aBTOMaTH3alliio nporieciB. [TocTiHHUN PO3BUTOK CTAaHAAPTIB Ta TEXHOJIOT1H CIIPUsIE TXHIH
OUTbII IIMPOKIA IHTErpamii B PI3HOMAHITHI CQEepH KUTTA, IO HIATBEPIKYE

HepCHeKTI/IBHiCTB BHKOPHCTAHHA OE3KOHTAKTHHUX piIHeHI) y Maﬁ6YTHBOMy.

2.2 Anai3 peanpHuX KeliciB 1 BnpoBamkenHs RFID/NFC y citi

Ha HamioHanbHOMY pIiBHI BHUKOPUCTAaHHA CMapT-KapTOK, 3acCHOBaHUX Ha
texHosorisix RFID ta NFC, nemoHcTpye mMpoKe pi3HOMAaHITTA 1HINIATUB y OaraThox
rany3six. CydacHU pO3BUTOK O€3KOHTAKTHHUX TEXHOJIOTIM Ta MiABUUIEHUI IHTEpEC N0
MIBUJKUX 1 3pYYHHUX 3aC00IB KOMYHIKAIlll CHOPHUSIOTH iXHIA aKTHBHIA IHTErpaiii B
NOBCSKIACHHE XUTTS. CMapT-KapTKM BCE YacTillleé 3aCTOCOBYIOTbCS HE JIMILE JUIS
CIPOIIECHHS KOPUCTYBAIbKOTO JIOCBIAY, ajie ¥ I onTumizaiii Oi3Hec-MpoleciB,
MIJBUIIEHHS DPIBHSA O€3MeKH, a TaKOoX MPUIIBUIIICHHS TPaH3aKIIA Ta B3aeMOAIl 3
1H(pacTpyKTypoto. PI3HOMaHITTS BapiaHTIB BUKOPUCTAHHS TAKUX TEXHOJOTIHA CBITYUTH
SK PO IMHUPOKUN TOTEHINAN iXHBOTO 3aCTOCYBaHHS, TaK 1 MPO BUKIWKH, SIKI MOXYTh
BUHUKATH TIPY BIPOBaKeHHI. KOXKEH MPOEKT, 1110 BUKOPUCTOBYE TIO11I0HI PIIIICHHS, MA€
CBOI PU3MKM — BIH MOXXE CTaTH SK MPUKIAJOM YCHIIIHOI peai3amii, Tak 1 3a3HaTH
HEeBJIayi.

OpHuM 13 npukiagiB eQEeKTUBHOIO 3aCTOCYBAaHHSA CMAapT-KAPTOK € 1HII1aTHBA B
rajry3i oxoponu 370poB’st B Cunramypi — nporpama HealthHub. 1le undposa meanuna

wiarpopma, 10 [03BOJIIE TpoMajsiHamM 30epiraTh OCOOHMCTI MeEAMYHI JaHl Ha
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CHeIiaJbHUX CMapT-KapTKax, HaJaloyd TMOCTiHMA goctyn 1m0 Hux. HealthHub
3a0e3nedye HU3KY (QYHKIINA: TEperiisaj eJleKTPOHHUX MEIWYHUX 3amuciB, 3aluc Ha
OpUIiOM /10 JiKaps, JUCTAHLIMHUNA MOHITOPHHT CTaHy 3[0pOB’sl, OHJIAWH-KOHCYJIbTAIll,
JOCTYN 10 MEAWYHOI 1H(opmarlii, a TakoX MIATPUMKY BEICHHS 3I0POBOTO CHOCOOY
JKUTTS 3aBJSKU 1HTETpOBaHUM (hiTHEC-IporpaMaM Ta PEKOMEHJAIlIIM 3 XapuyBaHHS.
BaxxnmnBoro 0COOMMBICTIO I1i€T MPOTPaMU € TICHA CIIBIIpAIld 3 KIIIHIKAMUA Ta MEIUIHUMHU
npaliBHUKaMH, 1110 JI03BOJISI€ MAIllEHTaM OTPUMYBATH MIOCIYTH B 3pYYHHUI Yac Ta B Oy/1b-
skoMy Mmicti. Kpim Toro, cucrema Hajae KOpUCTyBayaM MOKJIHMBICTh aHai3yBaTh CBOI
(b1310J10T1YHI  TMOKA3HHWKH, IO CIOPHUSE€ KpallOMy PO3YMIHHIO CTaHy »3JI0pOB’S Ta
YXBAJICHHIO BUBAKEHUX PIIICHb.

Ille omuH mnpukian ycmmHoro BrpoBajkeHHs — cuctema TWIC y CIIA.
[Iporpama Transportation Worker Identification Credential 3acTocoByeThCcs IS
OE3KOHTAaKTHOI 1AeHTU(IKAIll MpaliBHUKIB, $KI MarTh JOCTYH [0 CTpaTeriuHuX
TPAHCHOPTHUX 00’€KTIB — MOPTIB, TEPMIHAJIB, BAaHTAXXHUX 30H TOlO. CMapT-KapTKU
TWIC MicTaTh IepcoHalbHI 1aHi, GOTO, a TAKOX OloMEeTpUYHY 1H(OpMAITiIo (HAPUKIIA/,
BIIOUTKK TAaJbliB), sika 34UTyeThcs 3a gonomoror RFID abo NFC-texnomorii. lle
JTIO3BOJISIE OTIEPATUBHO TIEPEBIPSATH 0CcO0Y Ta ii 103B1 Ha BXix 10 00’ ekta. TWIC 3HauHO
MOKpaIly€e€ KOHTPOJb 3a JOCTYNOM JI0 KPUTHUYHOI 1H(PACTPYKTYpH, 3HUKYE PHUBUK
IPOHUKHEHHSI CTOPOHHIX OCI0 Ta cHpusi€ MiABUUICHHIO 3arajJlbHOrO piBHS O€3MEKH B
TPaHCHIOPTHIN TaTy3i.

Boanouac, € ¥ npukiaan HEBIAIOTO 3aCTOCYBAaHHS CMapT-KapTOK, IO BKa3yIOTh
Ha MOXJIMBI TEXHIYHI, OpraHizaiiiiii Ta 0e3nekoBi pu3uku. OJHUM 13 TaKUX KEUCIB €
nporpama Aadhaar B IHmii — HamioHalbHa cucTeMa iJeHTH}IKAIi HAaceIeHHS, sSKa
O0a3yeTbcsi Ha OIOMETPUYHMX Ta MEPCOHAIBHUX JaHUX 1 TMPUCBOIOE KOKHOMY
TPOMAJTHUHY YHIKaIbHUN 12-3Haunuit HOMep. [lompu macmTaGHICTE 1 aMOITHICTH
IIPOEKTY, BiH 31TKHYBCS 3 HU3KOIO MPOOJIEM:

e HemocraThiii piBeHb 3axucTy iH(OpMaIli: cucTeMa HEOJHOPA30BO CTaBaa
00’€KTOM KPHUTHUKH 4Y€pe3 Ypa3iMBOCTI, SKI MOTJM MPU3BECTH IO BUTOKY OCOOMCTHX

JTaHUX.
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e TexHiuHI TPYAHOII: TPUCTPOI Il 3YUTYBaHHsS OlOMETPUYHUX JIaHMX YacTO
MpaIoBajId HECTaOIbHO, 0 CIPUYMHSIO 3aTPUMKH a00 OMIWIKY MPH aBTEHTU(IKAIIIT
KOpHCTYBaYiB.

e [HdpacTpykTypHi Oap’epu: depe3 HEPO3BUHEHY IHPPACTPYKTYpPYy B JESIKUX

perioHax J0CTyI 10 CUCTEMU OyB OOMEKEHUH, a i BUKOPUCTAHHS — YCKJIaJHEHE.

2.3 Tenaeniii MaiflOyTHHOTO PO3BUTKY Ta MOTEHITIAT PUHKY

Ha nep:xaBHOMY piBHI 3aCTOCYBaHHs cMapT-KapTok 13 TexHonorisiMu RFID ta NFC
OXOIUIIOE  PI3HOMAHITHI 1HIIIaTUBU y Oarathbox c¢epax. CydacHUU PO3BUTOK
OE€3KOHTAKTHUX TEXHOJOTIA Ta MiJBUIIEHUNA 1HTEpPEC N0 IIBHJKHUX 1 3pYyYHUX 3aco0iB
KOMYHIKaIlil CIIPUSIOTh iXHIA aKTUBHIM IHTErpalii B MOBCAKACHHE KUTTA. CMapT-KapTKU
BCE YacTillle 3aCTOCOBYIOTHCS HE JIMILIE IS CIIPOLIEHHS KOPUCTYBAI[bKOTO AOCBITY, aje i
JUTSL ONTUMI3alli] O13HEeC-TPOIIECIB, MiIBUILICHHS PiBHS O€3MEKH, a TAKOXK MPUIIBHUIIICHHS
TpaH3aKIIi Ta B3aeMOJIi 3 IHPPACTPYKTYyporo. PI3HOMaHITTS BapiaHTIB BHUKOPUCTAHHS
TaKUX TEXHOJIOT1H CBIIYUTH SIK MIPO MIUPOKHI MOTEHITIAT IXHBOTO 3aCTOCYBaHHS, TaK 1 IIPO
BUKJIMKH, SIKI MOXXYTh BUHUKATH TPHU BIPOBaKeHHI. KOXKEH MPOEKT, 10 BUKOPUCTOBYE
1o/110H1 pillIeHHS, Ma€ CBOT PU3UKH — BIH MOXE CTaTH K MPUKJIIAJOM YCIIIIHOI peajizaiiii,
TakK 1 3a3HAaTHU HEBJAYI.

OnHuM 13 npuKiIaaiB €(QEeKTUBHOIO 3aCTOCYBaHHS CMAapT-KapTOK € 1HILiaTHBa B
rairy3i oxopoHu 370poB’st B Cunramypi — mnporpama HealthHub. Ile mudpoBa meanuna
maTdopmMa, 1o J03BOJIsIE€ TpoMaisiHaM 30epiraTu 0coOMCTI MEIMYHI JIaHl Ha CelialbHUX
cMapT-KapTKax, Hajar4u NocTidHuM noctyn ao Hux. HealthHub 3abesneuye Hu3ky
GyHKIM: Teperysy eISKTPOHHUX MEJAWYHUX 3aluciB, 3alUC Ha MPUHAOM 10 JiKaps,
JTVCTAHIINHANA MOHITOPUHT CTaHy 3JI0POB’sl, OHJIAWH-KOHCYJIbTAIlli, JOCTYI A0 MEIUYHO1
iHdopmarllii, a TakKoX MIATPUMKY BEIEHHS 3JI0POBOTO CIOCOOY JKHUTTS 3aBASKA
IHTETpOBaHUM (piTHEC-TIpOrpaMaM Ta PEKOMEHIAlisIM 3 XapuyBaHHSA. BaxiuBoro
OCOOJUBICTIO IIi€l MporpaMH € TICHA CHIBOpamsd 3 KIHIKAMA Ta MEIUYHUMU
MparfiBHUKaMHU, 110 JI03BOJISIE MAIlIEHTaM OTPUMYBATH MOCIYTH B 3pYYHUN Yac Ta B Oy/ib-

sakoMy Miciii. KpiM Toro, cucrema Hajae KOpUCTyBadaM MOKJIMBICTh aHaJi3yBaTH CBO1
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(1310J10T14HI TOKA3HUKH, 1110 CIIPHUSIE KPAILIOMY PO3YMIHHIO CTaHy 3[I0POB’sI Ta YXBaJICHHIO
BUBQ)XKCHUX PIIICHb.

[Ile omuH mpukian ycmimHOro BhpoBamkeHHS — cucrema TWIC y CIIIA.
[Iporpama Transportation Worker Identification Credential 3acTocoByeThCs 115t
OC3KOHTAKTHOI 17eHTU(]IKaIil MpaliBHUKIB, SKI MarTh JOCTYNl JO CTpaTeriyHuX
TPAHCTIOPTHUX 00 €KTIB — TMOPTIB, TEPMIHAJIB, BaHTAXHHUX 30H Tomo. CMapT-KapTKu
TWIC wmicTsaTh epcoHalbHI J1aHi, (HOTO, a TAKOK OloMeTpUuHy iHGOpMAaIlito (HAPHUKIAI,
BITOWTKU TAaNbliB), sKa 34uTyeTbess 3a gomomoror RFID a6o NFC-texnomorii. Lle
JI0O3BOJISIE OTIEPATUBHO MEPEBIPSATU 0cOOY Ta ii A03BUI Ha BXiA 10 00’exta. TWIC 3HauHO
MOKpAIIye KOHTPOJb 3a JOCTYIIOM JO0 KPUTUYHOI 1H(QPACTPYKTYpH, 3HUKYE PHU3UK
IIPOHUKHEHHSI CTOPOHHIX OCI0 Ta COpHsE MiJABUIICHHIO 3arajibHOrO PpIBHS O€3MEKH B
TPaHCHOPTHIN Tamy3i.

Boanouac, € i mpukiaaM HEBAAIOTO 3aCTOCYBaHHS CMapT-KapTOK, 110 BKa3yIOTh Ha
MO>KJIMB1 TEXHIYHI, OpraHizaimiiiHi Ta Oe3nekoBl pu3HKU. OIHUM 13 TaKHX KEHCIB €
nporpama Aadhaar B Iuaii — HamioHaapHa cucTtema iaeHTH(dIKAIi HaceIeHHs, SKa
0a3yeTbCsi Ha O10METPUYHUX Ta MEPCOHANBHUX JAHUX 1 IPUCBOIOE KO)KHOMY TPOMAJITHUHY
yHiKanbHuid 12-3Haunuii Homep. llompu wmacmTaOHICTh 1 aMOITHICTH MPOEKTY, BIH
3ITKHYBCS 3 HU3KOIO MPOOJIeM:

e Henocratniii piBeHp 3axucty iHGOpMAIi: cHCTEeMa HEOAHOPA30BO CTaBaja
00’ €KTOM KPUTHKHU Yepe3 yPa3IuBOCTI, IKI MOTJIM IIPU3BECTH JI0 BUTOKY OCOOMCTHX JTaHUX.

e TexHIYHI TPYJHOILI: MPUCTPOi AJisi 3YUTYBAaHHS OIOMETPUYHMX JAHUX YaCTO
MpaloBajii HECTAOUIbHO, IO CIPUYHUHSIIO 3aTPUMKH 200 MOMWIKM TIPU aBTEHTU(IKAIIT
KOPHUCTYBayiB.

e [udpacTpykTypHi Oap’epu: uepe3 HEPO3BUHEHY 1HQPACTPYKTYpY B HEAKHX
perioHax AOCTYyI 10 CUCTEMHU OyB OOMEKEHUH, a 1i BAKOPUCTAHHS — yCKJIaJHEHE.

BincyTHiCTh adpTepHATHBY Yy pa3i BTPATH: y BUMAKY MOIIKOKEHHS UM BTPATU
KapTKH, KOPUCTYBaul MOTJIM MOBHICTIO BTPATUTH AOCTYTI JI0 JAEPKABHUX MOCIIYT, 10

CTBOPIOBAJIO COIlIAJIbHI MPOOIEMHU.
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JlomaTtkoBo, cepen Oprafi3alliiHMX AacleKTIB BapTO BIA3HAYUTH HEOOXITHICTH
CTaHJapTU3aIlli TEXHOJIOTIA Ta IHTEepoIepadeabHOCTI MK CHCTEMaMH  PI3HUX
MOCTaYaJbHUKIB. BIIpOBaPKEHHS TaKUX PIICHh BUMAra€ KOMIUIEKCHOTO IMIX0Iy — BiJ
MIJTOTOBKH TIEPCOHANy 1O PO3pOOKM HOpPMATUBHOI 0a3u, M0 3a0e3neuye 3axXucT
MepCOHAIBHUX JaHUX Ta BIAMOBIIAJIBHICTH 32 X 00pOOKY.

Takox BaXXJIMBO BpPaxOBYBAaTH ETHUYHI ACMEKTH BUKOPUCTAHHS OIOMETPHUYHUX 1
MepCOHAIBHUX JIAHUX, 30KpeMa Mpo30picTh 300py 1HGopMaIlii, 0613HaHICTh TPOMAISH PO
o0csATH Ta METY il BUKOPUCTAHHS, a TAKOXK HAJIaHHS MOKJIMBOCTI KOHTPOJIIO HAJT BIACHUMHU
JTAHUMH.

YcmimHe BpoBapkeHHs cMapT-KapTok Ha 6a3i RFID/NFC nependauae 6ananc Mik
IHHOBallIAIMH Ta O€3MEKOI0, 3PYYHICTIO Ta KOH(DIICHLIMHICTIO, a TaKOX JAEpPKABHOIO
HIATPUMKOIO Ta TEXHIYHOIO HAJIWHICTIO. TUIBKKM B 1bOMY BHUMAIKY TEXHOJOTIS 3MOXKE
e()eKTUBHO CIyTryBaTH TpoMajsiHaM 1 Jep>KaBl, MPUHOCSYU JOBTOTPUBAI IMO3UTHBHI
pe3yNbTaTH.

Bonnouac, s epexrusnoro BupoBapkeHHss RFID Ta NFC texHomorii HeoOXiaHO
BpaxOBYBaTH HM3KY OpraHi3aliifHUX acleKkTiB. 30Kpema, BaXJIMBO 3a0€3MEUUTH
MDKBIJIOMYY B3a€MOJIiI0 Ta YHi(IKAII0O CTAaHAAPTIB, 10 JO3BOJHUTh YHUKHYTH MPOOIEM
HECYMICHOCTI pI3HUX pilieHb. TakoXX CyTTEBUM € MHUTAHHS HaBYaHHs TEPCOHAIY,
HaJEeXHOI TEXHIYHOI MIATPUMKHA Ta PO3’SICHEHHS IepeBar TaKUX CHCTEM KIHIIEBUM
KOpHUCTyBadaMm, a0 MiIBUIIUTU PIBEHb JOBIPU Ta YHUKHYTU Ca00TaxXy 3 OOKYy HaceleHHs
YU MPALIBHUKIB YCTAHOB.

He MeHII BaxiIMBUM 3alMINAETbCA 1 MPABOBUMA acmekT — 3a0e3NeyeHHs
JOTPUMAHHSI HOPM 3aXHCTy MEPCOHATBHUX JaHUX 3TiHO 3 YAHHHUM 3aKOHOJABCTBOM, a
TaKO0X MPO30PICTh Yy Tpolieci 30epiranHs Ta o0pooku iHpopMmariii. Y CHiIHICTh MTPOEKTIB 31
CMapT-KapTKaM{d 3HAYHOIO MIPOI0 3aJICKHTh BiJl 34aTHOCTI 3a0e3rmeunTd OajlaHC Mixk

3pYYHICTIO, (YHKIIIOHAJIBHICTIO Ta 0€3MEKOI0.
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3 AHAJII3 BE3IIEKU TA METOJU 3AXUCTY

3.1 AKTyanbH1 3arpo3u Jijisi 0€3KOHTAaKTHUX CUCTEM

CMapT-KapTKi — 11€ KOMITaKTHI MPUCTPOi 3 BOYJOBAHUM MIKPOIIPOLIECOPOM, SIKi
IITUPOKO BUKOPHUCTOBYIOTHCA y cdepi iHpopMaltiitHoi Oe3meku a1 30epiranas Ta 00poOKu
KoHOIIeHIIIHOT 1HGopMallli, ayTeHTH]IKalli KOpUCTyBadiB, HU(POBOTO MIANHUCY,
3axXMCTy OaHKIBCHKUX TpaH3akIlii Tomo. He3Baxkaroun Ha BUCOKUI PIBEHb 3aXUCTY, CMapT-
KapTKH MOXYTh OyTH BpazJIMBUMHM JI0 PI3HUX THUIIB aTak, Kl MOKHa KjIacu(iKyBaTH 3a
XapaKTepoM BILTUBY Ha JIOTIKY, allapaTHy YaCTUHY YH MOBEIIHKY MPUCTPOIO.

OnmHuM 13 OCHOBHHMX THIIB aTak € JoriyHi araku (software attacks). Bonu
COpsIMOBaHI Ha MporpamMHe 3a0e3leyYeHHs CMapT-KapTKU Ta 3A1HMCHIOIOTBCS uepes
KOMyHiKaliitH1 iHTepdeiicu. Crod BXOJUTh BUKOPUCTAHHS MIKIJJIMBOTO MPOTPaAMHOTO
3a0€3MeUeHHs], SKE MOXE€ 3MIHUTH JIOTIKY POOOTH KapTKH, 3JlaMaTh abo MiJAMIHUTU
3axumieHl (yHkmii. TakoX 10 JOTIYHUX aTaKk HajleXaTb aTaku Ha KpunrorpadiyHi
ITOPUTMH, 30KpeMa Miaoip KItoUiB MeTo1oM brute-force, anami3z mudpoTeKCcTy, aTaku Ha
MPOTOKOIM aBTEHTU(IKAL] Ta 3aXUIUEHOTO OOMIHY JaHUMH. 3JIOBMUCHHUKHA MOXYTb
NEePEXONUTU OOMIH MOBIJIOMJIICHHSIMU MK KapTKOIO Ta MPHUCTPOEM, MIAMIHUTH iX abo

MOBTOPHO BUKOPUCTATH KOMaHAM — TakK 3BaH1 replay-aTaku.

[Hmuit knmac — ¢izuuni ataku (hardware attacks), siki morpeOyroTh (Pi3UdHOrO
JOCTYITy 10 CMapT-KapTku. Takl aTaku BKIIOYAIOTh MIKPOCKOIIYHUN aHaIi3 MIKPOCXEMHU
3a JIOTIOMOTO0 CTEHiaIbHOTO OO0JIafHAHHS, 30HIYBAHHS IIUH TMaM ATi Ui 3UATyBaHHS
JaHuX ad0 CUTHAJIB, @ TAKOXK JEKYTCYJIALI0, TOOTO BUATIEHHS 3aXUCHOTO LIapy YHIIa s
JOCIIJIKEHHSI MOro BHYTPIIIHBOI CTPYKTypu. MeToro (i3nyHuX aTak 3a3BUYail €
OTPUMaHHS CEKPETHOI 1H(popMallii, Hanpukiag kpunrorpadiyaux kiaouis ado PIN-koxis,
10 30epiraroThes y naM’siTi KapTKU.

[Ile oquH BaxkIMBUI BUJ 3arpo3 — 1ie cTOpoHH1 aTaku (side-channel attacks). Boau
HE BIUTMBAIOTH OE€3MOCEPEHhO Ha JIOTIKY YU CTPYKTYpPY MPHCTPOIO, & BUKOPUCTOBYIOTh
no0O1YHI XapaKTePUCTUKU WOTO pOOOTU: CIOKHUBAHHS €IIEKTPOEHEPTii, eJIEKTPOMAarHiTHE

BI/IHpOMiHI-OBaHHH, JaC BHUKOHAHH onepauiﬁ TOMIO. HaHpI/IKJIaI[, aTaKH I10 CIIOKHMBAaHHIO
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enekrpoeneprii (Simple Power Analysis — SPA, Differential Power Analysis — DPA)
JTIO3BOJIAIOTH aHaJi3yBaTH, sSIKI omepallli BUKOHY€E KapTKa, 1 Ha OCHOBI I[bOT'O BiJIHOBUTH
YaCTUHU  KIIOYiB. AHAQJIOTIYHO, 3a JIOMOMOTOI0  €JIEKTPOMArHiTHOTO  aHaJli3y
(Electromagnetic Analysis — EMA) 3uuTyeThcsi BAIPOMIHIOBaHHS MIKPOCXEMHU IIiJ1 Yac ii
pobotn. ATaku 3a 4yacoM BHMKOHaHHs (timing attacks) 0a3yrOThCs Ha BHUMIPIOBaHHI
3aTPUMOK IpU 00poO1Il pi3HUX KOMAH/ 1 I03BOJIIIOTH 3pOOUTH BUCHOBKU MPO CTPYKTYPY
JAHUX.

OxpeMy rpyIty CTAaHOBIIATH akTHBaIliiHI aTaku (fault injection attacks), MeTor0 IKHX
€ CTBOPEHHSI HABMHCHHX 3001B y po0O0TI cMapT-KapTKu. L{i aTaku MOKyTh peani30ByBaTUCh
yepe3 3MIHY YMOB HAaBKOJIMITHBOTO CEpPEOBUIIA: KOJMUBAHHS HANpPyTH, TEMIIEpaTypH,
CBITJIOBE a00 JIa3epHE OMPOMIHEHHS MIKPOCXEMH, OPYIIEHHs TaKTOBOro curHaiy (clock
glitching). ¥V pe3ynbTaTi Takux BIUIMBIB MPUCTPIA MOXE OOpOOUTH JaHI HEKOPEKTHO,
JOMYCTUTH MOMWIKHM Y Bepu(ikalii abo po3KpUTH YacTHHY ceKpeTHoi 1Hpopmarii. Taxi
3001 CKIIQJHO BHSIBUTH, OCOOJMBO SIKIIO KapTKa HE MAa€ CHEI[albHOTO 3aXUCTy BiJ
no110HUX BILIUBIB.

Kpim TeXHIYHUX METO/I1B, ICHYIOTh TAKOXk COLIIOTEXHIUHI aTaKu, KOJIU 3JI0BMUCHUKH
OTPUMYIOTh JOCTYN 110 iH(pOpMaIlii HE Yepe3 ypa3IuBOCTI MPUCTPOIO, a IUIIXOM OOMaHy
KopucTyBada. Hanpuknan, KopuctyBada MOXKYTh IepekoHatn Hagatu PIN-kon, nepenatu
KapTKy a00 BCTaBUTH ii B QanbliuBUil TepMiHai. DIMIMHT, MiAMIHA TPUCTPOIB BBEJICHHS,
BCTaHOBJICHHS MKiymBoro II3 Ha OaHKOMaTH YW TEepMiHAIM — BCE II€ METOIHU
COIIIOTEXHIYHOT'O BIUIMBY, 1110 YaCTO BUSIBIIAIOTHCS €(PEKTUBHIIIMMHU 3a CKJIQHI TEXHIYHI
aTaKy.

JIist mpoTuali  BKa3aHUM  3arpo3aM  3acTOCOBYIOTh KOMIUIEKC 3axofiB. Ha
amapaTHOMY PIBHI IIe: eKpaHyBaHHsI MIKPOCXeM, BOY10BaH1 CEHCOPH BUSIBJICHHS] CTOPOHHIX
BIUIMBIB, aBTOMaTUYHE CTUPAHHS TaM’siTi mpu crpoObi 31oMmy. Ha mporpamHomy piBHI
BUKOPHUCTOBYIOThCS IM(PYBAHHS JaHUX, CKJIaH1 TPOTOKOJIM aBTEHTU]IKAITT, 3aXUCT B1J
MOBTOPHOTO BUKOPHCTAHHS KOMaHJI, KOHTPOJIb KIIbKOCTI crnpod BBeneHHs PIN-komy
To1o. BaxkiuBa Takox moiTuka (Gi3UIHOI O€3MEeKH MPUCTPOiB, HABUYAHHS KOPUCTYBAYIB 1

aynuT cucteMu Oe3neku. ba3opi Tunu (i3nyHUX aTak HaBeaeH1 y Tabmuin 3.1.
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Tabmuns 3.1. — OcHOBHI BuaH (Di3WIHUX aTaK

Bun Oruc
ATaKu

Binkput @Di3uyHe PO3KPUTTA KOPITyCYy MPUCTPOI0 abo CcMapT-KapTKH 3 METOI0
mit JIOCTYMOTPUMAHHS TPSMOTO JIOCTYIy JO BHYTPIIIHIX KOMIIOHEHTIB, MiKpocxeM abo
(Tamminr) KOHTaKTiB. Lle 103BOMsE 3MOBMUCHHUKY YMTATH a00 3MIHIOBATH JaHi, BIPOBAKYBaTH

IIKIUTUBHIA KO 200 00XOMUTH 3aXHMCHI MeXaHI3MH. Taki aTaku 4acTo MPOBOISATHCS 3
BUKOPUCTAHHSM CIEI[IaIbHOTO 00JIaIHAHHS Ta IHCTPYMEHTIB.

Bunpowmi 30ip iHpopMamii HIIAXOM aHaji3y eJIEeKTPOMAarHiTHUX XBWIb, SKi MPUCTPIN
HIOBaHHS BUIIPOMIHIOE 1111 yac po6oTu. HaBiTh 6€3 (pi3nYHOr0 KOHTAKTY 3 MPUCTPOEM, HAlIaTHUK
(Eminaris) MOXKE 3a JOMOMOTOI0 UYTJIMBHX AaHTEH IEePEXOIUTIOBATH CHUTHAIM, IO MICTSTh

KoH(iIeHIIIIHY iHbOopMaIlito, HanmpuKiIaa, KpunrorpadiyHi kirodi abo mepcoHanbHi
maHi. Lleii MeTo BimoMMit SIK TOOIYHUI KaHA aTaKH.

MeToau BKIIIOYAIOTh 3MiHY TaKTOBHX IMITYJIbCIB, 3MiHY JKUBJICHHSI, BILTUB
mazepoM abo eNeKTPOHHUMHU MpoMeHsMH. Ha BiMiHy BiJl HacCUBHUX aTak, €peKTUBHI
MeToau 3axucty Bil DFA mie He craHmapTu30BaHi, X04a BUPOOHHKH CMapT-KapT
BEyTh aKTUBHI PO3POOKH B I[bOMY HAMPSAMKY.

Amnaniz [Merton mofsra€ y BHUBUEHHI 3QJIMIIKOBUX JaHUX, [0 3aJHMINAIOTBCA Yy IaM’ STl
Biay MpUCTPOO a00 Ha HOCISX MICHsA BUKOHAHHS orepamii. HapiTe micis BumaleHHS
(Popensuka)  fiHpopmamii 3 TPUCTPOIO, EKCIEPTH MOXKYTh 3a JIOTIOMOTOIO  CIEIialli30BaHOTrO

00JasiHaHHA Ta MPOrPaMHOTO 3a0e3MeUeHHs BIAHOBUTH i1 JIaHi, 1[0 CTBOPIOE PU3MK
BUTOKY KOH(]11eHI1HHOT iHpOopMartii.

ATaku Ha JIOTIYHOMY PI1BHI 3a3BUYAil IPYHTYIOThCS HA TPAIULIHHUX METOIaX

KpHUIITOaHaI3y, eKCIUTyaTallli Bpa3JIMBOCTEN OMEPaIiiftHOI CHCTEeMU CMapT-KapTKH a0o

1HTEerpauii KiAJIMBOro Koy (T.3B. "TPOSHCHKUX MporpaM') y mporpamMHe 3a0e3rneyeHHs

KapTKH. 3T1IHO 31 CTATUCTUYHUMHM JTAaHUMH, CaMe I1l TUITH aTaK HeP1IKO IEMOHCTPYIOTh

HalBUIly €()EKTUBHICTb.

3.2 Oco0aMBOCTI aTak Ha HECTAHJAPTHI MPOTOKOJIN KAPTOK

be3koHTakTHI cMapT-KapTKh — 1€ THUI CMapT-KapTOK, 110 OOMIHIOIOTHCS
JaHUMHU 3 30BHINIHIM 3YMTyBa4eM 3a JIONMOMOIOI0 pajioyacTOTHOI 1JIeHTH(IKaIlil
(RFID) a6o Texnomorii NFC (Near Field Communication), 6e3 pi3u4HOTO KOHTaKTy 3

npucTpoeM. Lli KapTku MpairoTh Ha BIJICTaHI KUTBKOX CAHTUMETPIB 1 KUBISATHCS
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€JICKTPOMATHITHUM TI0JIEM, 10 TEHEPYETHCS 3UUTYBAYEM.

Ha BigMiHY BiJ KOHTaKTHMX KapTOK, $KI BUKOPHUCTOBYIOTh CTaHIAPTHI
nporokonu  (Hampukian ISO/IEC  7816), O€3KOHTAakTHI  KapTKU  4acTo
BUKOPHUCTOBYIOTh YHIKAJIbHI (hopMaTtu OOMiIHY JaHUMHU, BU3HAUYE€HI BUPOOHUKOM abo
cnenudikol 3actocyBaHHsS. Taki ¢opMaTd BHU3HAYAIOTH CTPYKTYpY KOMaH7,
BIIMOBIICH, MTOBXKWHY TOJIIB, TIOPSIAOK aBTEHTU(]IKAII, anropuT™Mu mudpyBaHHS Ta
METOJIM 3aXUCTY AOCTYIY A0 MaM’sITl KapTKH.

OmnuMm 13 HavBigomimmx mnpukiaaiBe € kapTku MIFARE Classic, ski
BUKOPUCTOBYIOTHCSI Y TPAHCIMOPTHUX CHUCTEMax, CHCTeMaxX JOCTYIy, KOHTPOJIIO
MPUCYTHOCTI TOIO. [[i KapTKK MarOTh BIACHUM MPOTpPIETAPHUIN IPOTOKOJI OOMIHY (HE
TIOBHICTIO BIJIKpUTHI cTaHmapt), skuii Oa3yerbcsi Ha I[SO/IEC 14443-A, ane
BUKOPUCTOBYE CIIELIAJIbHI KOMaHIW /Ji1 aBTEeHTU(IKalii Ta 3YUTYBaHHS/3alUCy
OJIOKIB mam’sITi.

®opmar oominy B MIFARE Classic Bkitouae:

e aBpreHTU(iKaIiIO Yepe3 kiovl A 1 B;

e xomanay READ/WRITE, sika npaittoe 3 16-0aiitToBumu 010KaMu;

® DPO3JUICHHA [1aM’ST1 HA CEKTOPU 3 KOHTPOJIbHUMU OJIOKAMU JIOCTYILY;

e xpunrorpadiunuii anroputm Crypto-1 (3apa3 BBakaeThCs CIAOKUM 1 BXKE
3JIaMaHui).

UYepe3 yHIKAJIBHICTH MPOTOKOJY 1 HEJOCTATHIM pPIBEHb 3aXUCTy, KapTKU
MIFARE Classic craimm 00’€KTOM 4YHCICHHHMX aTakK, BKJIIOYAIOYM KJIOHYBaHHS,
BIJIHOBJICHHSI KJIIOYIB 4Y€pe3 CTOPOHHI KaHAJM, 1 aHAJIITHUYHI aTaKh Ha MOPOTOKOII
aBTeHTU(]IKALII].

Jlnst mokpaieHHs Oe3neku cydacHi kapTku, sik-or MIFARE DESFire, Bxe
HiATPUMYIOTh OUTBIN 3axuiieHi ¢opmatu oOMiHy, Bkiatodatoun AES-mmdpyBanHs,
THYYKl TMOJITUKA JOCTYIYy Ta BIAKPUTI cTaHmapTud cyMmicHocTi. Ha pucynky 3.1

300pakeHo cTopinky peectpariii kaptku MIFARE DESFire Classic.
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Pucynok 3.2 — Cropinka peectpartii kaprku MIFARE DESFire Classic

3.2.1 IIpob6iemu 6e3neKy mpyu BUKOPUCTaHHI O€3KOHTAKTHUX TEXHOJOT1H

OpHi€0 3 TOJOBHUX 3arpo3 MpU BUKOPUCTAHHI CMApPT-KapTOK 13 TEXHOJOTISIMH
RFID ta NFC € moreHIiiiHa MOXJIHBICTh BHTOKY KOH(QiACHIIIHHOT a00 YyTIMBOI
iH(popmarii. [le Moxxe ctatucs K y pe3yiabTaTi TEXHIYHUX HEIOMIKIB CAMUX KapTOK a0o
34YMTYBaYiB, TaK 1 UepPE3 HEJOCKOHAY pealli3alliio 3aXUCTy B IPOrpaMHOMY 3a0€3MEeUEHHI.
Hanpuknan, y pa3l HeIOCTaTHhOTO MHU(pYBaHHS NMEPEAAHUX JaHUX 3JIOBMUCHUK MOXE
nepexonuTu Tpadik, 3UMTaTU 1 MpOoaHATI3yBaTh WOTO, BUKOPHUCTOBYIOYHM CHEIlalTbHI
npuctpoi (tak 38aHi RFID/NFC cuidepn).

Kpim Tor0, pusuku 3011bIIYIOTHCS IPU BUKOPUCTAHHI KAPTOK Y MyOIIYHUX MICIISX,
Jie KapTKa MO)ke OyTu 3uMTaHa Oe3 BiJloMa BJIACHMKA 3a JIOMOMOTOI0 MPUXOBaHUX abo
NOPTAaTUBHUX 3YMUTYBaylB Ha ONU3bKIA BiAcTaHi. Takuil TUN 3arpo3d Ha3WBAETHCS
"0e3KOHTAaKTHUM cKiMiHTOM" (aHTJI. skimming) 1 moJsirae y HECAaHKI[IOHOBaHOMY JIOCTYIII
10 1HdopMallii 3 KapTh — HAMNpUKIaJ, IJIATDKHUX PEKBI3UTIB a00 11eHTUDIKAIHHUX

JTaHUX.
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OxpeMy HebOe3MeKy CTaHOBUTH HeOaKaHW peTpaHcismiitaui (relay) Haman, mpu
SKOMY 3JIOBMUCHUKHU IMITYIOTh MPHUCYTHICTh CIIPaBXHbOI KapTKU MOOJIM3Y 34MTyBaya,
(baKTHYHO 3MIHCHIOIOYHN TPaH3aKI[ito a00 aBTOpH3aIlito 6€3 yJacTi BIIaCHUKA. Y TTOETHAHHI
3 COIIAJIbHO-1H)KCHEPHUMH METO/IaMH TaKi aTaKu MOXKYTb MaTH CEPHO3H1 HACTIAKU JJIs
0e31eKu KOpUCTyBaya.

Takox BapTO 3a3HAYUTH, IO AESIKI MOJAEII KapTOK 30epiraloTh MepcoHajIbHi JaHi
(nanpuknan, [11b, Homep nokyMeHTa, 1aTy HApOJIKEHHS), 1110 CTAHOBUTH 3arpo3y y pasl
HECAHKI[IOHOBAHOTO J0CTymy. 3i0paHa iHdopMallis MOxe OyTH BUKOPHCTaHA HE JIUIIIE
JUTSL IIAXPACTBa, a il IS COLIAJIbHOI 1HXKEeHepii a0 CTBOPEHHs (aIbIIMBUX TOKYMEHTIB.

Jlisa 3ano0iraHHs BUTOKaM Ba)XJIMBO 3aCTOCOBYBAaTH CyYacHi 3aco0OM 3axHCTYy:
mupyBaHHs KaHaTIB 3B'A3KY, aBTEHTU(IKAI[I0O NPHUCTPOIB, PEryJIIpHE OHOBJIEHHS
MPOIIMBOK 34YMTYBauiB, a TakoX (i3U4UHI 3aXHUCHI 3acobu, sik-oT RFID-6rmoxyBanbH1
ramasill, o0 3ano0iratoTh HECAHKI[IOHOBAHOMY 3YUTYBaHHIO.

s epeKTHBHOTO 3HMKEHHS PU3UKIB BUTOKY JaHUX TaKOXkK BapTO BIPOBAHKYBaTH
OararodakTopHy ayTeHTHU(IKAIil0, KOJIU IS JOCTYImy J0 (YHKIIOHATY KapTKU
HEOOX1IHO He nuiie pizuyHe HaOIMKeHHs, ane i BBeaeHHs PIN-kogy abo GiomeTpuyuHOi
iHdopmariii. Y mpoMHUCIOBOCTI Ta JIEPKABHOMY CEKTOPl OCOOJIMBO aKTyaJIbHUM CTa€
BIIPOBA/KCHHS CIEI1ali30BaHUX MPOTOKOJIB mudpyBanusa (Hanpukian, DESFire EV2
a6o MIFARE Plus), ki 3a0e3ne4ytoTh T0AaTKOBUH pPIBEHb 3aXUCTY.

OcBiTHI KaMIaHii /Ui KOPUCTYBauiB 1070 O€3MEYHOr0 BUKOPUCTAHHS KapTOK,
HEeOE3MeKH BIKPUTOr0 HOCIHHS KapTKU B TPOMAJACHKUX MICISX 1 BAXKJIMBOCTI 30€piraHHs
il y 3axuiieHoMy 4oxJii ab0 raMaHlll TakoXX BIIIrPalOTh BaXJIMUBY pOJb y 3amoOiraHHi
THITAICHTaM.

Takum uYMHOM, mMpoOJieMa BUTOKY YyTIMBOI 1HQOpMalli NpuU eKCIUTyaTaiii
OE3KOHTAKTHUX KapTOK 3aJIMIIAETHCS aKTyalIbHOIO Ta MOTPe0y€e KOMIUIEKCHOTO MiIXOIY
JI0 3aXMCTy — fK Ha amapaTHOMY, Tak 1 Ha MporpaMHOMY piBHAX./leTanbHime mpo

OCHOBHI THITH COLIAJILHOT 1H)XXEeHePil WaeThes y Tadmuin 3.2.
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Tabmus 3.2 — @opMu COIIANBHOTO 1HXXUHIPUHTY 13 MPHUKJIAIaMU aTaK CTOCOBHO

CMapT-KapTOK

dopma Ornuc

Hancunanus migpoOneHuX eIeKTPOHHUX JHCTIB abo SMS i3
MOCHJIAHHSAM Ha (aJIbIINBI CAlTH, I¢ KOPUCTYBAa4 BBOAMTH JIaHI CMapT-
Dimar KkapTku un PIN-ko.

[Ilaxpaii cTBOpIOE NEPEKOHJMBY JereHAy (HalpuKiasn,
[Ipe-TexcTuHr mpamiBHUKa OaHKy), o0 TenepoHom abo 0COOWCTO BHUMAaHUTH
KOH(biIeHIIIITHY 1H(OpMALIiI0 PO CMapT-KapTKYy.

AyniodimuHr: KEpTBi JI3BOHSTH, MIPEICTaBISIOTHCSA
Bimuar CIIBPOOITHUKOM CITy»)OH O0€31eKr 0aHKy Ta MPOCATh BKA3aTH PEKBI3UTH
KapTKH a00 MIATBEPIUTH OTIEPAIIitO.

BceranoBnenHs migpoOnenux  BeOcaiitiB a0  MOOUTBHHX
Ckisutiar 3aCTOCYHKIB, SIKi IMITYIOTh CIpaBXHi IUIaTGOPMH, 1€ KOPHCTyBad
BBOJUTH JaHi CBOET CMapT-KapTKH.

370BMUCHUK CIIOCTEpIrae 3a KOpPUCTYBAadyeM IIiJ] 4ac BBEIEHHS
[ligrnsananas PIN-kogy a0o 3actocyBaHHS cMapT-KapTKu B OaHKOMaTi M|
MIaTI)KHOMY TE€pMIHAI.

3.3 3acobwu i ctparerii 3axucty RFID/NFC-kapTok

I3 posmmpenHsm chepu 3acTocyBaHHS 0€3KOHTAKTHUX TEXHOJIOT1H, 30kpema RFID
(pamiouacrotHa ineHTudikarisi) Ta NFC (3B’s130k OJMKHBOTO TOJIST ), MUTaHHS O€3MeKu
TaKUX pillieHb HA0yBa€e 0COOIMBOI aKTyanbHOCTI. CMapT-KapTKU HA OCHOBI ITMX
TEXHOJIOT1H IIUPOKO BUKOPUCTOBYIOTHCS Y (DIHAHCOBIM cepi, OXOPOHHUX CUCTEMAX,
IpOMaJICEKOMY TPaHCIIOPT1, OXOPOHI 3J0POB’sl, B OCBITHIX YCTaHOBAX, 1[0 3yMOBIIIOE
ITIIBUITICHI BUMOTH JI0 1X 3aXHUIIIEHOCTI BiJI PI3HOMaHITHHUX 3arpo3.

OnHuM 3 OCHOBHHUX 3aCO0IB 3aXHUCTY € BUKOPUCTAHHS KPUIITOTpadiuHUX METO/IIB.
VY cydacHHMX KapTKax BIPOBAKYIOThCS alropuTMu mudpyBanHs, Taki sk AES, 3DES

a6o ECC, siki 3a0e3neuyroTh HalliHE KOAYyBaHHS NepeaaHnx AaHux. Lle yHeMoXIHuBIoe
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iX mepexoIuieHHs ado MiAMIHY MPH 34UTyBaHHI. J[01aTKOBO peani3yroThCsl MPOTOKOIN
aBTeHTH}IKAIlIl — SK OJJTHOCTOPOHHBOI, TaK 1 B3AEMHOI — M1 KapTKOIO Ta 3UUTyBayueM,
110 J03BOJISIE YHUKHYTH aTaK 3 BUKOPUCTAHHIM (palbIIUBUX MPUCTPOIB 3UYNTYBAHHS.

3axXMCT TaKOX MOKE peani3oByBaTUCs Ha (13UUHOMY piBHI. BUukopucranus
CHeliaJIbHUX €KpaHOBAHMX FaMaHIIIB a00 OOKJIAJIMHOK, 110 OJIOKYIOTh pajllOCUTHAa,
JI03BOJISIE YHUKHYTH HECAHKI[IOHOBAHOTO TUCTAHIIIITHOTO 3UYUTYBAHHS JaHUX Y
IpOMaJICBKUX MicIsiX. Taki 3acobu 0co0a1MBO e(heKTUBHI TPOTH aTaK y HATOBII abo0 y
TPAHCIIOPTI.

Cepen OUIBII KOMIIEKCHUX CTPATET1id BAPTO BUOKPEMUTH 0araTopakToOpHy
ayTeHTU(IKalli10, KOJIU JIJIsl TOCTYITy HEJOCTATHBO JIMIIIE HAssBHOCTI KapTKH.
JonatkoBumu ¢pakropamu MoxxyTh OyTu PIN-koz, Ol0MeTpuyHi 1aHi (HarpuKkiaz,
BIJIOMTOK MaNbIIs), a00 MATBEP/KEHHS Yepe3 MOOLTbHUM T0AaTOK. Takuii miixij] 3HaYHO
YCKJIQAHIOE€ BUKOPUCTAHHS KAPTKH 3JI0BMUCHUKOM Y pa3i il BTpaTu abo KpaaiKKH.

[le oqauM HampPsSIMOM € BIIPOBAKEHHS YACOBUX Ta MPOCTOPOBUX OOMEKEHb.
Hanpukian, kapra Moke IpalloBaTH JHILE B MeXax NeBHOI Oy 1Bl 200 uie y
BU3HAUYeHMI yac (poboul roguHn). Lle 3MeHIye MOXKIMBOCTI ii BAKOPHCTaHHS 11032
KOHTPOJIbOBAHOIO 30HOI0.

OKxpiM 11bOTO, BaXJIMBUM €JIEMEHTOM 3aXHCTY € CHCTEMU MOHITOPUHTY Ta ayAuTy.
BenenHs )xypHalliB J1lid KOPUCTYBaviB AO3BOJIE€ IIBUIKO BUSBIISITH MM1103p1JI1l Onepanii,
aHaTI3yBaTH 1HIMJCHTH O€3MEKH Ta OTIEPAaTUBHO pearyBaTH Ha 3arpo3u. Takox
HEOOX1/THO CBOEYACHO OHOBJIIOBATH MPOIIMBKY KapTOK 1 MPOrpaMHe 3a0e3MeYCHHS
34MTyBayiB, a0M yCyBaTH BPa3JIMBOCTI, BUABIICHI B MPOLECI EKCILTyaTallii.

VY nockonanenns 3axucty RFID/NFC-kapTok nependadae Takox 1HTETpaIliio
aJlalTUBHUX MEXaHI3MIB, 3/IaTHUX pearyBaTH Ha 3MIHY PU3UKIB y pealbHOMY Yaci.
Hanpukinan, cy4acHi CHCTEMH MOXYTh aBTOMAaTUYHO OJIOKYBATH JIOCTYI A0 (YHKI[IOHATY
KapTKH y pa3i MiJI03p1jI01 aKTUBHOCTI a00 MPU MEPEBUIIIEHH] BCTAHOBJIEHOTO JIIMITY
TpaH3aKIii. [HTeNneKTyaabH1 alropuTMH aHaJ13y MOBEAIHKH KOPUCTYyBaya J103BOJISIOTh
BUSIBJISITH HETHUIIOBI JTii, IO MOXYTh CBIAYATH MTPO HECAHKI[IOHOBAaHE BUKOPUCTAHHS

KApTKH.
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Takox Ba)XJIMBUM HAIIPSIMOM € BIIPOBAKEHHSI TEXHOJIOT1H THHAMIYHOTO
KOJIyBaHHS, KOJIM 1IeHTU(]IKATOP, 10 MEePEAAETHCS 3 KAPTKU, 3MIHIOETHCA 3 KOXKHOIO
HOBOIO TpaH3aki€ro. Taka TeXHOJIOTIsA, aHAJIOT1YHA 10 OJJHOPA30BUX MAPOJIiB, 3HAYHO
YCKJIQJIHIOE pealTi3allifo aTak THIy TOBTOPHOT'O BIITBOPEHHs cUrHaity (replay attack).
Kpim Toro, miaTpuMka 130150BaHUX CEPEAOBHUII BUKOHAHHSA (sandboXing) y IesaKux
MOJIEJISIX CMapT-KapTOK JI03BOJISIE 3aITyCKaTH AOAATKH 0€3 3arpo3u IS siipa orepaiiHoi
CUCTEMU KapTKHU.

OxpeMy yBary CiiJ NpUAUIATA HABYaHHIO KOPUCTYBAdiB MpaBUjiaM OE3MeYHOTO
KOpPUCTYBaHHS KapTkaMu. JItochKkuil PakTop 3aJIMIAE€ThCS OJTHUM 13 Hacimadmmx
JIAHITIOTIB Y CUCTEeM1 O€3MeKH, TOMY 1H(POPMYBaHHS PO PU3HKHU COIIAIBHOI 1HKEHEPIi,
HeOe3neKy MyOIIYHOro 3YMTyBaHHS 200 MOIIKOKEHHS KapTKU Ma€ CTaTH YACTUHOIO
3arajbHOI CTpaTerii KiOepririeHu.

Hapemiri, po3BUTOK MPaBOBUX 1 HOPMAaTUBHUX MEXaHI13MiB, 30KpeMa rapMOHI13allis
CTaHJAPTIB y MeKax MDKHapoAaHux opranizamii (Hanpukiaa, ISO/IEC), cTBoproe €1uHi
BHUMOTH JI0 BUPOOHUKIB KapTOK Ta CUCTEM 34UTYyBaHHs. Lle cripusie 3MEHIIEHHIO pU3HKY
BUKOPUCTaHHS HEOE3MEeUHNUX a00 HECYMICHUX pILIEHb 1 MIABUILY€E 3arajJbHUN PiBEHb
JOBIpH 10 OE3KOHTAKTHUX TEXHOJIOTINH. Y CYKYMHOCTI 11l MiX0I1 3a0€3Meuy0Th HalIiHE
¢ynkuionyBanHsa RFID/NFC-cuctem y cydacHoMy 1iupoBOMY CepeOBHIIIL.

Jlo nonatkoBux cydacHux MetoiB 3axucty RFID/NFC-kapTok HanexuTh
BIIPOBAHKEHHS KpunTorpadii Ha anmapaTHOMY PiBHI, 30KpeMa BUKOPUCTAHHS ariapaTHUX
MoayniB 6e3nexku (HSM) nist 30epiranHs KIt04iB 1 MPOBEACHHS onepauiid muppyBaHHsS
Oe3nocepeiHbo Ha yimi. [{e BUKItoyae MOXKIMBICTh BUKPAICHHS KJIIOYiB HABITh Y pasi
YCHIIIHOT JIOT1YHOI aTakl Ha CUCTEMY, OCKUTBKH KIIFOUl HE MOKUJAI0Th MEXKI1 3aXUIIEHOTO
cepeloBUIlA. 30KpeMa, BUKOPUCTAHHS aIropuTMiB 3 enintuyHuMu kpuBumu (ECC)
JI03BOJISIE TOCSATTH BUCOKOTO PIBHSI KPUIITOCTIMKOCTI 32 BITHOCHO HU3bKUX BUTPAT
OOYHUCTIOBAILHUX PECYPCIB, 0 KPUTUYHO ISl BOYIOBAHUX PIllIeHb, TAKUX K CMapT-
KapTKH.

He Menm BaxxnuBumMu € MmeTou o0dyckariii Kogy Ta 3aXUCTy Bij peBepc-

1HKUHIpUHTY. [IporpaMue 3a06e3nedeHHs] KapTKu MOke OyTH MOJIU(IKOBAaHO TaKUM
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YUHOM, 11100 YCKJIaJHUTHU HOT0 aHami3 3JJ0BMUCHUKAMH — LUISIXOM MU(PYBaHHS
BHYTPIIIHIX CTPYKTYP, MEPEMIITyBaHHS JIOT1IKA 0OpOOKH 3aIllUTiB, BBEACHHS
KOHTPOJIHUX TACTOK, SIK1 aKTHBYIOTh CAMO3HUIIIEHHS JaHUX MPU CIIPoOi
HECaHKI[IOHOBAHOT'O JIOCTYITY.

VY ¢i3u4HOMY acneKTi aKTUBHO 3aCTOCOBYIOTHCS] €KpaHYIOU1 TEXHOJIOT11, TaKl K
RFID-651o0xkatopu abo 3axucHi TamMaHIli 3 mapoM (GoJIbry, sKi 3aro0iratoTh
HECaHKI[IOHOBAaHOMY 34UHMTYBaHHIO iH(MopMaliii 3 kKapTku. KpiMm Toro, po3poosisitoTbest
pilIeHHs 3 BUMHUKaueM Nepeadi CUTHAITy — KOPUCTYyBad MOKE aKTUBYBaTH ab0
JICaKTUBYBATH aHTEHY BPYUHY a00 aBTOMaTU4YHO 4epe3 mporpamy. Taki miaxoau
0Cc0o0JIMBO €(PEeKTHUBHI B YMOBAaX MIABUIIECHOT 3aTp0O3U OE3KOHTAKTHOTO CKaHYBaHHS Y
rPOMAJICBKUX MICIISIX.

[aTerparis 6iomeTpuyHO1 aBTeHTU(DIKAIT, HATPUKIIA, 3UATYBAaHHS B1IOUTKA
nasubls a00 CKaHyBaHHS OOJIUYYsl, 103BOJIsIE BCTAHOBUTH J1I0JIATKOBUM Oap'ep nepen
3IMCHEHHSIM TPaH3aKLii. Y HOBITHIX MOJENSAX CMAapT-KAPTOK YK€ BIPOBAKYIOTHCS
CEHCOpHU O10METPUYHUX JIAHUX, SIKI 3a0€3MeUyI0Th MOJIBIHUI (aKTOp MIATBEPKEHHS
I KOpUCTyBaya.

He MoxHa OMUHYTH yBaroro BaKJIMBICTh MOOYI0BU Oe31euHO01 iIHGPACTPYKTYpH
HABKOJIO camoi KapTKu. BripoBa/skeHHs HAIIMHUX TTPOTOKOJIIB OOMIHY JaHUMU M1k
KapTKOIO 1 TEPMIHAJIOM, HAMPUKJIIA[, 13 mATpUMKOI0 mrdpyBaHHs TLS abo 3axunieHnx
kaHauiB (Secure Channel Protocol), 3HauH0 yCKJIaIHIOE MOXJIUBICTh TIEPEXOIIIICHHS 200
MIJIMIHU JaHUX M1 9ac KOMYyHIKaIli.

Takum ynnoMm, epextuBHMM 3axucT RFID/NFC-kapTok BUMarae KOMIIJIEKCHOTO
X0y, 10 BKITIOYAE TEXHIYHI 3aCO0M, OpraHi3alliiiHi 3aX0oau, mudpyBaHHs,
O0aratodakTopHy nepeBipKy, (i3UUHUM 3aXUCT Ta MOCTIHHUIN KOHTPOJb. BripoBamkeHHs
IIUX 3aXO/[IB JIa€ 3MOTY CYTTEBO 3HU3UTH PU3UK BUTOKY JIAHUX 1 HECAHKIIIOHOBAHOTO

JTOCTYMy 110 1HQOPMaLITHUX CUCTEM.
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B CHOBKH

VY cydacHOMY mH(ppPOBOMY CEPENOBHIII TEXHOJIOTII PaiovacTOTHOI 1AeHTH]IKAIIT
(RFID) Ta 3B’s13xy 6mmxaBOTO 1011 (NFC) cTanmy BaXJIMBUMH 1HCTPYMEHTAMH B3a€MOJIIT
MDK MPUCTPOSIMH, IO 3HAYHO CIPOCTUJIM JOCTYII JO PI3HOMAHITHUX CEPBICIB 1 JaHUX.
be3kontakTHHMIT cmoci0 0OMiHYy iH(OpMali€l0 3HAYHO TOKPAIIUMB  3PYUYHICTh
KOPUCTYBaHHS, OJJHAK 11€ TAaKOX aKTyalli3yBajo MUTAHHS 3aXUCTy JIAHUX Ta OCOOUCTOT
iHdopmarii. Xowa 1l i1HHOBAIii 3a0e3NeuyloTh HHU3KY TMepeBar, BOHM BOJHOYAC
CYTIPOBODKYIOTHCS PU3UKAMHU, SIKI HE MOXKHA ITHOPYBATH.

Y mnopiBHSHHI 3 TpaguIliiHUMU Mar"iTHUMU kapTkamu, RFID-texnonorii
BUPI3HAIOTHCS BUINOK €(EKTUBHICTIO. IX BHMKOPHUCTaHHS He MOTpeOye (Bi3UIHOro
KOHTAaKTy 31 34MTyBaueM, 110 MPUIIBUIIIYE MPOLEC 1 MABUILYE 3pyuyHicTh. Kpim Toro,
RFID-kapTku 3a3Bu4ail MaroTh JOBIIUN TEPMIH €KCIUTyaTallli Ta OUTbIIy €MHICTh IS
30epiranHs JaHux. BogHouac Takl XapaKTepUCTUKH MIABUIIYIOTH IMOBIPHICTBH 3arpos,
MOB’SI3aHUX 13 HECAHKI[IOHOBAHMM 3YUTYBaHHSM, TyOJtOBaHHSM a00 TEPEXOIUICHHSIM
1H(popMmarii.

OpnHi€E0 3 OCHOBHHUX 3arpo3 € MOJKJIMBICTh 3YUTYBAHHS JAHUX CTOPOHHIMH
npucTposiMu 0e3 BijoMa KOPHUCTyBada, IO OTpUMalio Ha3By 'ckaHyBaHHS" abo
"3HIMaHHA". BUKOPUCTOBYIOUM MOPTATUBHUI 34YMTYBay, 3JOBMHUCHUK MOXXE OTPUMATH
JOCTYTI 70 ieHTU(diKaIIiHUX HoMepiB a0o iHmmX ganux 3 RFID-kapTku, He TOpKarounch
il pizuunHO. L[ Bpa3nuBiCTh BIAKPUBAE ILISAX JI0 MOTEHIIMHOTO BUKOPUCTAaHHA 1HPOpMaITii
0€3 3roJiu BlaCHUKA KapTKHU.

[Ile oxniero cepito3Hor TpoOsiemoro € kinonyBaHHa RFID-kaprt. ¥V pasi, skio
1H(popMarlis Ha KapTii He U@PYETHCs, 3lIOBMUCHUK MOKE IIBUIKO CKOMIIOBATH i1 BMICT i
CTBOPUTH IJEHTHYHY KOIiO, sIKa JIO3BOJIUTH MPOXOAWTH KOHTPOJb JOCTYIly abo
3MIMCHIOBATH TPaH3aKIil BiJl iMEHI iHIIOI ocobu. lle migpuBae moBipy 10O CUCTEM, IO

BUKOpUCTOBYI0TH RFID sik OCHOBHUI 1HCTPYMEHT 1/1eHTU(DIKAITI].
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JlomaTtkoBo, iCHy€ 3arpo3a nepexoruieHHs iHdopMaIlii B mporeci mepeaadi JaHuX
MK RFID-kapTkoo Ta 3uuTyBadeMm. 3a JOMOMOIOI0 CHEIialdi30BaHOro 00JiaJHAHHS
XaKepu MOXYTh aHATI3yBaTH Ta JCKOMYBAaTH CUTHAIH, IO TEPENAIOTHCS, OTPUMYIOUN
TaKUM YHHOM JIOCTYT J10 KOH]iaeH11iHOT 1HhOopMaIrii.

[Ilo6 3HM3WTH pu3WKH, TOB’sA3aHI 3 BuKopucTtaHHsM RFID, BaximBo
BIIPOBAHKYBATH KOMILIEKCHI 3aX0/H 3aXKCTy. J{0 TaKuX 3aX0/iB HAJIC)KATh BUKOPUCTAHHS
mudpyBaHHS JaHUX, aBTEHTU(IKAIAHI MEXaHI3MH, 10 IIJITBEP/KYIOTh 0CO0Yy
KOpHCTYBaya, a TaKOX (HI3MUHUN 3aXUCT KAPTKHU 3a JOIMOMOTOI0 CHEIlaIbHUX YOXJIIB a00
raMaHIliB, 10 OJOKYIOTh CUTHAJIH.

Texnonoria NFC, mo € pizHoBuznom RFID, Takox MHPOKO BUKOPUCTOBYETHCA Y
MOBCSIKJICHHOMY JKUTTI — 30KpeMa g OE€3KOHTAaKTHUX IUIaTeXiB, MPOXOAY Yepe3
CJIEKTPOHHI TYpHIKETH a0 Tepeayl JaHuX MK npuctposiMu. Bona 3a0e3nedye BUCOKHIA
piBEHb 3pYYHOCTI, OJIHAK MPU [ILOMY CYNPOBOKYETHCS MOAIOHUMU PU3HKaMU. 30Kpema,
ypaznuBocTi 'y peanizamii NFC MOXyTb [T03BOJIMTH 3J0OBMUCHHKAM 3J1HCHIOBATH
HECAHKIIIOHOBaHI TpaH3aKIlli, MEPEeXOIUIIOBAaTH JaHi a00 CTEKUTU 3a TEPEMIIICHHSIM
KOPHUCTYBAaUiB.

3 MeTow MiHIMI3aIli 3arpo3 HEOOXIJHO MPUIUISATH OCOOJMBY YyBary 3axuUCTy
MEPCOHANBHUX JaHWX, MHUGPYBaHHIO KaHAJIB mepenadi iHgopmarii Ta CBOE€YaCHOMY
OHOBJICHHIO TPOTPAMHOTO 3a0€3MEeUCHHS MPUCTPOIB, IO BUKOPUCTOBYIOTH TEXHOJIOTIT
NFC.

VY mincymky, RFID ta NFC € TexHONOriIMU 3 BEJIMKUM IMOTEHIaJOM, MPOTE iX
eheKTHBHE Ta Oe3MeUHe BUKOPHUCTAHHS MOXKIIMBE JIUIIIC 32 YMOB BITPOBAKCHHSI HaTIMHAX
CUCTeM 3axHucTy. BuBakeHMH miaxig A0 NHUTaHb KOH(IASHLUIMHOCTI M KibepOe3neku
JI0O3BOJIUTh TIOBHOIO MIPOIO CKOPUCTATHUCS IepeBaraMu IUX IHHOBAIIA 0€3 IIKOIU JJIs

npuBaTHOI 1H(GOpMAIIii KOPUCTYBaY.
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JIOJIATOK A

4.2 Near Field Communication

This section presents an overview of the NFC technology, in section 4.2.1 the NFC protocol will be
presented, hereafter in section 4.2.2 the utilization of NFC in current smartphones will be presented and in
section 4.2.3 the security of NFC is explained. The main sources used to form this chapter are [33, 34, 41, 45,
4s].

Mear Field Communication (NFC) is a short range wireless communication technology which is promoted by
the NFC Forum which was formed in 1983. The purpose of the NFC forum was to "enable the use of touch-
based interactions in consumer electronics, mobile devices, PCs, smart objects and for payment purposes”

[17]. The physical layer of NFC MFCIP-1 has since been standardized in 2004 in 150 12092 which iz
compatible the previous standard 150 14443, Later the NFCIP-2 has been standardized in 150 21481 which
defines the selection mechanism between different technologies at 13.56 MHz. On top of the NFCIP-1 the
MFC Forum has published technical specifications on the higher level communication between NFC devices
to benefit interoperability. With the intreduction of NFC enabled smartphones, developers have been given

a platform with many capabilities to run their applications on.

NFC offers its users an intuitive approach to exchange of information. When the user wants information
from some NFC enabled source she anly needs to bring her NFC enabled device in contact with that source
and the content is transferred to her device. The same procedure is applied when the user wants to push
information to another NFC device. This seamless and intuitive data exchange is only possible because NFC
does not require any configuration such as other wireless communication technologies such as Wi-Fi or
Bluetooth.

RFID which is considered as MFC predecessor considers participants in the communication as either a RFID
reader ar as transponder, which is a storage entity also referred to as a tag. This technology is used in many
industrial applications especially to identify products from one another. Because the NFC technology is
compatible with the RFID standard 150 14443 many existing systems can be utilized by NFC enabled devices.
Entities in NFC communication are referred to as peers this is because they can behave as both passive
storage entities and as active reader/writers depending on which mode they are communicating in. NFC
intorporates 3 modes of communication Reader/Writer mode, Card Emulation mode and Peer-to-Peer

mode, a description follows below.



Reader/Writer mode: In this mode the MFC device takes the role as a RFID reader. The device
transmits a continuows signal which enables transponders in close prowimity to communicate with the
device by load modulation. This mode enables NFC devices to communicate with passive RFID tags which
power their chip by inducing a current from the received signal.

Card Emulation mode: This mode enables the NFC devices to emulate a RFID transponder and
thereby allowing the device to communicate with a RFID Reader. This can be utilized to authenticate the
device in many existing systems which incorporate the 1530 14443 standard. Communication between two
MFC enabled devices is also provided by this mode in cooperation with the Reader/Writer mode. When
communitating with another NFC device one part may take the role as a RFID Reader while the other takes
the role as transponder. This allows two NFC devices to communicate while at the same time offering a
skewed energy consumption policy between the two participants. The energy consumption of the
transponder rale i= far less than that of the RFID Reader role because the transponder only needs to
generate a load modulation on top of the existing signals from the RFID Reader.

Peer-to-Peer: In the Peer-to-Peer communication mode the two NMFC devices can either take
the role as NFC initiator or as NFC target. Both parties take turn sending information to the oppasite part by
turning on their NFC signal to transmit and turning it off to receive. As oppose to the behavior of the NFC
target in the other communications mode the NFC target in Peer-to-Peer mode does not transfer
information to the initiator by load modulation. The target activates its own transmitter while the initiator
switches into receiver mode. The roles as NFC initiator and MFC target are assigned at the beginning of the

protocol; the MFC device which activates its transmitter iz the NFC initiator while the device receiving the
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signal is assigned the role of NFC target. These roles govern the sequence of the messages exchanged by the

two devices. The MFC initiator must begin the communication while the NFC target may only communicate

to the MFC initiator by replying to received messages. Information transmitted between devices in this
mode is contained in NFC Data Exchange Format (MDEF). Peer-to-Peer mode is also referred to as Active
mode because both parties use their self-generated magnetic field to transmit as oppoze to Passive mode

where one party utilizes a load modulation.



6.3.2.2.1 Student Certificate Generator

The certificate is generated in the SA server by using the cryptographic library in the student certificate
generator which is BouncyCastle v.1.47. The libraries include an X509v3 certificate builder interface capable
of constructing a certificate according to the X509 standards and sign it using a CAs private key. The
certificate signature is generated using SHAL for hashing and RSA for encryption, as specified in PKCS#1. The
choice of algorithm is a matter of configuration. Therefore there have not been serious deliberations on the
chosen algorithm. However, there has been discovered some weaknesses in the SHAL hash function as
presented in this paper [58]. This leads us to recommend that SHA2 be used instead of SHA1 if this protocol
is to be deployed. Below is shown an example of a student certificate:

Certificate:
Data:
Version: 3
Serial Humber: 013b09%3baccc
Signature Algorithm: SHAIWithRSAEncryption
Izsuer: CH=54A Server, (ORAarhus School of Engineering
Validity
Hot Before: Aug 9 16:04:02 2012 GMT
Hot After : Jan 9 16:04:02 2013 GMT
Subject: CHN=20108775
Subject Public Eey Info:
Public Eey Algorithm: rsaEncryption
RSA Public Eey: (1024 bit)
Modulus (1024 bit):

30 81 9 30 O0d 06 09 2a 8 g 86 £7 0d 01 01 01 O3 00
03 81 84 00 30 81 89 02 81 81 00 a0 29 as Té at 41 04
T7a 88 11 57 4d cf e0 85 6c de 4e 68 45 12 7d c4 04 4e

3e a4 71 28 bBD 5b be 40 c2 Of 45 ce 1c dO £5 64 ad &1

ea 17 £4 02 49 3d 68 15 0Oa Oe aa 10 bf cb 47 bd 2b bf

7d fa 2f 5 99 a5 64 38 33 26 25 aT aa 57 ed ed 72 97

B0 85 12 32 f2 df 79 cc 88 da 9d ad a5 e0 d& c7 aa 44

de 1f af £2 19 73 £fc 70 35 1b b% e8% cd dec ad 6c Tc ad

4e 03 3b 49 cb df bS5 56 £7 42 aa 40 bb 02 03 01 00 01
Exponent: 65537 (0x10001)

Signature Algorithm: SHAIWithRSAEncryption
83:5f:8f:5f:c5:af:bf:0atab:a5:6d:fb:24:5f:b&e:59:5d: 8d:
82:2e:4a:1b:8b:ac:7d:99:17:5d:cd:19:f6:ad:ef:63:2£:92:
ab:2f:4b:cf:0a:13:90:ee:2c:0e:43:03:be:f6:ea:8e:9c:67T:
df:a2:40:03:f7:ef:6a2:15:09:79:29%:46:2ed:bT:16:1b:41:T72:
0d:19:aa:ad:dd:%a:df:ab:97:50:65:£5:5e:85:a6:ef:19:d1:
fa:de:%d:ea:63:cd:cbhicc:b6d:5d:01:85:b5:6d:c8:£3:d3:£7:
Bf:0e:fc:ba:1f:34:29:96:6e:bc:cf:f2:ef:8b:bf:de:b5:22:

62:9f

Figure 6.18 ¥509v3 Certificate Sample
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Mathematical Model of the Reliability of a
Computer System Operating in the Residual Class
System, Based on Dynamic Redundancy
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Absiract=The article discwsses o variamt  of  the
mathematical medel of the reliability of a compuater system (C5)
operating in the residoal class system (ENS), based on the use of
dynamic redundancy. The calculation and comparative analysis
of the reliability of the triphd compstational structure im the
pusitional number system with am ideal majority element and
CH im the RNS with an ideal commutator is carried out. The
analysis results showed the following. At the initial stage of the
operation of computing systems, the reliability of the S in the
RM% with one comtrol base is higher than the triple positional
computing sysiem. Al the imitial stage of the operation of
ocomiputing systems, the relinhility of the CS in the RNS with one
contrel base is higher tham the triple positional computing
systems This presupposes the effective use of the COF in the RNS
im systems and devices for shert=term use. For example, in on=
board computers ef ballistic missiles and aircrafi.

Keywordv—reviduel class  system,  dymamic  redimdancy.
mathemuticel medel af the relichiliny, compter syviem

L INTRODUCTION

Mote that at present, interest in the use of the residual class
system {RNS) i growing again [ 1H3]. It is caused prirmarily
by the following circumstances [4]-{6]:

« the emergence of memerous techoological and
theoretical publications dedicated o the theory and
practice of creating computer systems (C5) and
components in the RMNS;

#  the universal wse of mobile processors, which want
high data processing performance with little energy
COnSUmption;

* no inter-digit ransfers in the process of performing
arithmetic operations of addition and multiplication of
numbers  in the RNS allows reducing  energy
COnSUmption;

= banking configuration deronstrate great interest in
RMS, where @t is nocessary fo reliably and reliably
process large data aays in real time, Leo high-
performance tools are required for highly reliable
computations with self-correction of errors, which is
typical of codes in BRNS;
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¢ increasing the density of elements on one chip does
mot iwoall cases allow high-quality and ocomplete
testing; in this case, the importance of ensuring the
fauli-tolerant functioning of specialized CS increases;

& the need to use specialized C8 o perform a varioos of
operations on vectors that require a high speed of
performing  imeger  addition and  multiplication
operations (matrix multiplication problems, vector
scalar product problems, wransformation  Fouwrier,
en);

& the widespread mtroduction of microclectionics oo
all spheres of average life has significantly mncreased
the relevance and importance of previously rare, and
now such massive scientific and practical tasks as
digital processing of signals amd images, pattern
recognition, crypiography, processing and storage of
multi-bit information, ete.; this circumstance requines
huge computing resources that exceed existing
capabilitics;

& the current bevel of development of microelectronics
is approaching the limit of its capabilities in terms of
ensuring performance and reliability of existing and
future C5 and components for real-time processing of
large data arrays; nanoclectronics,  molecular
electronica, micromechanics, bioelectronics, optical,
optoehoctronic and photonic computers, biological,
et which are coming to replace it, are still very far
from real wide industrial production and applicat on.

The article discusses a variant of the mathematical model
of the reliability of a computer system, functioning in the
residual class system, based on the wse of dymamic
redundancy.

The article & strwctured as follows. Section 2 bricefly
amalyzes recent publications in the subject area. Section 3
provides basic theoretical information about mumber systems
in residual classes. Section 4 is devoted o the presentation of
the main results. In pamicular, 8 mathematical model of the
reliability of a compuier gystem operating in a residual class
system 5 described. It also provides several examples that
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clearly demonstrate the proposed solutions, as well as figures
and calculations that give an idea of the reliability of a
cofmpuber systeim operating in a residual class systerm In the
*Conclusion®™ section, the results obtained are summarized,
sz conclusions and recommendations are stated.

II. RELATED WORKS

The problems of constructing computer Sysiems operating
in the residual clss system have been studied by many
authors. In works [4], [6], [T] and many others, the general
theoretical provisions of the residual class systems, as well as
the techniques for their we n of SYSLCM&, 'Wore
investigated. In works [2], [B] - [11], efc., the possibilities of
the residual class systemn for ermor  comection  were
investigated This is a very inportant propeny, which was also
studied in works [12] - [16] Aricles [17] - [19] are devoted
to the study of ew technigues for constracting specialized
computing devices operating in the system of residual clagses.
The papers [1], [20] - [23] investigate new difections in
computer science devoted to systems of residual classes. For
example, in [2] artificial intelligence methods are investigated,
in [20] methods of fast Fourier transform are studied, in [21]
digital filters are congidered, in [22], [23] some cryptography
problzms using computations in the system of residual clagses.

Many works are also devoted to rescarch of methods of
increasing the reliability and fauh tolerance of computer
systems. For example, these are fundamental works [24] -
[27], ete. Im amicles [2], [3], [28] aspects of ncreaging the
reliability of computer systems are investigated, and in [2],
[10], [12], [ 13] ssues of fauk tolerance of computing devices
operating in the system of residual classes. However, the
isgues of quantifying the probability of failure-free operation
of computer systems in residual class systems have not been
studied enough.

This amicle proposes a mathematical model of the
reliability of a compuier gystem operating in the residual class
sysiem. This model makes i possible to quantify the main
indicators ofthe relability of the computer system functioning
in the residual clags system. 'We also provide several examples
with a visual caleulation of the probability of no-failure
operation of computer systems in residual class systems.

L Basw PROPERTIES OF NON-POSITIONAL ARITHMETIC
N RNS

First, preliminary, before taking inte consideration a
version of the mathematical model of the reliability of a C8
operating in the residual class system {ENS), we will deal with
the consequence of the leading properties of & non-positional
number sysiem on the structure and principles of operation of
the C5 [T]{9].

A, Indepenidence of the residues.

This property makes it possible to produce a CS in the
RMS in the form of a set of independent, parallel operating in
time, break computing paths (BT} for daia processing,
functioning severally of cach other agreement with their
pamicular modulus me. Thas, the CF operating in the BNS has
a modular design, which allows maintenance and elimination
of failures and malfunctions of the computing paths by
replacing an inoperative VT with an efficient one without
interrupting the solution of the problerm The time for the
implementation of arithmetic operations @ the C5 s
determined by the time for the implementation of the
operation in the BT according 1o the greatest radin sy BENS.

In addition, errors arsing from failures (failures) of the
binary bit circuits in an arbitrary TC of the C5 do mot
“multiply” into neighboring paths (remain  within one
remainder), which makes it possibbe 1o increase the reliahility
of calculations in the RNS. It does not matier whether there
was a single or muliiple errors or a burst of errors no longer
than [Togsime1 3] +1 binary digits. A mistake that has arisen
in the C35 in the base my & either stored in this path until the
end of the calculations, or is self~eliminated in the process of
further calcolations (for example, by mubliplying the
remainder of the number by zero). This property of the RNS
made it possible o create a unigue system for monitoring and
comecting errors in the dynamics of the computational process
{without stopping the computation process) of the C8 with the
introduction of a minimum information code redundancy,
which is casential for data processing systems operating in real
tirme.

B Eguality of residues.

Mobe that there is a close relationship between arithmetic
codes in RM5 and arithmetic AMN-codes ina positional nurmber
aystem (PS5). Arithmetic codes in RNS are an advanced
development of the known positional arithmetic noise-
immune many-residual ARN-codes [3], [10], [11]

Based on the procedure for generating numbers in the
RMS, it s obvious that any remainder ai of the nurmber
A=(aay, ..., a,) caris information about the entire
original number A, which makes i possible by sofiware
miethods o replace the failed computational path modulo m;
with an operable path module m, (provided that m, < m; )
withowt inferrupiing the soltion of the problem. Thus, the C8
functioning in the RMNS having, for example, two control
basizs, retain their operability inthe event of Gilue of any two
computing paths. In the event of failures in the third or fourth
paths, the CS continwes to execute the computation peogram
with a slight decrease in the computational sccuracy, Le. C8
in RMS has the property of gradual degradation. This propeny
determines the characteristic feature of the functioning of the
C5 in the RNS: a C5, depending on the requirements imposed
o i, can have different releability, accuracy of calculations
and speed in the dynamics of the computational process. Thus,
in the process of solving the problem, it is possible to vary the
reliability of the C8, the reliability, accuracy and speed of
caleulations. Indeed, let the data be determined by a numerizal
code represented by a set of bases {my} (i=1Ln+&k ) BEN5

It is known that the execution time of arithmetic operations
and the accuracy of the solution depends on the member o of
information bases, and the reliability of the functioning of the
C5 and the reliability of calculations depends on the number &
of the control bases of the RMS. Let in the process of
calculations the need amse o improve the reliability of the
functioning of the CS and (or) the reliability of the
caleulations. Inthis case, in real time, without interrupting the
calculations, the bases {ar} of the RNS are redistribured as
follows

i=La +k
and

R'<n, K=k
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Moreover,
n+k=n"+k"=consr .

I this case, the accuracy of caleulations decreases and the
apeed of performing arithmetic operations increases, which
are determaned by the number of information bases n'. If there
is a need o increase the accuracy of the sobution in a separate
section of the computed program, then the program s
redistributed as folloas:

r'=|,:r’+.i: (r+&k=n"+&"= consr ).

In this case, with an mcrease m the accuracy of
calculations | 4" = # ). the reliability of the C5 {reliability of
calculations) decreases and the time for solving this problem
increases.

Furthermore, the redistribution of mformation & and &
control bases takes place with the execution of non-modular
functions in the BEMNS (operation of control, cofrection,
comparison, etc.). The time required to perform non-modular
operations in the BNS iz proportional o the number nof
information bases, Le. the number of bases that determine the
accuracy of the caleulations.

The transition to computations with lower accuracy makes
it possible o ncrease the spead of the C5. If an ordered |
my, < m ) RNS is expanded by adding | bases, each of which
is larger than the previous base of the original RNS| then the
minimum code distance des s auomatically increased by 1.

The same can be achieved by decreasing the member n of
information bases, e moving on to calculations with bess
procision. Consequently, there & an inverse relationship
berween the comecting capabilities of the RMS codes and the
computational accuracy. The combined wse of the first and
second propertizs of the BNS determines the presence of three
types of redundancy in the C5 simultanesusly: sineciural
informational and functional

Based on the dea of structural redundancy, the joint use
of the first and second properties makes it possible 1w
synthesize mathematical modek of the C8 relibility in the
BMNS, corresponding o the modeks of constant and dynamic
redundancy in the PS5, In this case, the information paths e
+ g+ of the C8 plays the role of working clements, and the
coniral mig+s = fte+ play the role of reserve elements, where k
is the number of control (reserve) bases of the RRNS.

. Low bir representation of residies.

Thizs property allows to significantly  increase the
reliability and performance of the C5. This is achieved both
due 1o the low bit depth of the construction ofthe C5, and dioe
to the possibility of using (in contrast to the PSS) tabular
arithretic, where the arithmetic operations of addition,
subtraction and multiplication are performed practically in
one machine cycle. In pamicular, the small digin capacity of
the residuals in the representation of numbers in the RNS
makes it possible to choose a wide range of options for system
engineering solutions in the implementation of modular
arithrmetic operations based on the following principles:

#  adder principle (based on the use of low-hit binary
adders modulo );

o abular principle (based on the wse of read-only
memory devices (ROM) of small sizes);

& the principle of ring shift based on the use of ring shift
registeTs.

IV,  MATHEMATICAL MODEL OF THE RELIABILITY OF A
COMPUTER SYSTEM OPERATING IN THE RESIDUAL CLASS
SYSTEM

Based on the analysis of the possible use of the above three
main propertics (independence, equality and low bit depth of
residuals that determine the pon-positional code structure),
non-positional arithmetic in the BNS, in comparison with the
PSS, has the following significant advantages [13], [17], [29]:

« the ability 1w parallelize computations at the level of

decomposition of the operands, which sionificantly
increases the speed of the C5;

# the possibility of spatial diversity of data elements with
the possibility of their subsequent asynchronous
independent processing;

« the possibility of tabular (matrix) execution of
arithmetic operations of the base et and polymomial
functions with a single-cyvele selection from the ROM
of the resull of a modular operation;

« the ability w0 create a system for monitoring and
comecting the C85 with effective  defection  and
correction of failures and failures:

« the ability to comrol and correct errors in the dynamics
of the computational process of the C8;

& the possibility of effective use of passive and active
fauk tolerance |hased om  the  operational
reconfiguration of the CS structure;

¢ lower computational and time complexity for
individual classes (iypes) of integer problems;

« manifestation of a special propenty of the stracture of
the CS in the RNS, ensuring the absence of the effect
of muliplication of emors in the implementation of
arithmetic mieger operations of addition, subtraction
and rmultiplication:

« the suitability of the structure of the C3 in the RNS for
carrying ouf operational dizgmostics of blocks and
nodes of the calculator,

& the possibility of increasing the reliability of the CS in
the BNS due to the efficiency of the simualtaneous use
of passivie and active fanlt iolerance.

Bazed on the listed basic propemics of the RENS, the
probability of po-faillure operatbon of the CS can be
represented as the probability of no-failure operation of the C5
in the PS5 for the case of sliding redundancy with a loaded
reserve, taking into account the nfloence of the listed
properties of the BNS. In this case, the formula for
determining the probability of no-failure operation of the C5
in the BMS will take the form of expression 1)

Eo=ta. R nicrdre.
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Here, on the right-hand side of formala (1), the expression
Pyl =expi=A1) isthe probability of failure-free operation
of the C8 data processing path on the largest (least reliablbe)
basis my+; BNS, and the value 4; is the failure raie of the
equipment on the largest base i, +i.

Relation (1) can be used o calculate the probability of no-
failure operation of the C5 in the RNS under the following
E LT LTV

*  This property makes possible to significantly increase
the relability and performance of the C3. This &
achieved both because of the low bit depth of the
construction of the C5, and due to the possibility of
using (in confrasi to the PSS) tabular arithmetic,
where the arithmetic operations of  addition,
subtraction and muliplication  are  performed
practically in one machine cycle. In particular, the
small  digi  capacity of the residualk in the
represeniation of numbers in the BEMNS makes i
possible to choose a wide range of options for system
engineering solutions in the implementation of
st lar arithametic operations based on the following
principles: information and control computing paths
of the C5 are equally reliable (the probability of
failure-free operation of all paths is taken to be equal
to thi probability of filore-free operation P00y of the
path on the largesi hasis mg+ BNS, which has the
lowest probability of failure-free operation);

# the possibility of restoring failed C8 paths i not taken
into account.

Mot that the real reliability of the C5 in the RNS will be
higher than that defermined by relation (1), since this formula
does not take ime account the possibility of replacing one
coatrol path on the basis of s, with one or several inoperable
information paths at the same time

m 2| |my -
A 1 ]

provided where r s the maximum mumber simuliamesously
replaced working paths with one control operablz path on the
base .

Lizt us carry out a comparative analysis of the reliability of
a triple positional C5 with an ideal majornity elerment and a CS
in an RMNS with an ideal fail-safie switch, using the congidered
reliability model | 1) Let us denoti by A5 the failore rate of the
equipment referred to omne binary digit (o the undt of the CS
bit grid). In this case, the probability of failure-free operation
ofithe equiprment, referred 1o one binary bit ofthe COP is equal
i1}

Pin=e™.

For a positional -byie CS, the prokability of no-failure
operation is equal to

Rin= e

where

—_

=% 1A5 or Piry=e"".
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It is known that the probability of no-failure operation for
a triple majority siructure n an PSS confaining three
computers and an ideal majority element is [24], [30]-{32]:

P =3R(0-2RN="¥3-2"%). (2)

For C5 in RNS, the probability of failure-free operation of
the path on an arbitrary basis m (i =La+ &) & equal

Pifti=aty

Bty =g,
where
dat=[loge{me—13]+1.

The probability of failure-free operation of the CS in the
RM5 5 determined in accordance with expression (1)

Let us give examples of using formula (1) for various
RME.

Let /= | {single-byte CS) and k= 1.

Then the RMS can be represented as a set of the following
bases

m =3, my=4, =5, ms=T, ms=11.

Maoreover,
4
[m =420=2" =236
sl

and
GCD (my = 1 for i),

In this case, relation { 1) can be written in the form

P (N =5R" (-4 (1) = -
el - T '

Wi denote A*=84d4. In this case, expressions (2) and
(3} can be written, respectively, in the form

J'-"" = z'ulrﬂ — Et'_‘]lrj N (4)

Pﬂ':[l'] — e'“-'{ﬁ—d-c"'r‘j . [5:.

In accordance with espression (4) and (5], the values of
the probability of no-failure operation are calculated for the
triple positional CS in the PSS and for the C8 in the RRNS.

In Fig. | shows the graphs of the P{LA4*) for single-byic
C5: non-redundant (1) in the PSS, three-channel redundan: (11}
C5 in the PAS and CF in the BRMNS (1) with parameters



I=1,n=4, k=1.

From Fig.1, it can be seen that a CS in an RNS with one (k
= 1) control base (11I) is more reliable than a triple positional
computing system (I1).

In this case, the critical value of the prohability of no-
failure operation of the CS in the RNS is equal to 0.425, and
the critical value of the tripled computing system is equal to
0.5, Le. the use of the RNS expands the range of values 2%, at
which the reliability of the CS in the RNS is higher than the
reliability of the CS in the PSS.

At
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Fig. |. Graphs of dependencies P(4 * 1 of CS reliability, k= |
Letk=2
In this case, the RNS is defined as a set of the following
bases:
my=3, ma=4, m3=5,

my=T, ms=11,ms=13.

For a given RNS, expression (1) & written as follows

A1) =g'(z){e‘(:)q»sa(:)[l-g(:)]ns[l-f;(:)]‘}

o=

=y [e“" + 660 (gt )+1s( 1e®35 )’ ] ©

The graph of function (6) for k =2 is shown in Fig. 2.

It can be seen from this graph that the CS in the RNS with
two control bases (IV) is more reliable than the triple
positional computing system (II) and more reliable than the
CS in the RNS with one (k = 1) control base ([II).
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Fig. 2. Gruphs of dependencies £ (4 * 1) of CS reliability, k=2

Shown in Fig. |, 2 dependencies were obtained by
calculation using the formulas of the proposed mathematical
model. With an increase in the multiplicity of redundancy, the
relnbllny of the CS increases, which to the
provisions of the general theory of reliability [33].

V. CONCLUSION

The article discusses a variant of the mathematical model
of the reliability of a computer system, functioning in the
residual class system, based on the use of dynamic
redundancy.

The computing and comparative analysis of reliability in
terms of the probability of failure-free operation of a triple
computing structure in a positional number system with an
ideal majority element and a CS in an RNS with an ideal
commutator is carried out. The analysis results showed the
following. At the initial stage of the operation of computing
systems, the reliability of the CS in the RNS with one control
base & higher than the triple positional computing system.
This presupposes the effective use of the CS in the RNS in
systems and devices for short-term use. For instance, in on-
board computers of ballistic missiles and aircraft.
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