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PE®EPAT

[TosicHIOBasIbHA 3ammMcKa 70 OaKalaBPChKOi JTUIUIOMHOI POOOTH MICTHTH
44 ctopiHOK, 7/ pUCyHKIB, 4 Tabnui, 4 1omaTKH, 26 JHKEpE MOCHIIaHb.

Meroro poOOTH € MPOBEACHHS JETadbHOTO JOCIIIKEHHS Ta IMOPIBHSIBLHOIO
aHai3y Cy4acHUX CMapT-KapTok Ha 0a3i TexHosorid RFID ta NFC.

OG0’ €eKT TOCHIKEHHS — cMapT-KapTku Ha ocHOB1 TexHousoriid RFID Tta NFC.

[Ipenmer nmocmimkens — BukopuctanHs TexHosnorid RFID ta NFC y cmapt-
KapTKax, 30KpeMa iX piBeHb KibepOe3IeKku Ta 3aX0A1 3aXUCTY Bl MOTEHIIMHUX 3arpo3
1 aTak.

VY pob6oti posrasigaeThes nopiBHsIbHUM anaini3 TexHonoriii RFID 1 NFC, ki €
JNOCHIDKEHHSIM JIBOX CHCTEM O€3KOHTAKTHOI 1AeHTH(]IKalii, NpU3HAYECHUX IS
nepenayl JaHUX Ta 1HQOpMAaLli, aHAMI3YIOTbCA OCHOBHI XapaKTEPUCTUKU Ta
3actocyBanHs RFID i NFC, Taki sik manbHICTh Tiepeiadi, MBUAKICTh 3YUTYBaHHS, TUIA
BUKOPHUCTAHHS, BapTicTh 1 Oe3neka. Pobora crnpsMoBaHa Ha BU3HAYEHHS KIIFOYOBHX
BIIMIHHOCTEH Ta TmepeBar KOXHOI TEXHOJNOrii, BHUBYEHHS MOJIEJeH 3arpos,
MOTEHIIMHUX BPa3JIMBOCTEH Ta 3aco01B 3a0e3nedeHHsT 0e3MeKH ISl CMapT-KapToK 3
BUKOPHUCTAHHSM LUX TEXHOJIOTIH.

3aificHeHHs OISy Ta aHali3y JaonoMoxe chopmyBatu iHGOpMaTUBHY 0azy
JUIS. TIOAJIBIIIOTO JIOCHIKEHHSI Ta PO3pOOKM PEKOMEHJallii, MO0 IiJBUILCHHS
K10epOe3neKr BUKOPUCTAHHS CMapT-KapToOK.

Kimrouogi cioBa: BPA3JIMBOCTI, 3AI'PO3U, 3UNTYBAUY, KIGEPBE3ITEKA,
MIKPOUYIII, MITKA, [TOPIBHSIJIBHUI AHAIJII3, PAJTIOXBWJII,
PEKAOMEHJJALIII, CMAPT-KAPTKU, NFC TEXHOJIOI'TA, RFID
TEXHOJIOI'TA.



ABSTRACT

The explanatory note to the master's project contains 44 pages, 7 figures, 4
tables, 4 appendices, and 26 references to sources.

The purpose of the work is to carry out a detailed study and comparative
analysis of modern smart cards based on RFID and NFC technologies.

The object of research is smart cards based on RFID and NFC technologies.

The subject of research is the use of RFID and NFC technologies in smart cards,
particularly their level of cyber security and protection measures against potential
threats and attacks.

The paper considers a comparative analysis of RFID and NFC technologies,
which are a study of two contactless identification systems designed for data and
information transmission, the main characteristics and applications of RFID and NFC
are analyzed, such as transmission range, reading speed, types of use, cost and security.
The work aims to identify each technology's key differences and advantages, studying
threat models, potential vulnerabilities, and security measures for smart cards using
these technologies.

Conducting a review and analysis will help to form an informative base for
further research and development of recommendations for improving the cyber
security of smart card use.

Keywords: VULNERABILITIES, THREATS, READER, CYBER
SECURITY, MICROCHIP, TAG, COMPARATIVE ANALYSIS, RADIO WAVES,
RECOMMENDATIONS, SMART CARDS, NFC TECHNOLOGY, RFID
TECHNOLOGY.
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[IEPEJIIK YMOBHUX ITO3HAYEHDbL, CUMBOJIIB, OJJMHNULb, CKOPOYEHbD I

TEPMIHIB
BFSI — Banking, financial services and insurance
DoS — Denial of Service (BigMoBa B 00ciIyroByBaHHi)
loT — Internet of Things (IaTepHeT peueit)
MITM — man in the middle (sroauna mocepeauHi)
NFC — Near Field Communication (koMyHikariist OIHXKHBOT'O TIOJISI, 3B’ SI30K
OJIM>KHBOTO TIOJIST)
RFID — Radio Frequency ldentification (pagiouacToTHa igeHTH}IKAIis)
IC — iH(popMalliiiHa cucrema

I13 — IporpaMHe 3a0e3neYeHHs



BCTVII

VY HamoMy TEXHOJOTIYHO OPIEHTOBAHOMY CBITI OJHHUMH 3 TE€XHOJIOTIH, SIK1 CTallA
HEBiJI’€MHOIO YaCTHHOIO MOBCSIKICHHOTO XUTTH, € TexHonoris RFID (Radio Frequency
Identification) i NFC (Near Field Communication). L{i TexHosorii 3p0OHIN PEBOIOLIO B
TOMY, SIK MU OTPUMYEMO JOCTYyN A0 iHQopmallii Ta MOCIYyr, aje BOHM MaiOTh 1 CBOI
npo0JsieMH, 1110 CTBOPIOE HOBI BUKJIMKHU B raiy3i KibepOe3neKu.

CmapTt-kapTKi, 110 BHUKOPUCTOBYIOTh Il TEXHOJIOTIi, CTalOTh BCE OLIBII
NOLIMPEHUMU y PIZHUX cdepax >KUTTS, BKIKOYAIOYM TPAHCHOPT, (PiHAHCH, MEIUIIMHY,
TOPTiBIII0, KOPHOPATUBHUK JOCTYN Ta 1HII. 3pOCTaHHS IMOMYJSIPHOCTI CMapT-KapTOK
0a3yeTbCs Ha iX 37aTHOCTI 3a0e3medyBaT OE3KOHTAKTHY Ta IMBUAKY 0OpOOKY JaHUX, 10
B CBOIO 4epry 3abe3redye 3py4dHICTh I KOPUCTYBadiB Ta IiJBHINYE ¢(hEKTUBHICTH
pizHEX mporeciB. OgHaK, pa3oM 31 30UTBIIICHHSIM BUKOPUCTAHHS CMapT-KapTOK 3pOCTAE 1
PU3MK 3JI0BKMBAHHS Ta aTrak 3 OOKy 3J0BMHCHHKIB. Taki KapTKH CTalOTh 00’ €KTOM
UTLOBUX KiOepaTak 4yepe3 MOKIMBICTh MEPEXOIUICHHS JaHUX a00 HEeCaHKI[IOHOBAHOI'O
J0CTyIy 10 00’ €KTiB, KOH(]1AEeHII1IHOT 1HPOopMallii.

Y HOBOMY 3BITI MNP0 PHUHOK CMapT-KapTOK BiJ JOCHIHUIBKOI KOMIaHI{
Marketsandmarkets 3a3naueno, mo a0 2026 poky el cexktop aocsirHe 16,9 muipn
JI0J1apiB, a CEPEIHbOPIUYHUM TeMIl 3pocTaHHs Oynae ctanoBuTH 4,0% 3 2021 o 2026 pik
[19].

be3konTakTHa cMapT-KapTa BKIIOYAaE€ BOYIOBAHWM 3aXWINEHHWA KOHTpOJIEp abo
AQHAJIOTTYHUN 1HTENEKTYalbHUN KOMIIOHEHT, BHYTPIIIHIO TIaM’STh Ta HEBEIIMKY aHTCHY,
sKa 3B’ A3Y€THCA 13 3UNTyBayaMu uepe3 0e3koHTakTHHM pagiouactotauil (RF) iHTepdetic.

Texnomorii pagiodactorHoi ineHTudikaiii (RFID) abo 3B’a3ky OIuXHBOT'O MO
(NFC) B 0CHOBHOMY BHUKOPHCTOBYIOTBCS JUIsl 3aCTOCYBAHHS 3 O€3KOHTAKTHUMHU CMapT-
KapTkamu Ta kaptkamu aoctymy. [Tannemis Covid-19 mo3uTUBHO BIUIMHYNA HA PUHOK
OE3KOHTAKTHHX CMapT-KapTOK, OCKUIbKM BcecBiTHS oprasizaiis OXOpPOHH 3I0pOB’S

(BOO3) ta ypsiau BChOro CBITY BUCTYNAIOTh 32 BUKOPUCTAHHS O€3KOHTAKTHHUX PIIIEHb
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JUISL pI3HUX IUIeH, mo0 3a0e3MeuuTH COIllajdbHE JTUCTAHIIIOBAHHS ISl CTPUMYBaHHS
NOLIMPEHHS KOpOHaBipyCcy. be3KOHTakTHI cMapT-KapTu 3a0e3MevyyioTh MNpPOCTOTY,
LIBUKICTh TA 3pYYHICTh JJI1 KOPUCTYBAUIB.

BrpoBamkeHi cMapT-KapTH y BCIX CEKTOpax OB CBOIO BUCOKY €(DEKTHUBHICTD Y
060poTh0i 3 KpaabKKamMu Ta maxpaiictBoM. JlepkaBHi nmpoekTH, Taki sk Aadhar xapra B
[H1i{, CTUMYITIOIOTH MMONMUT HAa CMApT-KapTH JIJI1 BUKOPUCTAHHS B Psi/ii CEKTOPiB. binbIie
TOT'0, OHIKYETHCSI, 110 MPOOIEeMHU OE3MEKH, OCOOIMBO Y TPOMAJICHKIM cdepi, CIPUITUMYTh
3pOCTaHHIO PUHKY O€3KOHTAKTHUX KapTOK JOCTYITY.

Opnak, pa3oM 31 30UIBIICHHSIM BUKOPUCTaHHS CMapT-KapTOK 3pOCTa€ 1 PU3HK
3JIOBKMBAaHHA Ta aTak 3 OOKY 3JJOBMUCHHUKIB. Taki KapTKu CTalOTh 00 €KTOM ILLIbOBUX
KidepaTak 4epe3 MOXIJIMBICTh EPEXOIUIEHHS TaHUX a00 HECAaHKIIIOHOBAHOI'O JOCTYITY 110
00’€eKTiB, KOHPIAEHIIIIHOT 1H(pOpMAITi.

Tomy, kibepOesneka cMapT-KapTOK HabyBa€e Bce OUIBIIOI aKTyaJIbHOCTI 1 BUMarae
KOMIUJIEKCHOI'O MiAX0oAY 110 ii 3a0e3nedeHHs. J(OCHIIKEHHs Ta aHaji3 3aXxO0JlIB 3aXUCTY
CTaIOTh HEBIJ EMHOIO YACTHHOIO PO3POOKH Ta BIIPOBAKEHHS CYyYaCHUX CHCTEM OE€3IeKH,
OCKUJIbKA BOHH CIPSIMOBaH1 Ha 3amo0iraHHs MOKJIMBUM 3arpo3aM Ta 3aXUCTY BaXKIMBUX
JTAaHUX B1Jl HECAHKI[IOHOBAHOT'O JIOCTYITY.

Mertoto 11i€T poOOTH € MPOBEAEHHS 00’ €KTUBHOTO JAOCIIHKEHHS Ta MOPIBHIBHOTO
aHajizy cMmapT-kaptok Ha ©0asi TexHosorii RFID ta NFC y KOHTEKCTI iXHBOI
kibepOesneku. Il AOCHIKEHHS JOMOMOXKYTh BHUSBUTH TMOTEHIIMHI 3arpo3u Ta
BPa3JMBOCTI LMX TEXHOJOrIHA, & TaKOX PO3pOOUTH €(PEKTHUBHI 3aXOJU 3aXHUCTY IS
3a0e3nedeHHs 0e3neKr Ta KOH(QIIeHUIHHOCTI JaHUX, 30€peKeHNX Ha CMapT-KapTKax.

OcHOBHI 3aBHaHHS JOCTIHDKCHHS BKJIIOYAIOTh BHBYCHHS CTaHy Cy4YacCHUX
texrosnorii RFID Ta NFC, anami3 iXHbOro 3acTOCyBaHHS y CMapT-KapTKax Ta
imeHTrdIKaIio TOTCHIIMHANX 3arpo3 i kKibepoesmeku. Kpim Toro, B pamkax poOoTu
OyIyTh PO3TIIAHYTI Pi3HI MOJIEN1 aTaK Ta METOJ/IA 3aXHUCTY, Kl MOXKYTh OyTH BUKOPHUCTAaHI

U1 3a0e3nedeHHs 0e31eKn cMapT-KapToK.
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1. TEXHOJIOI'TI NFC TA RFID: ITPUHIIMIT POBOTU TA TIOPIBHSJIbHUI
AHAJII3

1.1 Icropis pOo3BUTKY CMapT-KapTOK Ta OCHOBHI IPUHITUIIN pOOOTH

CMapT-KapTKu  BUHUKIM  SIK  PE3yJNbTaT  MOEJHAHHA  TOTYXHOCTI
MIKPOIIPOIIECOPHUX TEXHOJIOTIH 3 MOXJIMBOCTSIMH KapTKOBHX cHCTeM. IlodaTkoBi
BUIAJIKU BUKOPUCTAHHS KAPTKOBUX CHUCTEM BITHOCSTHCS IIE IO CEPEAHBOBIUYS, KOJIU
TOPrOBIIl Ta YIPaBJsSIOYl BUKOPUCTOBYBAJIW BEJIMKI KapTOHHI KapTKU s (ikcarii
TOBapiB, OOJIIKy omepaliii Ta 1HmMUX (iHAHCOBUX TpaH3akiii. IIpore crpaBxkHiii
IPOPUB y PO3BUTKY LIUX CUCTEM CTaBCA y PYTii MOJOBUHI XX CTOMITTS.

V¥ 1970-x pokax BUHUKJIM NEPILI MIKPONPOLECOPHI KapTKH, K1 MaJIH 34aTHICTh
30epiratu Ta 00poOIsITH 1HGOpMaIliI0 Ha caMiid Kaptui. {1 kapTku Mamu oOMexeHy
MOTYXHICTh Ta BUKOPUCTOBYBAJIUCS TOJIOBHUM YHHOM JIJISI IPOCTHUX 3aB/IaHb, TAKUX K
KOHTPOJIb JOCTYIY Ta 30epiraHHs 0coOMCTOi iH(pOopMaIii.

VY HaACTyNHOMY NECATWIITTI 3 PO3BUTKOM MIKPOEJIEKTPOHIKH Ta O€31pOTOBUX
TEXHOJIOT1H 3’ siBuiHcs 0e3npotoBi cMmapt-kapTku. TexHomorii NFC ta RFID cranm
OCHOBOIO JJIsl ITMX HOBUX MokoJiHb kapTok. NFC, mo 6a3yerbcst Ha pagioyacTOTHUX
MoJIsIX, 3a0e3neuye Oe3KOHTAKTHY Mepenady JaHuX Ha KOPOTKI BIJCTaHI, 10 POOUTH
Horo iJeajqpbHUM JUIs 3aCTOCYBaHb, TaKWX SIK OE3rOTIBKOBA oOIUIaTa Ta KOHTPOJIb
noctymy. 3 iHmoro 6oky, RFID, icTopis sKOro Hajaidye MOHaJ MIBCTOJITTS, TaKOX
BUKOPUCTOBYE PaJ10YaCTOTHI MOJs, aje Mae OUIbIIl JaTbHOCTI mepeaadl, 1o poOUTh
Horo epeKTUBHUM JJIs1 c(pep JOTICTUKH, IHBEHTapU3allli Ta CIIIKYBaHHS 3a TOBapaMH.

CporogHi cMapT-KapTKu 00’ €THYIOTHh y CO001 MIKpOIPOIIeCOpHI Ta 0e31pOTOBi
TEXHOJIOT1, HaJal4YM KOPHUCTyBauaM IMUPOKUU CIEKTP MOXIUBOCTeH. Bonm
3aCTOCOBYIOTHCSA B PI3HUX TaTy3sX, MOYMHAIOYHM BiJ] TPOMAJCHKOTO TPAHCIOPTY Ta

3aKIHYYIOUH (PIHAHCOBUMHU TOCIYTaMH Ta OXOPOHOI0 00’ €KTIB.
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Po3pobka i€l inei B Ykpaini po3nodanacs y 2003 poiri, aje Ha TOH MOMEHT
BTUIUTH ii He BAasiocs. [IoBHOIIHHA pO3pOOKa MIACTUKOBUX OE3KOHTAKTHHX KapTOK
posnovanacst y 2011 poui. Ieit npoekT Hanexxuth kommanii MasterCard, #ioro HazBaHo
PayPass. ¥ 2012 pomi OyB 3amporoHOBaHUM adbTEPHATHUBHUN BapilaHT KOMITAHIEIO
Visa, Bimomuii sik PayWave [3].

YcmiimHe  BOpPOBa/pKEHHS  OE3KOHTAKTHUX — TEXHOJOriM B YKpaiHi
HIATBEPIKYETbCSI 3MEHIIEHHSAM 4Yepr Yy Mara3uHax, MPUCKOPEHHSIM poOOTH 3
TEpMIiHAJIAMU CcaMOOOCIyroByBaHHsl (Hampukiaa, [Box) Ta mBUAKUMHU cIIaTaMu
TOBapIB 1 MOCIYT 3a JOMOMOTOI0 KapT (Hampukiaa, Monobank).

CMapT-KapTKH, BUTJISA]] SIKHX Harajaye Bi3uUTIBKY abo kpeautky (puc. 1.1) [27],
HACIpaB/l MalOTh YHIKaJIbHI MOXJIMBOCTI 3aBJSKU 1HTerpoBaHiid cxemi. {1 BupoOu
BIJIPI3HSIIOTHCS 32 TAKUMH KIIFOUOBUMU aCIIEKTaMU:

® THUII IHTETPAIILHOT CXEMHU, 5IKa BUKOPUCTOBYETHCS;

® METOJl 3UMTYBaHHS Ta Nepeaadi JaHHX;

e cdepa BUKOPUCTAHHS.

[Ilomo Tuny iHTErpaJIbHOI MIKPOCXEMH, ICHYIOTh Pi3HI BUJIU CMapT-KapTOK:

® KapTKU mNam’sTi, $SKI 3a3BUYall BHUKOPUCTOBYIOTbCS JJid 30epiraHHs
oOMexxeHoro oocsary iHdopmallii, Hanpukia, Il TPOBEACHHS IUIATEKIB HA HEBEHKI
CYMH, IO € aKTyaJbHUM ISl TPAHCIIOPTY a00 MapKyBaHHS;

®  MIKpPONPOLECOPHI KapTH, K1 TAKOX MPU3HAYEHI1 JIJIs1 30epiranHs iHpopMallii,
aJie BIAPI3HIIOTHCS IMiIBUIIICHUM PIBHEM 3aXHCTY;

® KapTH 3 KpUntorpadiyHoOIO JIOTIKOI0, 110 3a0e3MeUyI0Th 3aXUCT 1HpopMaIi
B1Jl HECAHKI[IOHOBAHOTO JIOCTYITY Ta MiAPOOKH MiMHUCIB.

beskonTtaktHi RFID-kapTku mpairoroTh 3a MPUHIAIIOM 3YUTYBaHHS JTaHUX 3a

JIOTIOMOT OO T10/Ia4i KUBJICHHS Ha MIKPOCXEMY, 110 BOy0BaHa BCEPEIUHI CUCTEMH.
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3untyBay 3 o oy T

IC‘I H C*II- Chip

Pucynok 1.1 — Cxema poOOTH cMapT-KapTKH

1.2  Tlpunmunu po6otu texHoxnoriit NFC ta RFID

Texunomnorii NFC Ta RFID 3abe3neuyiors 0e3apoToBHil OOMIH AaHUMH MIX
OpuUCTpOsIMU Ta oO0'ektamu 0e3 mnpsMoro (i3uyHoro KoHTakTy. Ll TexHomorii
JO3BOJISIIOTH TIepeiaBaTh 1H(poOpMaIlito Ha KOPOTKI BiJIcTaHi, 3a3Buuaid 10 10 cM mis
NFC 1 Bix KUJIBKOX CAaHTHUMETPIB 10 KUIbKOX MeTpiB it RFID, 1 imeansHO MiaxXoasTh
JUIS 3aCTOCYBaHb, 7A€ OOMIH JaHUMHU Ma€ OyTH IIBHJAKUM 1 3pydyHUM. BoHHM
BUKOPUCTOBYIOTBCS B 0araThOX Tally3sX, BKJIIOYAIOYM OE3KOHTAKTHI IUIATEXI,
imeHTUdIKaIliI0, JIOTICTUKY Ta KOHTPOJIb HocTymy [2].

Texnomnorii NFC ta RFID 6a3yroTbcst Ha 0€3ApOTOBOMY OOMiHI JaHUMHU 4Yepe3

pPaAloyacTOTHUM CUTHAM, ajlé BOHU MAlOTh Pi3HI NPUHLUNKA POOOTH Ta 3aCTOCYBAHHS.

1.2.1 Texuonoris RFID
RFID (Radio Frequency Identification) — e Oe3apoToBa TEXHOJIOTis, SKa
BUKOPUCTOBYE  pamioXBWii s imeHTU(IKAIli Ta BIACTESXKEHHS 00 €KTIB.
3aCcTOCOBYETHCSI MIKpOYHI BCEPEAMHI Tera i 30epiranHs nanux. s npuiiomy Ta
nepenayi iHdopmarlii BUKOpUCToBYIOThCSE RFID miTku Ta RFID 3untyBaui. 30BHIIIHIN

3unTyBad ckanye nam’site RFID-mitku Ta 00poOinsie orpumani mani. I[Iporpamue
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3a0€3MeueHHs BIJIMOBIIA€ 3a IUIICHY po0OTy cucTeMu. MeToau aBTOMATUYHOI
iAeHTUdIKalii 00’€KTIB 3 KOXHUM POKOM BHUKOPHUCTOBYIOThCS Bce uactime. RFID
MITKM MOXXHa KJacu(iKyBaTH Ha AaKTHBHI Ta IIaCHBHI, 3aJIKHO BIJ HASBHOCTI
KUBJICHHS.

AxtuBzi RFID-miTKH MatoTh y co0i mKeperno eHeprii ams 3a0e3rneueHHs Helo,
y Toit yac sk macuBHI RFID-MiTku 3a0e3medyloTh Mojpayy eHeprii 3a JOMOMOTrOI0
pasioXBUIIb, 1110 MEPENAIOThCS MPUCTPOEM, 10 3UUTY€E. AKTUBHI T€HEPYIOTh CUTHAIH
Ha JIaJICKUX BIJCTaHSIX, OCKUIBKH MITKa Ma€ BJIacHE JuKepeno eHeprii [17].

[TacuBui RFID-cuctemu MiTku moTpeOyIOTh >KUBJICHHS BiJl 34MTyBada, 1100
nepenaty curHai (IpuuoMy Ha KOpOTKY BifcTaHb A0 20 cMm).

Ha puc. 1.2 npeacrasneno 6a3oBy cxemy poootu RFID Texuomorii [28].

Komn'toTepra
6a3a JaHHX

|

Tlepenaya indopmanii
Mik RFID-34HTyBa"eM Ta

KOMIT'IOTepOM
.J ITepenava RFID
RFID Mmitka iHpopMamii MK IYHTYBAY

RFID-MiTKOIO T2
AHTEHOIO

Be3aporose 3'€IHAHHA
MiX aHTeHOIo Ta RFID-

3YHTYBaYeM

36upae Ta 3Gepirac
iHdopmario

Pucynok 1.2 — bazosa RFID cucrema

RFID Moe BUKOPHUCTOBYBATHUCS B PI3HUX Taly3siX IPOMHCIIOBOCTI,
TBApUHHMIITBI, MEAMIIMHI, 0i0mioTekax Ta Jyorictuili (puc. 1.3) [29]. B ocHOBHOMY
pO37piOHOMY CEKTOpl BKazaHa TEXHOJIOTIS TaKOX BIJICpae pojib y 3amodiraHHi

KpagikkaM. it momryky ta 3untyBanHs iHQopMartii 3 RFID-mitku B RFID-cuctemax
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HEMa€e HEeOOX1THOCT1 Y MpsAMIi BUAMMOCTI MapKOBaHOr0O 00’€kTa a00 KOHTaKTI MITKHU
Ta 3unTyBaya. [lomlyk Ta 34WTyBaHHsS MITOK MOXYTh BHUKOHYBATHCS HaBITh 4epe3

yITaKOBKY a00 Ha BifcTani Bix 20 cm g0 300 M [16].

“ 8 Meammma

® Topriena
JloricTHEa T2 TpEECIIOPT
= bankinT, QiHancos

CEpEICH
= [Hme

Pucynok 1.3 — Cdepu Buxkopuctanus texnosorii RFID na 2023 pik

[Mpunmunu po6oru RFID mno cBoiif cyTli € YAOCKOHAJIEHUM alrOpUTMOM
padloNoKalIMHOrO BU3HA4YEHHs 'CBIM-uyxuil'. AmapaTHO-NMPOrpaMHUNA TEXHIYHUUN
KOMIUIEKC JJIsi aBTOMAaTUYHOTO MOUIYKY BiJAMIHHOCTEM BHKOPHUCTOBYE padiOXBHIIL
neBHOI 4vactotu. JlaHi 30epiraroTbCsi B CHELIadbHIA MITHI (T€ry), Ky MOXXHa
npuiiMaTH, a TOTIM po3mudpyBaTH TUCTAHIIIHHO 3a JOTIOMOTOK CHEIliaThHUX
3unTyBadiB. TexHONOriss Ma€ JOCUTh MPOCTUNA MeXaHi3M pobotu: 1HDOpMaIis
3aMHUCYETHCA 32 JOTIOMOTOI0 PaIIOXBUJIb HA MIKPOYHII, TaH1 HAIXOASTh HAa 3UNTYBaY 3a
JIOTIOMOTOI0  PaJllOCUTHaNly BOYJOBAaHOI AaHTEHHW; BU3HAUYEHHS BHUIPOMIHIOBAIBHOL
YacTOTH, HAJAIITYBaHHS 1 3UMTYBaHHSA BIJOMOCTEW 3IIMCHIOETHCS aBTOMATHUYHO 32
JOTIOMOT'OF0 CKaHepa.

Ak 1 mTpux-koau, MiTku RFID Mo)kHa BUKOpHUCTOBYBATH ISl IIBHJKOT
imenTudikamii 00’ekTa, OAHAK, Ha BIAMIHY BiJ] IITPUX-KOAIB, KIJTbKa MITOK MOXXHa
CKaHyBaTH OJTHOYACHO i1 0€3 He0OX1THOCT1 (PI3UYHOrO OIJISIY €TUKETKH, TAKUM YUHOM
CKOPOYYIOYH Yac, BATPAUYEHUH Ha yrnpasiiHHS 3anacamu. RFID-MITKH TakoX MOXYTb

MICTUTH HabaraTo Ouiblne 1HPOpMAI], HIXK IITPUX-KOJH, 1 CTBOPIOBATH OUIBII TOUYHY
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1eHTU(IKALII0 TPEIMETIB, BIICTEXKYBAaTH, KOHTPOJIOBATH Ta 30epiratu JaHi. 3aBAsKu
HeBenukomy po3mipy RFID-MITKH pO3MIIITYIOTBCS] B TOBCAKACHHUX MPeAMETaX, TAKUX
K aCIOPTH, 010J110T€UH1 KHUTH, OAAT 1 IJIATIKHI KaPTKU.

[Tomut Ha pamiowactotHy imeHtudikamito (RFID) 3’sBuBCcs mie Ha movaTky
21-ro cromitTsa. OHAK, CHCTeMa MOCTIHHO BIOCKOHATIOETHCS, BAKOPUCTOBYETHCS JIJIS
MapKyBaHHS Ta aBTOMAaTUYHOI imeHTudikamii npoaykiii. Ane nepenik ¢pynkiiid RFID
Habarato mupmui. 3a JOMOMOTOI0 Cy4acHOi TE€XHOJOTi MOXHa 1IeHTU(DIKYyBaTH Ta

KOHTPOJIIOBATH PyX MapKOBAHUX 00’ €KTIB — SIK KUBUX, TaK 1 HEKUBUX.

1.2.2 Texunonorii NFC

NFC — e BucokouacrtotHa (13,56 MI'11) TexHomoris 6€31poTOBOro 3B 3Ky, sKa
7A€ 3MOTY JBOM E€JIEKTPOHHUM IMPUCTPOSIM B3aEMOJISITH OAWH 3 OJHHUM, KOJIU BOHHU
3HaXOJAThCS HA BIJICTaH1 MPUOIN3HO 4 cM, 110 poouts NFC Ou1bII aanTUBHUM, HIX
RFID, 1, kpiM TOro, HOCTymHUM Jyisl BCiX 3a Jonmomororw cMmaprdoniB. BoHa Bxke
IIAPOKO BHKOPHUCTOBYETHCS 11 OE3KOHTAKTHOI OIUIATH Ta KOHTPOJIO JOCTYITY,
HANIPUKIIAQJ, Y TPOMAJCHKOMY TPAHCIIOPTi, ajie OfHAa 3 HOBUX MOKJIUBOCTEH Ili€i
TEXHOJIOT1i TOJISITa€ B «PO3YMHIM YIMAKOBII» Ta «PO3YMHOMY MapKeTHHTYy». NFC
MO’KHA BUKOPUCTOBYBATH JJIs1 0OMIHY IU(POBUM BMICTOM, a TAKOXK JJIs T1ABUIICHHS
3anmydeHHss kimieHTiB. Po3mictuBmim Ter NFC y mnpomykTi, KIIEHTH MOXYTh
BIJICKAHYBaTH Ter, 1100 Ji3HATUCS OUIBIIE MPO TOBAP, B3SITH y4acTh Y KOHKypcax a0bo
JIETKO 3MIHHUTH 3aMOBJIcHHs [18].

NFC — me yHikampHa Oe3medHa TEXHOJOTiA, SKa 3a0e3redye BUHITKOBY
B3a€MOJIIIO 3 KJIIEHTaMM Ta Ternep Biakpura sk ans Android, Tak 1 qst IOS, mo Hanae
0e3MeXH1 MOXKIIMBOCTI OO0 3a1yYEHHS Ta 33JI0BOJICHHS KIIIEHTIB.

OcuoBHi puaIUIHY 6e3nexkn NFC BKIIFOYarOTh:

e 0OMeXEeHHS BIJCTaHI 3B S3KY;

® BUKOPHUCTaHHS 0€3MEYHOro NPOTOKOIY Mepeaayl JaHuX;

e OOMEXEHHS CyMH IIATEXKY;
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®  3axUCT BIJ] KOMIIOBAHHS YMITY.
Taxi 3axoau poOnsATh O6e3neyHuM BUKOopucTaHHa TexHonorii NFC mns pizHux
BU/IIB OTI€palliil.
Texnonoris NFC Mae 1ocTaTHbO IIMPOKE 3aCTOCYBAHHS Y PI3HUX c(hepax, TAKHX
SIK, MOOUTBHI IJIaTeX1 (J03BOJISIE 3IMCHIOBATH OE€3KOHTAKTHI IUIaTEX1 3a JOIMOMOI'0I0
cmapTtdoniB abo cnerianbHuX NFC-kapToK), 10CcTyM 10 00’ €KTiB (1711 6€3KOHTAKTHOTO
BIIKPUTTS JIBEpPEH, MPOXOJy HAa TPAHCHOPT ab0 MOCTymy A0 OGICHUX MPHUMIIICHD),
IHTEPAKTUBHUIM MAapKETHHT (M1 CTBOPEHHS IHTEPAKTUBHUX MAapPKETHHTOBUX 3aXO/IIB,
TaKHX SIK «PO3yMHI» TOcTepHr a00 BI3UTIBKH, K1 MOXKYTb NepenaBaTi 1HPOpMaIIio Mpo

ToBap abo nmocuinanus) Tomo (puc. 1.4) [30].

" ' Bpeunoranicts - .
Ozxopona 310poB'a PEHT BincninxoEVEaHHA aKTHEE

T efiminr AECECYAPE Tparcmopt

N iﬁﬂgx
@& P& Q@% S <

' «f B o

. - . P .
Iupycrpin Pozymuunit byamsok Koutpone gocTymny ArtoMobinsHa Tourm nponay
Pozymue micto POMHCIIOBICTE

TlobyTora TexmHika

Pucynok 1.4 — Cdepu Bukopucrandsi NFC texnosnorii

1.3 TlopiBHsnbHHMIA aHami3 epeBar Ta HeAoikiB TexHojorii NFC ta RFID

[TopiBHsUIbHUI aHaNI3 MepeBar Ta HEJOJIKIB KOXKHOI TEXHOJOTI € BaKJIUBUM
KPOKOM Yy BHOOpP1 HAHOUIBIN MIAXOASIIOrO PIICHHS JJIi KOHKPETHOTO 3aCTOCYBaHHHI.
RFID ta NFC Binpi3HSIOTBCA Y CBOIX MOMKIMBOCTSIX Ta OOMEKEHHSX.

Texnomoris RFID BimomMa CBOIMH MOXJIHMBOCTSMH, IIMOJAO  IITUPOKOT
aBTOMaTm3allii Ta epeKTUBHOCTI B YIPaBJIiHHI JIOTICTUKOIO Ta 1HBeHTapu3aiii. BoHa
MO3K€ TpalfoBaTH Ha 3Ha4yH1 BijicTanl. OJIHaK BapTICTh BIpoBakeHHsa cuctemu RFID
MOXKE€ OyTH JyXKE€ BHCOKOIO, a JCSIKI CHCTEMH TaKOXX MOXYTh MaTH OOMEXEHY

JAIbHICTh 3YUTYBAHHS.
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Texnomnorist NFC Biipi3HS€TbCSI CBOEIO 3pYUHICTIO Ta 0€3MEKO010, 3a0€3MeUy0un
MBUIKUN Ta Oe3neyHuid OOMIH JaHUMHM MK mnpuctposimu. OaHak Horo poOoda
JANbHICTh 34YMTYBAaHHS Ta CYMICHICTh MOXYTh OOMEXKWUTH HOr0 BHUKOPUCTAaHHS Yy
JESAKUX CIICHAPIsX.

[TopiBHSIIPHUYM aHAJI3 TaKOXK BKIIIOYAE OIHKY TEXHIYHUX XapaKTEPUCTHUK
KOKHO1 TE€XHOJIOT11, TAKUX SIK IIBUJKICTh IIepeaadl JaHUX, MOKIHUBICTh OJTHOYACHOTO
0o0poOnieHHsT OaraThbox MITOK a00 TPHUCTPOIB, BUTpATH Ha I1HGPACTPYKTYpY Ta
niaTpumMky. Tak RFID Moxke BUKOPUCTOBYBATUCS B PI3HHX rajy3sX MPOMHUCIOBOCTI,
TBApUHHUIITBI, MEAUIIMHI, 010i0Tekax Ta JOTicTUIl. B OCHOBHOMY po3apiOHOMY
CEeKTOpl BKa3aHa TEXHOJIOTIS TAKOX BIAIrpae poib y 3amodirandi kpamibkkam. s
nomyky Ta 3udryBaHHd 1H@QopMmauii 3 RFID-mitku B RFID-cucremax Hemae
HEOOX1THOCT1 y MOpsIMId BHAMMOCTI MapKOBaHOrO 00’€kTa ab0 KOHTaKTI MITKU Ta
3unTyBava. [lomryk Ta 34YMTyBaHHS MITOK MOXYTh BUKOHYBAaTHCS HaBITh depe3
ynakoBKy a0o Ha BizacTtadi Bix 20 cm 10 300 m.

Y cBowo yepry NFC O6inbiie BUKOPHUCTOBYETHCS B MOOLIBHUX IJIATEXaX,
TpaHcnopTi, KoHTpoui foctyiy. NFC mMoxe 3untyBatH iHpOpMaIlito JUIIIE B /liarna3oHi
10 5 cM. TexHIyHUI NpUHOM, IO PO3TIATAETHCS, Ty>KE TOIIMPUBCS 1 BIPOBAIUBCS B
chepy MoOUTbHMX miaTexiB. Benmuki muatikui mnatdopmu, Taki sk Google Pay,
Samsung Pay, Apple Pay Ta Fitbit Pay, Bci 3acHoBani Ha MiTkax NFC niis 3untyBaHHs
nanux [20]. Ilpuctpoi, sxi miarpumytoTs NFC, MOXKHAa BUKOPUCTOBYBATH SIK Pi3Hi
nokyMeHTu. Hampukian, sik macmopt abo eeKTpOHHE MOCBITYeHHS 0coou. BoHo Moxke
BUKOPUCTOBYBATHUCS BCIMa BUAAMHU CMapT-KapT. MoxHa 3p0OUTH TPAHCIIOPTHI KapTH,
KapTH KJII0ul Ta KapTu Juist Bxony B cuctemy. NFC Takoxk MOXe BUKOPHUCTOBYBATHCS 1
B COIllaJIbHUX MEpexax, st oomiHy ¢ortorpadismu, Bigeo, (aitmamu Ta 3a0e3meunTn

JOCTYTI 10 PO3PaxOBaHUX HA 0araTo KOPUCTYBaviB MOOLTEHUX 1TOP.

RFID TexHo0r1s MATPUMYE JIUIIE OJJHOCTOPOHHIH 3B’ 130K. OCKIJIbKY 3UNTYBay
OTPUMYE PaJIOXBHIII BiJI MITKH Il 3YUTYBaHHS JAaHUX. 3aBJISKH CICKTPOMArHITHIN

1HayKIil, Mo cTBOproeThesi, RFID-MiTKa OTpuMye €HEpriro Ta aKTUBYE MIKPOYHII
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ycepeauHl. MIKpOYuIl aKTHBYETbCS Ta TOCHJIAE DPAMIOXBWII HA 3YMUTYBay, SIKUM
oTpumMye Ta 3untye AaHi. [Ticis eaekTpoMarHiTHOI IHAYKIIT MK HUMH aKTUBHA MiTKa
RFID aktuBHO mocwiarume pagioxBuwii 3uutyBady. Ha Binminy Bim RFID, NFC
BUMAara€ HasBHOCTI JIBOX KOMYHIKAI[IWHUX TPUCTPOIB Ha BIJACTaHI KUIBKOX
CaAaHTUMETPIB OJMH BiJl OJJHOTO Ta MPAMOI JIiHIi 3B’ 513Ky 3 00’€kToM 3unTyBaHHsA. NFC
MOJK€ 3YMTYBATH JUIIE ONHY MITKy omuH pa3. Kpim Toro, NFC moxe HamaBaT sk
OJTHOCTOPOHHIN, TaK 1 JBOCTOPOHHINA 3B’A30K. BiH MOXe€ BHKOPUCTOBYBATHCA SK

HOPUCTPIH [Tt 3UnTyBaHHs a00 sk MiTKa [12].

1.3.1 Tleperaru Ta Hegoiniku TexHosorid RFID ta NFC

Jlo ocHoBHUX nepeBar TexHosorii RFID moxHa BigHeCTH:

® BHCOKY IIBHJKICTh 3UYMTYBAaHHS Ta Mepeadl JaHUX: 3UUTyBay aBTOMaTUYHO
3UNATYE JECATKH TPUCTPOIB HA CEKYHAY, IO3BOJISIE IEpE3almMCyBaTH Ta BHOCHTHU
JOIaTKOBY 1H(opMaIlito;

® 3HIDKEHHS BIUIMBY JIFOJICHKOTO (PaKTOpPy: aBTOMATUYHE CKAaHYBAHHS Ta 3aITHC
JTaHuX 0e3 BTPYYaHHs JIFOINHH;

® [IBWAKHUH MMOIIYK MITOK 0€3 MPsAMOi BUAMMOCTI: Alana30H YATAHHS paJlloTera
cTaHOBUTH 10 MeTpiB 1 OUIBIIE, MOXKIIUBE MPUXOBAHE PO3MIIIEHHS MPUCTPOIO Ta HOT0
YUTAHHS Yepe3 YIaKOBKY;

e Oesneky Ta KOHOIICHIIINWHICTH BIJOMOCTEH: 4uI Mae YHiKanbHuil D,
3anucaHi BIJOMOCTI MOXYTh OyTH 3aCEKpEUeHi,

® CTIfKICTh N0 arpeCUBHUX CEPEIOBHUII; MITKH PO3IMI3HAIOTHCS 4Yepe3 mapy,
BOoAy, map Opyny, (apOu, omii; iHGopmallis HepeKauyeThes 3a OyAb-IKUX YMOB,
CTIHKICTH /10 BUCOKUX THCKIB Ta TEMIIEpaTyp;

® QIPTEPHATUBY IHIIMM BHUJAM MapKyBaHb: BHUKOPUCTaHHS B PI3HUX
CepeloBHUIIaX Ta yMOBaXx.

[Io cTocyeThcst HEMOMIKIB, TO MOKHA BUIUTATH HACTYMHI MYHKTH:

® 3aJCKHICTh BiJ] EJIEKTPOMATHITHUX TMEPENIKO: MITKH HEJOCTYITHI IS
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3YNATYBaHHS Y TOIMIKOKEHOMY BUTJISI,

e oOMeXeHa BIJICTaHb 3YUTYBAaHHS: HE BCl MITKM 34YUTYIOTHCS 3 BEIUKOI
BIJICTaHI,

® BIUIMB BOJIOTH: MITKHA CXWIbHI 10 HETATHBHOT'O BIUTMBY BOJIOTH.

VY NFC texnonorii cnucok nepesar 0yie HaCTyITHUM:

e Oe3nmeka 1nOpu  OJM3BKOMY  KOHTAKTi:  YCKIAIHIOE  MEPEXOTUICHHS
KOH(p1IeHUIHOI 1H(OpMaIli, HU3bKE CIIOKUBAHHS €HEPrii;

e [IBHUAKI OE3KOHTAKTHI IUIATEXKI: I1J€aJIbHO MMIAXOAWUTH IS IIBUIKUX
OE3KOHTAaKTHHX IUIaTEeXIB, iMnyJibe TpuBae 0,1 cexynau;

® CKJIaJHa TEXHOJIOTis: J03BOJII€ BUKOHYBATH Olepalii YUTaHH:/3aMuCYy;

® PI3HOMAaHITHICTh 3aCTOCYBaHb: MIATPUMKA OJTHOPAHTOBOTO OOMIHY, YATAHHS
KapT Ta CMapT-IJIaKaTiB.

J1o HemOIIKIB BITHOCSITHCS:

e oOMexeHa BiicTaHb POOOTH: Mpallo€e HAa ManuX BiacTaHsx (10 10 cm);

® HEBHMCOKA IIBUJKICTh NEepeaadi: MakCUMasibHa MIBUJIKICTh Niepeaadi OJu3bKo
400 x011/c;

® He MIAXOIUTHh IJIA Mepenayl BeIuKux (QaiiaiB: HE MOXE KOHKYypyBaTH 3
Bluetooth abo Wi-Fi B nepenaui Benukux ¢aiinis.

Bub6ip mix RFID ta NFC 3amexuTh BiJ KOHKpETHHX MOTped 1 yMOB
BukopuctanHsa. RFID miaxoauTs 11 cuTyalliid, e moTpiOHe 3YNTYBaHHS HA BEIIHMKIM
BiJICTaH1 0€3 MPpsSMOi BUIAMMOCTI, 1I€aJIbHO TMIAXOAUTh JJIs JOTICTUKH, 1HBEHTapu3allii
Ta yOpaBlIiHHSA 3amacamu. l[IpoTre #WOro BHCOKa BapTICTh 1 YYTJIHUBICTH JO
€JIEKTPOMArHITHUX MEPENIKO MOXKYTh CTaTH HEIOIIKAMH.

NFC, 31 cBO€I0 37aTHICTIO O MIBUAKUX 1 OE3MEUHUX TPaH3aKIii Ha KOPOTKUX
BIJICTaHSIX, € ONTHUMAaJIbHUM BHUOOPOM JJii OE3KOHTAKTHUX IUIATEXKIB, JOCTYIY 0
OpUMIlleHb Ta OOMIHY JaHMMHM MDK MnOpucTposmu. BOynoBana migTpuMka B

cMapTdoHax poOUTH ii 3pyUHOIO Ta EKOHOMIYHOIO, ajie OOMEKEHa JalIbHICTh 1 HU3bKA
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HIBUJIKICTh Mepeaadi JaHuX OOMEXYIOTh ii BAKOPUCTAHHS IS BEJIMKUX (DailiB.

1.4  Tlpuxknaau cranaaptiB TexHonoriii NFC ta RFID

Sx Bxke Oyno Bume 3a3HaueHo, NFC ta RFID Ttexnororii maroTe mmpoke
3actocyBaHHsI y pizHuX cdepax Bukopuctanas. NFC po3poOiseTbcsi Ha OCHOBI
texHosorii RFID, To6To 3a cBO€IO TPUPOI0I0 BOHU Maii’Ke OJTHAKOB1 Ta 3aCHOBYIOTHCS
Ha TIepe/iadi CUTHAITY M 00’ €KTaMU 3 OJHUM 1 TUM CaMHUM PO3TallyBaHHSIM.

CrangapTy 1MX TEXHOJOTIA BU3HAYAIOTH HaOlp crenu@ikaiiid Ta mpaBuil, 110
J03BOJIAIOTH PI3HUM BUPOOHHUKAM CTBOPIOBATH MPHUCTPOI, 110 3MOXKYTh CIIBIIPAIIOBATH
MDK cobOoro Oe3mocepenHbo Ta edekTtuBHO. Ile 3abe3medye CyMICHICTD MIXK
MPUCTPOSIMU PI3HUX OPEHAIB Ta POOUTH MOXKJIMBHUM 3aCTOCYBAaHHS ITUX TEXHOJOTIH Y
0aratbox rajy3ax. 3aBJsKH CTaHAapTaM, KOPUCTYBayl MOXYTbh BUKOPUCTOBYBATH PI13HI
OPUCTPOI Ta CUCTEMH O€3 HEOOXITHOCTI y KOMILJIEKCHOMY IMEPEKOMIIOHYBaHHI abo
J0JJATKOBOMY IPOrPaMyBaHHI.

ISO 15693 — me MiXKHapOIHWIA CTaHAAPT MJIsS 3aCTOCYHKIB, 3aCHOBaHHMX Ha
texrosorii RFID. Ctangapt Bu3Hauae intepdeiic ta cnenudikamii nepeaadi JTaHux s
CMapT-TeriB Ta 3YMTYBayiB, IO IpaIorTh Ha vacTori 13,56 MI't. MakcumanbHa
BIJICTaHb 3YUTYBAaHHS MITOK, 1110 BiJIMIOB1Ial0Th IbOMY CTaHJAPTy, CTAHOBUTH 2 METPH.
MinimansHuii poOoumnii mianazoH craHoBuTh 0,15 A/M, a MakcuMmanpHUN — 5 A/M.
Meton KOAyBaHHS MDK 34YUTYBau€M Ta MITKOIO BHUKOPUCTOBYE IMITYJIbCUBHY
MOYJISIIIEO TTOJIOKEHHS IMITYJIbCY 1 MATPUMYE JIBa pSKUMU KoayBaHHs (256 BHOOpY
1 pexxumy i 4 Bubopy 1 pexxumy) [15]. KogyBauHS 1aHMX CMapT-MITKH JJIsl 3YUTyBada
BIIOYBA€ETHCS Yy MAHYECTEPCHKOMY KO/ (IBIMKOBOMY K011 0€3 MOCTIHHO1 CKIIaJ0BOi, B
SAKOMY 3HAUEHHS MepeaHoro 0iTa BU3HAYAE€THCS HAMPSIMKOM 3MIHHU JIOTIYHOTO PIBHS B
cepenrHi 00yMOBJIEHOTO 3a3JajieTilb YacOBOTO IHTEPBATY), 3QJIEKHO BIJ TOTO, SK
HanamroBaHui curHan. [lIBuakicTh mepenadi JaHUX TaKOX BapiloeThes. SIK moka3aHo
y Tabn. 1.2, MITKU TMATPUMYIOTH SK BUCOKONIIBUAKICHHUNA, TaK 1 HU3bKO HIBUIKICHHMA

3B’ A30K.
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[Hmmm mixuapoguuMm cranaaptoMm RFID e 1ISO 14443. Crangapt Bu3Hauae

nepenayy Ta XapakTepucTHKy wiei nepenaul aanux miasa texnonoriii NFC 1 RFID, mo

npaioTh Ha dactori 13,56 MI'm. 3arnumbmiorounch y TPUHLIMII CTaHAApPTY, BiH

BU3HAYA€E Tepefavy JaHUX MDK JIBOMa 34UTyBa4aMH Ta MIKPOCXEMOIO OJMKHBOTO

nonsi: T A 1 tun B. Crampmapt miarpumye nepemady nanmx Big 106 k6it/c 1o

848 xoir/c.

Cranpapt ISO 14443 B OCHOBHOMY 3aCTOCOBYEThCS y cdepax yIpaBIiHHS

MepPCOHAJIOM Ta 1IeHTU(IKAIIIT 32 JOMOMOT00 MIKPOYHIIIB OJMKHBOTO pajiiycy Aii.

OCHOBHUMH raj1y3siMu 3aCTOCYBAHHA € KapTKH, yr[paBJ'IiHHH YICHCTBOM, KapTKHU

TS TIOKYTIOK, €JIGKTPOHHI JTOKyMeHTH ToIo [9].

Tabmuus 1.2 — poayktu crangapty ISO/IEC 15963

IIponyxr

Orc

KagpoBuii kanan

€ maditumoBimmM 1npoaykToM ctanmapry ISO 15693. Binm migTtpumye
PO3Mi3HaBaHHA CMapT-MITOK B OJHOMIpHHIA Ta/ab0 JBOMIpHIM Opi€HTAIlisX.
CranmapTHa BiZICTaHb 3UMTYBAaHHS MITOK CTaHOBHTH Oinbiie 120 cm. Bonn
IIUPOKO BHUKOPUCTOBYIOTBCS B Takux cdepax, sK igeHTH]iKaris
0COOMCTOCTI, ynpaBiiHHSA 010J110TEKaMH, KOHTPOJb JOCTYITY, BIJICTEHKEHHS
TOBapiB, 00poTHOA 13 MiAPOOKAMH, JIOTICTHKA TOILIO.

Bce CIIPSIMOBAaHUI
KaHaj

[TlinTpuMye TpUBUMIpHE 3UMTYBaHHS MITOK, BICTaHb MK KaHaJaMH MOXKe
nocsiratu moHaz 90 cm, mintpumye EAS, pexxum BusiBinenns AFl, miarpumye
oaitH-3acTOCYHOK Ta TapaliellbHe BUKOPHCTAHHS JACKUTBKOX aHTEH, MOXKE
ABTOMATHYHO MiAPaXxOBYBATH Ta BiJI0OpaKaTH KUTBbKICTb JIFOJICH, 110 BXOISATh
Ta BUXOJSATh.

Po3ymna nmosuus st
KHUT

[HTENeKTyaIbHA KHIDKKOBA TIOJIAIS — 1€ BHCOKONPOIYKTHBHA CHCTEMa
VIpaBIIiHHSA KHUTaMH B PEXHMI pPEaJbHOTO dYacy st O0i0mioTek, o
BUKOpUCTOBYE TexHosoriio RFID s inenTudikariii KHUT Ha PiBHI OJJUHMLI,
a TakoXX BUKOHYE Taki (YHKLIi, SIK BIJACTEXKEHHS KHUT, 1HBEHTapH3allis,
3aIUTH Ha KHUTH, CTATHCTHUKA.
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2. OI'JiAAd, AHAJI3 TA JOCBIZA BUKOPUCTAHHA RFID TA NFC
TEXHOJIOTTi1, RFID TA NFC CMAPT-KAPTOK HA MDKHAPOJITHOMY TA
HAIIIOHAJIBHOMY PIBHAX

2.1  Posutok TtexHonorii RFID ta NFC Ha MikHapogHOMy piBHI, ix
PO3MOBCIOJIKEHHS Ta 3aCTOCYBaHHS y PI3HUX KpaiHax CBITY

Ha mibxuapoanomy piBHi, TexHosorii RFID ta NFC Bigirparots KJIr04OBY POJib
y BJIOCKOHAJIEHHI PI3HOMAHITHUX acrekTiB O0i3Hecy Ta mooyty. RFID, sk 6e3nporoBa
TEXHOJIOTISl 1MeHTUdIKaIli, cTaja HEOOXIMHOW s ePEeKTUBHOrO YIPaBIIHHS
JIOTICTUKOIO, BEACHHS 1HBEHTapu3allli Ta 3a0e3neueHHs] Oe3MeKu B PIZHUX Traiy3six,
BKJIIOYAI0UH BUPOOHUIITBO, PO3APiOHY TOPTiBIIIO, TPAHCHOPTHI MOCITYTH T2 OXOPOHY. i
3aCTOCYBaHHsI TMOIIMPIOETHCS Bl BIJACTEKEHHA TOBapiB y MOCTAYAIbHUIIBKOMY
JIAHII0XKKY 10 KOHTPOIIO TOCTYIY /10 OYy/IBENb 1 TPAHCIIOPTHUX CUCTEM.

Ha wixHapogHoMmy piBHI BiOyBaeThCcs aKTHBHA pO3pPOOKa CTaHAAPTIB 1
MIPOTOKOJIIB JIS IUX IBOX TEXHOJIOTIH, 110 CIIPUSIE iX BIPOBAHKEHHIO B PI3HUX KpaiHax
1 cekrtopax. KpiM Toro, 3aoxo4yroTbCs JMOCTIPKEHHS Ta IHHOBAIli JII HOBUX
3aCTOCYBaHb, SiIkKi MOXKYTh po3muputu BukopuctanHs RFID 1 NFC B tomy uywmcni y
BUPOOHUIITB1, OXOPOHI 3JI0POB’sI, TPAHCIIOPTI Ta 1HIIUX cekTopax. Lleit 6e3nepepBHUit
po3BUTOK 1 po3mupeHHs cdep 3actocyBanHs poouth RFID 1 NFC xkmrouoBoro
TEXHOJIOT1€0 B UG POBIiil TpaHchopMallli CydacHOro CyCIHIbCTBA.

Posnoscrokenns ta 3actocyBanHs TexHosorid RFID ta NFC Binpi3HstoThCS B
PI3HHUX KpaiHax CBITY B 3aJI€KHOCTI B1Jl TEXHIYHOI'O PO3BUTKY, EKOHOMIYHHX (DaKTOPIB
Ta KyJbTYpHHUX 0coOmmBocTel. OHAK, 111 TEXHOJIOTIT CTAI0Th BCE OUIBII MOMYJISIPHUMH

Ta IAPOKO BUKOPHCTOBYIOTHCS B ychboMy cBiTi (puc. 2.1) [31].
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B Bucoxnt

Cepeprtit v p

Hirprant

Pucynok 2.1 — MixkHapoaHHUI pUHOK CMapT-KapTOK

VY po3BuHeHUX KpaiHax, Takux sk Cronydeni llItatn Amepuku, SnoHis, kpainu
3axigHoi €Bponu, RFID ta NFC mmpoko BUKOPUCTOBYIOTHCS B PI3HHUX Tally35X, TAKUX
SK:

e JjoricTuka (BmpoBaJKyeThes TexHoorist RFID mist BicTe:KeHHs TOBapiB Ta
ONTUMI3aIli JTOTICTUYHUX MPOIECIB);

® [UIATIXKHI CUCTEMH Ta TPaH3aKIii (MI>KHAPOAHI OaHKU Ta (PIHAHCOB1 YCTAaHOBHU
BIIPOBAKYIOTh TexHOJorit0 NFC B 6aHKIBCHKHX KapTKax Ta MOOLIBHHUX 3aCTOCYHKaX
JUTSI 3pYyYHUX Ta 0e3neuHux 0e3pOTOBUX IJIATEXIB);

® TPAHCHOPTHI CUCTEMH (AJIi TPOMAJCHKOTO TPAHCIOPTY BUKOPUCTOBYIOTH
texHosoriro NFC st 6e3koHTakTHOI oriaTu npoi3ay. Tak, Hampukian, y Jlonmoni
cuctema oratu tpancnopty "Oyster Card" BukopuctoBye NFC-kaprtu, siki MOXXKHa
IPOCTO MPUTpPUMATH OUIS YWTaya MiJl 4ac BXOAY Ta BUXOIY 3 TPAHCIOPTY, II00
3IIACHUTH OIUIATY);

® KOHTPOJb AOCTYIY (MIKHAPOAHI KOpHOpaIlli Ta YCTAaHOBH BUKOPUCTOBYIOTh
RFID TexHosorito 1151 KOHTPOJIFO AOCTYITY 0 CBOiX MPUMIIIECHb YU 00’ €KTIB. Y TaKUX
CUCTEMaXxX KOXKEH CIIBpOOITHUK abo ricTh Moxe MaTu RFID kaptky abo Opaciner, sikuii

J03BOJIsIE a00 OOMEXKY€E TXHIN JOCTYM J0 PI3HUX 30H 200 MPUMIIIIEHB) TOIIO.
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3arajioM, xo4a piBeHb PO3MOBCIOJIKEHHS Ta 3acTocyBaHHs TexHousorii RFID ta

NFC mosxe BapitoBaTHCA B pI3HUX KpaiHaX, iXHE 3HAYEHHS Ta MOTEHI[IaN Yy Cy4aCHOMY
CBIT1 HAJ3BMYAHO BEJNUKI, 1 Il TEXHOJIOTIi MPOJAOBXKYIOTh IIMPOKO PO3BUBATUCS Ta

3aCTOCOBYBATHUCS B yChbOMY CBITI.

2.1.1 Tlpuknan Bukopuctanus texHomuorii RFID y cBiTi

Iramiiicbke micTeuko MinbsiHIKO, 110 B TpoBiHIIii K’€Ti, € yCHINTHUM MPUKITIaIoM
Bukopuctanusi TexHoiorii RFID pana omudpyBanHs 1 aBTromarusaiii 00Ky
yHOpaBIiHHA BigxogaMu. Sk 1 6araTo 1HIIMUX 1TaTiiChbKUX MICT, B MUJIbSIHIKO 32 OCTaHHI
KUJIbKa POKIB aKTUBHO po3BuBajiack mojenb Pay as You Throw (PAYT). Lle moxens
I[IHOYTBOPEHHS JJIA YTWJI3alli TBEepAUMX MOOYTOBHX BIAXOMIB. 3 KOPHUCTYBayiB
CTATYETHCS CTaBKa B 3aJICKHOCTI1 B/l KUTBKOCTI Ta TUITY B1JIXO/1B, IKi BOHH BUKH/IAIOTh.
Craructuka 3a 2021 pik mokasye, 110 B UBEPTI ITATIHCHKUX MICT BXKE MPALIOE MOJIETb
PAYT. Cucrema 300py cmirtts, 3acHoBaHa Ha RFID TexHomorii, mpotsiroM 6ararbox
POKIB JIEMOHCTPYE XOPOIIl PE3yIbTaTU: BIICOTOK CHPOBUHH, IO MEepepoOIIsIeThCs,
noxoauthb 10 70%, a aesiki paifloHu KocsTaroTh 1 85%, K, HANPUKIaA, MicTO MITbSIHIKO
[5]. 3rigHo cuctemu PAYT, cmitTeBi Oaku W MIMIKKA iICHTUQIKYIOTBCS MITKaMH
paaiov4acToTHOI 1MeHTudiKarii, a CriBpOOITHUKY 31 300py OTPUMYIOTh 3UMTYBadl MITOK
abo Opacnetu ansa ckanyBaHHs. CKaHyIOUM MITKY, CIIBpOOITHUK (PiKCye 1 mepenae B
CHUCTEeMY JlaHi TPO BCI BUIM BIAXOIB, IO TMOTPANWId B KOHKPETHUH CMITTEBUM
KOHTEHHEpP: BTOPUHHY CUPOBHUHY, OpraHIyHI1 1 HECOPTOBAHI BIAX0AU a00 Ha3BUYANHO
HeOe3MeyHl KOMIIOHEHTH. BHUKOpHUCTaHHS CUCTEMH HaJa€ MOXIIMBICTb OTPUMYBATH
OuIbll OO’€KTHMBHI JaHi, JOMOMAara€e MiHIMI3yBaTH JIIOJACHKY MOMHJKY 1 3MEHIIUTHU
KUIBKICTh PETEH31i. BaXIMBO BIA3HAYUTH, IO HOBA TEXHOJOTIS JO3BOJIUTH KUTEISM

Kpalie€ OraHyBaTu COPTYBAHHSA CMITTS 1 NEPCrisiIHYyTHU CBO1 3BUYKH.

2.1.2 Tlpuknan Bukopuctanus TexHomorii NFC y cBiTi
OnuH 13 pealbHUX MPUKIIAAIB BUkopuctanus texuonorii NFC crnoctepiraerbes

y Crokronbmi, IlIBeris, ae BOPOBaIKYyeThCA CUCTEMa BEJIOINPOKATY IIiJ] HA3BOIO
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"Stockholm City Bikes". [{s1 cuctema 103BoJisie MEIIKAHISIM Ta BiJBIJyBauaM MicTa
OpPEHyBaTH BEIOCHUIICIU JJISI KOPOTKOCTPOKOBOTO BUKOPHUCTAHHS.

Koxen Benocumnen oOnagHaHWil cremiaibHUM 3aMKoM 3 TexHonoriero NFC.
KopucryBauam, ski 0axaioThb OpEHIYBaTH BEJOCUIIEA, MOTPIOHO MPOCTO
notopkuytucs cBoero NFC-kapTtroto a6o NFC-cmapTdhoHOM 10 3aMKa Ha BETOCUTIETI.
Ile akTHBY€E cucTeMy Ta J03BOJISIE KOPUCTYBAYEBI BIIKPUTH 3aMOK 1 B3STH BEJIOCHUTIE]I.
[Ticnst 3aKiHYEHHSI KOPUCTYBAHHS BEJIOCUTIEOM, KOPUCTYBAY MTOBEPTAE MOT0 HA Oy/Ib-
SIKYy 3 YCTAHOBJICHUX CTaHIIMA Y MICTI Ta 3HOBY BUKOpUCTOBYE cBOl0 NFC-kapTKy abo
cMapTQOH JJIs TOBEPHEHHS BEJIOCHUIIE/IA Ta 3aBEPIICHHS Mpokary [6].

[ls cucrema 103BOJISiE MENIKAHISIM Ta BiJIBlyBayaM MICTa JIETKO Ta 3py4YHO
KOPHCTYBATHCSI BEIIOCUTICAMHU JIJIS TTOT3/IOK IO MICTY, CIIPUSIFOYN aKTUBHOMY CITOCO0Y
XKUTTS Ta 3MeHmeHH0 BUKUIIB CO,. Texromoris NFC y ipomy BUagky gornomarae
aBTOMATU3yBaTH TMPOIIEC OPEHAM Ta MOBEPHEHHS BEIIOCUTIEAIB, POOIISTYM MOTO OLIBII

€(EeKTUBHUM Ta 3pyYHUM JJIs1 KOPUCTYBaYiB.

2.2 3actocyBanHs cmapT-kapTtok 3 TexHomorisimu RFID ta NFC y pizaux
rajy3sx Ha MDKHAPOJHOMY PiBHI

Cwmapr-kapTka (uun-kapTka abo iHTeleKTyalbHa KapTa) — 1€ IJIAaCTUKOBA KapTa,
B sIKy BOy/IOBaHa €JIEKTPOHIKa, fKa J03BOJIA€ 30epiratu Ta 00pobsitu naHi. OCHOBHA
OCOOJIMBICTh CMapT-KapTOK TMOJIATa€ B TOMY, L0 BOHM MAalOTh MIKpPOYHUIl abo
MIKpONpPOLIECOp, KU MOK€ BUKOHYBAaTH PI3HOMAaHITHI (yHKIII, Bia 30epiraHHs
0coOuCTOl 1HPOpMALIli 10 BUKOHAHHSA onepalliil 3 (piHaHcaMHu a00 KOHTPOJIIO JOCTYILY.

J10 OCHOBHUX XapaKTEPUCTUK CMapT-KapTOK HAJEKATh:

e 30epiraHHg JaHUX (CMapT-KApTKH MOXKYTh 30€piraTu pi3Hi TUIIK iHpOpMallii,
Taki sIK OCOOMUCTI J1aHi, (iHAHCOBI JIaHi, MEIUYHI 3aIMCH, JOCTYIIOBI KOM Ta IHIIIE);

e 00poOka gaHux (3aBISKu BOYZOBAaHOMY MIKpPONPOLECOPY CMapT-KapTKU
MOXYTh BUKOHYBAaTH pI3HI OOYHMCIIEHHS Ta omepalii Oe3neku Haj 30epeKeHUMHU

JaHUMH);
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e Oesneka (cMapT-KapTKH 3a3BHYail MalOTh BOYJOBaHI MEXaHI3MHU 3aXHCTY,
TaKl K MHU(QpyBaHHA JaHUX T4 BUKOPUCTAHHS MapoiiB, AJIs 3aXUCTy 1H(opmalii Bia
HECaHKI[IOHOBAHOT'O JIOCTYITY);

e OE3KOHTAaKTHA TEXHOJOTIA (AesKI CMapT-KapTKU MOXYTh MpaIoBaTH 3a
OE3KOHTAaKTHUM MPUHLUIIOM, BUKOPUCTOBYIOUM TexHouorii, Taki sk RFID a6o NFC,
110 JTO3BOJISIE 3UUTYBATH Ta 3alTUCYBATH JIaHi 0€3 MPSIMOro KOHTAKTY 3 KapTKOIO);

® PI3HOMAaHITHICTh 3aCTOCYBaHb (CMapT-KapTKU 3aCTOCOBYIOThCA y OaraTtbox
ramys3six, BKJIIOYaOud (DIHAHCOBI TMOCTYTH, TPOMAJCHKUNA TPAHCIOPT, OXOPOHY
3[IOPOB’s1, IPOTPaMU JIOSITLHOCTI, 1IeHTH(]IKAIIFO Ta KOHTPOJIb JOCTYITY ).

VY 3aranbHOMY, CMapT-KapTKa — 1€ YHIBepCalIbHUN IHCTPYMEHT JJ1sl 30epiranHs
Ta 00poOKM pi3HUX BHIIB iH(oOpMali, MmO 3ade3nedye 3pydHICTh, OE3MeKy Ta
edeKTUBHICTh y 0araThox chepax MIsIbHOCTI.

Buxopuctanus cmapt-kaptok 3 TexHonorisMmu RFID Ta NFC no3Bomse
HiABUIIUTH €()EeKTUBHICTD, 3pYyUYHICTh Ta O€31eKy B pi3HUX cepax aismbHOCTI. OIHIE0
13 KJIIOYOBHMX IiepeBar € IIBUAKE Ta Oe3leuHe MpOBEACHHS TpaH3akiiil 0e3
HEOOX1AHOCTI (PI3UYHOr0 KOHTAKTY 3 IJIATIKHUM TEPMIHAJIOM UM 1HIIUM MPUCTPOEM.
Hamnpuknazn, y ¢iHaHCOBUX MOCIIyrax, BUKOPUCTAHHS OE3KOHTAKTHUX CMapT-KapTOK
JI03BOJIS€ KIIIEHTAM IIBUIKO PO3PAXOBYBATHUCS 32 TOBAPH Ta MOCIYTH, 3MEHIIYIOUH Yac
OYIKYBaHHS B 4ep31 Ta MOKPAILYIOYH 3arajlbHUI TO0CBIJ NOKYIKH.

VY ramy3i rpoMajJiCbKOr0 TPAaHCHOPTY, CMapT-KapTKH JO3BOJIAIOTH MacaXxupam
OIJIa4uyBaTH MPOi3J MIBUAKO Ta 3pYYHO, POCTO HAOIM3MUBIIM KAPTKY 0 YUTaya MpHU
BXOJI Ta BHUXOJI 3 TpaHcHopTHOro 3aco0y. lle cmpoirye mporec Ta jgomomarae
3MEHUIUTH 3aTOPHU Ha 3yNHUHKAX, 110 MIJBUIILYE 3arajbHUIl piBEHb OOCIYrOBYBaHHS
HaCEeJICHHS.

VY cdepi O6e3nexku Ta JOCTYMy, CMapT-KapTKU 3a0€3MeuyroTh OUIbII BHUCOKHUIH
piBeHb aBTeHTHU(iKalli 0ci0 1 KOHTPOJO JocTyny A0 00’ekTiB. BoHM MOXyTh OyTH
IHTErpoBaHl 3 CUCTEMaMU MOHITOPUHIY Ta BIACTEXEHHS, IO JO3BOJISIE OMEPATUBHO

pearyBatu Ha Oyab-sKi HEAOpEYHI moxii Ta 3abe3medye Oe3MeKy MPUMIIIEHb Ta
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oOJ1aTHAHHS.
KpiMm Toro, cmapT-KapTKM BHUKOPHCTOBYIOTHCS y MpOrpamax JOSIBHOCTI Ta
CUCTEMAX OXOpPOHM 3J0pOB’S M 11eHTU(IKalli KOPUCTYBadiB Ta 3a0e€3MeyeHHs
HaJlitHOTO 30epiranHs Ta oOMiHy ocobuctoi iHopMmarii. Ile cnpuse 3pydHocTi Ta

TOYHOCTI yNPaBIiHHS KIIEHTCHKUMHU JJAHUMU Ta TOJIIIITYE SKICTh 00CITyTOBYBaHHS.

2.3 BuBYeHHS yCHINTHUX Ta HEYCHINIHUX MPOEKTIB BIPOBAKEHHS CMapT-
kapTok Ha 6a31 RFID ta NFC na HarioHasibHOMY piBH1

HamionanbHuit piBeHb BUKOPHUCTAHHS CMapT-KapToK Ha 0a3i TexHosorid RFID
ta NFC Big3HauaeTbcsi PI3HOMAHITHICTIO IHIIIATUB y PI3HUX Tally3sX. 3aBIsSKU
NOCTIMHOMY PO3BUTKY TEXHOJIOT1M Ta 3pOCTaHHIO IHTEpEeCy N0 OE3KOHTAKTHHUX
KOMYHIKallIMHUX TEXHOJIOT1M, cMapT-KapTKH CTal0Th BC€ OUIBLI MONYISIPHUMHU 1
BUKOPUCTOBYIOTBHCS B pI3HUX cepax KUTTS. BoHU 3a0e31euytoTh He JIUIIE 3pYUYHICTh
JUIs KOPUCTYBaYiB, a W MIJBUINYIOTh €)EeKTUBHICTh O13HEC-TIPOIIECIB, 3a0€3MEUyIOTh
0e3MeKy Ta MPUCKOPIOIOTHh PI3HOMAHITHI TpaH3akiii 1 B3aemojli. Takuil mUpoKuii
CHEKTpP 3aCTOCYBaHb BiIOOpa)ka€ PI3SHOMAHITTS BHKJIMKIB Ta MOXJIMUBOCTEH, IO
BIJIKPUBAIOTHCS 3aB/ISKH BIIPOBAKESHHIO IIMX TEXHOJIOT1H y HalllOHAJIbHOMY MacIiTaoi,
CTBOPIOETHCS 0arato MPOEKTIB, IO BIJAMOBIIHO BUKOPUCTOBYIOTh MO MAaKCUMyMY IIi
TEXHOJOT1i. Bynb-IKuil MPOEKT MOXKY OyTH SIK YCIIIIHUM, TaK 1 HABMAKU — 3a3HATHU
HEBIAYI.

OnHuM 13 TakuxX YCHIIMIHUX NPHUKIAAIB MOXE€ OyTH MPOEKT B raiy3l OXOPOHHU
3I0pOB’Sl, JI€ CMapT-KapTKH BUKOPUCTOBYIOThCS O€3MOCEPEIHbO Jisi 30epiraHHs
MeandHoi 1H(opmanii Ta igeHTudikauii namientiB. Hanpuknan, y Cunranypi Oyna
ctBopeHa nporpama HealthHub. Lle inTerpoBana miargopma eneKTpoHHOIO 310pOB 4,
10 JT03BOJISIE MEMIKAHIAM 30epiraTé CBOI MEIWYHI 3allMCH Ha CIEMiaJIbHUX CMapT-
KapTKax Ta JIETKO OTPUMYBATH JOCTYH 10 HUX Yy Oyab-skuii yac. HealthHub nanae
pi3HOMaHITHI (DYHKIIT Ta CEpBICH, BKIIOYAIOUU JOCTYI JI0 €IEKTPOHHUX MEIUIHUX

3aMKCiB, MJIAHYBAHHS IPUIOMY /10 JIiKapsi, MOHITOPUHT TTOKa3HUKIB 3]I0POB’ 51, OHJIAlH-
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KOHCYJIbTalli 3 JKapsAMH, 1H(QOpMaLiiiHI pecypcu Mpo 3aXBOPIOBAHHS Ta 30POBUI
cnoci0 KUTTSA, a TAKOX IHCTPYMEHTH IJisi BEIEHHS 3JI0POBOIO CIOCOOY JKUTTH,
BKJIFOUAIOUH Mporpamu (pITHECY Ta XapuyBaHHS.

Omnaum 13 kmroyoBux acnektiB HealthHub € maptHepcTBO 3 pizHMME METUIHIMEU
yCTaHOBaMH, JIKapsSMU Ta TMpoBailiepaMyd TMOCTYT, IO JO3BOJISIE KOPHCTyBaduam
MIBUKO Ta 3pyYHO OTPUMYBATH JOCTYII 10 METUYHUX MTOCITYT, HE3aJIEKHO BiJl IX MICIIS
nepeOyBaHHsa uu rpadiky. KpiMm Toro, mporpama TakoXx MpONOHYE 1HCTPYMEHTH JJIS
BIJICTeKEHHS Ta aHaJi3y MOKA3HMKIB 370POB’s, IO JOMOMarae KOpUcTyBayaM Kparie
pPO3YMITH iX CTaH 3J0pOB’sS Ta NpuiMaTh OUIbII OOI3HAHI PIIIEHHS 00 CBOTO
3710pOB’l.

be3koHTakTHI CMapT-KapTKH IIHPOKO BUKOPUCTOBYIOTHCS JUISI KOHTPOJIO
JOCTYIY A0 MPUMIILEHb YPSJOBUX YCTAaHOB, O13HEC-LIEHTPIB Ta 1HIIUX 00 €KTiB. Tak,
Hampukiaan, B CIIHA mnporpama TWIC (Transportation Worker Identification
Credential) BHKOpHUCTOBYE OE€3KOHTAKTHI CMapT-KapTKW I 1AeHTU(IKamil Ta
KOHTPOJIO JOCTYIy TMPAIliBHHUKIB, SKI MPAIIOIOTH Yy TPAHCMOPTHIN ramy3i. Cmaprt-
kaptka TWIC wMictuth yHIKadbHI iAeHTH(]IKAmMitHI JaHl MpamiBHUKA, TaKi SK
dotorpadis, 6ioMeTpuyHi 1aH1 (HampUKIad, BIIOUTKH MMAJIBIIB) Ta 1HITY 1H(pOpMAIIito,
HEOOXIHY JUIsl TEepeBIpKM 0coOM Ta HWOro mpaB nocTymy. Kapra BUKOPHUCTOBYE
texHosorii RFID a6o NFC niis 6€3Kk0HTaKTHOTO 34MTYBaHHS, 10 JJO3BOJISE IIIBUIKO Ta
3pY4HO NEPEBIPATH 0cOO0Y Ta ii cTaTyc.

VYemimne BropoBamkeHHss nporpamu TWIC  1o3Bosisie  MIABUIIMTH  PIBEHb
0e3neKku B TPAHCIOPTHIN ranysi, KOHTPOIIOKYM JOCTYI MPALIBHUKIB 10 KPUTUUHHUX
00’eKkTiB Ta pecypciB. [Iporpama gqonomarae 3MEHIIUTH PU3UK HE3AKOHHOTO JIOCTYITY
ab0 TEpOPUCTUYHHUX 3arpo3 y TPAHCIIOPTHUX By3JIaxX Ta MOPTaXx.

[Ipote, iCHYIOTH 1 TPUKIAAM HEYCHIITHOTO BHKOPUCTAHHS CMapT-KapTOK Y
nporpamax ieHTudikarii Ta KOHTPOIO N0CcTyIy. Hanpukias, aesiki CHCTEMH MOXKYTh
CTUKATUCA 3 TEXHIYHUMH TPOOJIeMaMu, TAKUMHU SK HETpale3/[aTHICTh YUTAYiB KapTOK

a00 HECIPaBHOCTI B TpOrpaMHOMY 3a0e31eueHHi. Takok MOXYTh BUHUKATH MPOOJIEMH
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3 0€3IEeKOI0 JJAHUX, AKII0 KapTKU HE 3aXMINEeH] BiJl KpaAl KKK 4M KOMitoBaHHs. OuH 3
OPUKIAIIB HEYCHIIIHOTO BUKOPUCTAHHS CMapT-KapTokK y cdepi iaeHTUdIKAIli Ta
KOHTPOJTIO JOCTYIYy MOKHA TTobaunTH B [Hii 3 iXHbOIO niporpamoro Aadhaar [19].

Aadhaar — mue imeHTudikamiiiHa cucTema, sKa BUKOPUCTOBYE YHIKaJbHI
OloMeTpu4HI Ta OCOOMCTI JaHi KOXHOI 0coO0M Ui BHJAHHS 12-3HAYHOTO
ineHTudikarmiitnoro Homepa. OHAK, MporpaMa CTUKAETHCA 3 KUTbKOMa MpoOJIeMaMH,
cepe SIKUX:

o [IpoGnemu 3 Ge3nekoro nanux: iHGopmailis y cuctemi Aadhaar Mmoxke OyTu
miJBEpHEHA PU3UKY MOPYIICHHS MPUBATHOCTI Ta 3JI0BKUBAHHS Ye€pe3 HECTAOUIbHICTh
CUCTEMU OE3MEeKH JIaHUX.

e TexHIYHI HEJOJIKH: IHKOJHM 4YWTadl OIOMETPUYHHUX JIAaHMX HE IPAIIOIOTh
HAJICKHUM YMHOM, 110 MPU3BOAMTH O 3aTPUMOK Yy BUKOPUCTaHHI KapTOK Ta Hajaae
HEJIOCTaTHIO €PEKTUBHICTh MPU peecTpallii abo mepesipiii ocoou.

e [IpobmemMu nmocTymy: 1HOAI JIOJA MOXYTh MaTh OOMEKEHHMH JOCTYI 0
nociayr ado Ba)XKKICThb BUKOPUCTaHHS KapTOK uyepe3 TexHIuHI abo 1H(pacTpyKTypHI
O0OMEKEHHH.

e BincyrHicTh 1yOat0BaHHS: y pa3i BTpaTu a00 MOIIKOKEHHS KAPTKUA MOXKYTh
BUHUKHYTHU MPOOJIEMHU 13 BTPATOIO JOCTYIY 10 BaXJIUBUX MMOCHYT.

L1 npoGyieMu CTBOPIOIOTH 3HAUHI BUKIUKM Juis mporpamu Aadhaar y Iuaii, mo
BKa3y€e Ha BAXIHMBICTh PETEIBHOIO PO3POOJIEHHS Ta BIPOBAKEHHS CMapT-KapTOK y

nporpamax ieHTudIKaIii Ta KOHTPOIIO JOCTYITY.

2.4  AHami3 TEeXHIYHHX Ta OPTaHI3allifHUX AaCMEKTIiB BUKOPUCTAHHS CMapT-
kapTok 3 TexHomorissmu RFID ta NFC

Buxopucrannsa cmapt-kaptok 3 TexHonorismu RFID ta NFC Bumarae yBaxHoro
yIOpaBJIiHHA 3 OpraHi3aliifHOl Ta TEXHIYHOI TOYOK 30py. OpraHizallii MOBUHHI pETEIbHO
CIUTAaHYBAaTHU TPOLIEC BIPOBAKEHHS LIUX TEXHOJIOT1H, BPaXOBYIOUM PI3HOMAHITHICTh

IPOEKTIB Ta IXHIX BUMOT.
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[InanyBaHHS Ta BIPOBA/HKCHHS CMApT-KApTOK BHMAara€ JETalbHOTO aHami3y i
cTpareriyHoro miaxoay. llepmr 3a Bce, MOTPIOHO BU3HAYUTU METY BUKOPUCTAHHS
CMapT-KapTOK 1 BU3SHAYMTH, SIK1 3aBJAHHS BOHM MarOTh BUpilIyBaTu. Jlami HEOOX1AHO
oOpatu BignoBigHy TexHomorito — RFID a6o NFC — 3anexxno Big morped i
MOJKITUBOCTEH OopraHi3aiiii.

[Ticns BuOOpY TexHONOTii HEOOXITHO BHOpAaTH HAMIMHOTO MOCTavYalbHUKA
CMapT-KapToOK Ta 00JaqHaHHS JIJIs HUX. BaxknmuBo 0Opatu mocrayanbHUKA 3 IOCBIOM
1 rapHOIO pemyTalli€lo, o0 YHUKHYTH MPOOJIeM 3 SKICTIO Ta 00CayroByBaHHsaM. Jlami
HEO0OX1THO pO3pOOUTH MPOrpaMHe 3a0€3MEUCHHS ISl CMapT-KapTOK, sIKE BIJMOB1IAIO0
0 motpedam opranizaiii. [le Moxke BkiItouaT B cebe mporpaMu JJisi OOJIIKY CILIaTH,
KOHTPOJIO JOCTYNY, 1IeHTU(]iKaLli KOPUCTYBAYiB Ta 1HII (PYHKIII].

3abe3nedeHHs 0€3MeKn 0COOMCTUX TAHUX KOPUCTYBAYIB € KPUTHYHO BaXIJIMBOIO
CKJIAJIOBOIO BUKOPHUCTAHHS cMapT-KapTok. OpraHizarlii TOBUHHI TPUAUIATH HAJIEKHY
yBary 3axo/1aM 3aXHUCTy JaHUX, 1100 YHUKHYTH MOKJIMBHX MOPYIIEHb 1 BTPATH JOBIPU
KOpHCTyBauiB. B mepmury depry, HEOOXITHO 3aCTOCOBYBAaTH CyYacHI MeETOIU
mudpyBaHHs IS 3axXucTy 1Hdopmarri, mo 30epiraeTbca Ha cMmapT-kKaprtax. lLle
JI03BOJINTh YHEMOXJIMBUTH HECAHKI[IOHOBAHWI JOCTYN 10 OCOOMCTHUX JaHHX Ta
iHbopmarlii  npo Tpanzakmii. JlomatkoBo, opraHizaiii MOBHHHI  PETEIbHO
KOHTPOJIFOBATH JOCTYII IO CUCTEM, sIKI OOpOOJIAIOTh 1aHi 31 cMapT-KapTok. Lle Bkirouae
B ce0e BCTAHOBJICHHS CTPOTMX MPaB JOCTYIY Ta MOHITOPUHT I MEPCOHAILY 3 METOIO
BUSIBIICHHS MOXJIMBUX 3arpo3 Oesmeui. Ilopsan 3 1uM, BaXKJIMBO MOCTIHHO
BJIOCKOHAJIFOBATH 3aXO0JIM 3aXMCTYy BIAMOBIIHO /0 3MIH y 3arpo3ax Ta TE€XHOJOTISX.
PerynapHi ayautu Oe3neku TOMNOMOXYTh BUSBUTH CJHaOKI MICIl B CHUCTEMI Ta
NPUIHITH HEOOX1TH1 3aX0IU IS iX yCYHEHHH.

JIJist yCHINTHOTO BIPOBAKEHHSI CMApT-KapTOK HEOOXIAHO 3a0€3MeYUTH 1XHIO
CYMICHICTh 3 ICHYIOUMMH CHCTEMAaMH YIPABIiHHSA JOCTYIIOM, OOJIKY CIUIATH,
cucTeMaMu 0e3MeKH Ta IHIIMMH BHYTPIIIHIMU cucTeMaMu opraHizarii. Lle o3Hadae, o

oprasizailisi TMOBMHHA PETEIbHO PO3TJSHYTH, SK CMapT-KapTKU IHTETPYIOThCA 3
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ICHYIOUMMHM CHUCTeMamu, 1100 3a0e3MeunuTd iXHIO B3aEMOAII0 Ta CHIBIpPALo.
Hampukian, skiio oprasizailisi BAKOPHUCTOBYE CUCTEMY KOHTPOJIIO JOCTYITY Ha OCHOBI
OlIOMETPUYHUX JAHUX, CMApPT-KapTKU MOBUHHI OyTH IHTETPOBAHI 3 LIEK CHCTEMOIO,
100 T03BOJIUTH JTOCTYI KOPUCTYyBayaM 3a JOIMOMOTOI0 KapTKH Ta IXHIX O10METPUIHUX
nanux. Kpim Toro, iHTerparisi 3 iCHYIOUMMH CHCTEMAaMH TaKOXX MOXKE BKIIFOYATH
CUHXPOHI3AIIII0 TAHUX MK PI3HUMU CUCTEMaMH, 11100 3a0€3MeUnTH IXHIO aKTyaJbHICTh
Ta KOHCUCTEHTHICTh. Hanpuknan, iHdopmailis mpo KOpUCTyBadiB, sika 30€pIracThCsi Ha
CMapT-KapTKax, IMOBMHHAa OyTH BiJloOpa)keHA B CHUCTEMl OOJIIKY CIUIaTH, 100
3a0€31eYnTH TOYHICTh (DIHAHCOBOT 1H(POpMAaIlii Ta eeKTUBHE YIPaABIIHHSI paxyHKaMH
KOPHUCTYBaYiB.

JUIst TOCSITHEHHSI YCIIIIHOI 1HTerpauii 3 ICHyIOUMMHU CUCTEMaMH, OpraHi3ailis
NOBMHHA MaTH YITKWU IJIaH BIPOBAIXKECHHS, SIKUM BPAaXOBY€E BCl ACMEKTH 1HTErpauii,
BKJIFOYAIOYM TEXHIYHI, (DYHKI[IOHAJIbHI Ta OpraHi3amiifHi acneKTh. TaKoX BaKIUBO
IPOBECTH BIANOBIIHE TECTYBAaHHS Ta BaJIIALIIO IHTErpalLlil, 100 MepEeKOHATHUCS, 1O BCl
CUCTEMU TPAIIOIOTH PA30M HAJIC)KHUM YAHOM 1 33JI0BOJIBHSIIOTH IMOTPEeOU OpraHizariii.

TexHiuHa TATpUMKA BUKOHYE KIIFOYOBY pOJib Yy 3a0e3reueHHi Oe3rnepediitHol
poOoTu cuctemu cMapT-kapTok Ha ocHoBi TexHousorii RFID ta NFC. Opranizamii
MOBHMHHI MaTH HAJICKHO IMATOTOBICHUN TEXHIYHUN ITepCOHA, SIKUK Oy/e BIMOBIIaTH
3a MATPUMKY Ta OOCITYTrOBYBaHHS CMapT-KapToOK.

OcCHOBHI 3aBJIaHHS TEXHIYHOI MIATPUMKH BKJIIOYAIOTh B ceOE€ BUSBICHHS Ta
YCYHEHHsI Oy/b-SIKUX TEXHIYHUX MPOOJIeM, 10 BUHUKAIOTh Y MPOLEC] BUKOPUCTAHHS
cmapT-kaptok. Lle moxke BKItouaTH B cebe JIarHOCTUKY MpoOJieM, BIJHOBIICHHS
poOOTH KapTOK MiCJisi BTPAaTU 3B’A3Ky a00 MOMIKOKEHHS, a TaKOX BIiJHOBIICHHS
JOCTYIy JO0 JaHWX, SKIIO BOHW BTpadeHl abo momkokeHi. Kpim Toro, texHiuHa
MiATPUMKA TaKOX BKJIIOYAE B ceOe OHOBJICHHS MPOrPAMHOTO 3a0e3IMeUYeHHs] cMapT-
KapTOK Ta 3a0€3MeYeHHS iXHBOT CyMICHOCTI 3 OHOBJIEHHSIMH THIITMX CHCTEM OpraHi3aiiii.
Ile moxke BKITIOYaTH B ceO€ BCTAHOBIICHHS HOBUX BEpCiil paiiBepiB, MaT4iB Oe3MeKu

a00 TporpaMHOro 3a0e3rnedeHHs, K1 MOKPaIlyrTh (QYHKI[IOHAIBHICTh Ta OE3MEKy
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CMapT-KapToK.

BrpoBamkeHHs HOBOT TEXHOJIOTI cMapT-KapTok Ha 0a3il texHosorii RFID Ta
NFC Moxxe BuUMaratu TpeHIHr'y KopucTyBauiB. Oprasizauli MOBHHHI 3a0€3MEUYUTH
HAJICKHUNA TPEHIHT U1 TEpCOHATY, OO0 BOHM MOTJM €()EKTHBHO KOPHUCTYBATHUCS
cMapT-KapTKaMu. TpeHIHT KOpUCTYBaviB BKIIFOYA€E B ceOe 03HAHOMIICHHS 3 OCHOBHUMH
NPUHIUIIAME POOOTH CMapT-KapTOK, iXHIMU MOXIHMBOCTSIMH Ta oOMexeHHsMu. e
MOJK€ BKJIFOYATH B c€Oe HaBUYaHHS KOPUCTYBAUiB, K MPABUILHO HAOIMXATH KAPTKH JI0
YUTAYiB, SIK BUKOPHUCTOBYBATH Pi3HI (PYHKIIIT Ta cepBicH, K1 JOCTYIHI 3a JIOMIOMOT OO
CMapT-KapToK, a TAKOX K 3a0e3MmeYuTH Oe3MeKy CBOIX JaHUX MiJ 4Yac BUKOPUCTAHHS
KapTOK. TpEeHIHT TaKoXX MOXKE BKJIIOYATH B ce0€ HaBUaHHS MEPCOHANY, SIK MPaBUIbHO
BUKOPHUCTOBYBATH IPOTpaMHE 3a0e3MEUYCeHHs], IOB’S3aHE 13 CMapT-KapTKaMu, SK
BIJICTIIKOBYBaTH BHUKOPUCTaHHS KapTOK Ta 3BITyBaTH MpPO HHUX, a TaKOXK SK
B3aEMOJIISITH 3 TEXHIYHOIO MIATPUMKOIO Y Pa3i BAHUKHEHHS MPOOJIeM.

BaxnuBUM €1€MEHTOM TPEHIHTY € 1HPOPMYBAaHHS KOPUCTYBAYiB PO OyIb-AKl
3MIHM y TIOJNITHIII BUKOPUCTAHHS CMapT-KapTOK, BKIIOYAIOUM TIpaBWiia OE3MEKH Ta
KOoH(imeHIMHOCTI fgaHuX. Kpim TOoro, mepiomuyHi HaraJayBaHHS Ta OHOBJICHHS
TPEHIHTY MOXYTh OyTHM KOPHUCHUMHM JUIsl 3a0€3MEUYEHHS TOTO, IO MEePCOHAN 3aBXKIU

3QIIMIIAETHCS 1HHOPMOBAHUM Ta BMi€ €()eKTUBHO KOPUCTYBATHUCS CMAPT-KapTKaMHU.
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3. MOJEJII 3AT'PO3, IIOPYIIIHUKA TA BE3IIEKU JIJIS RFID TA NFC
TEXHOJIOT' T

3.1 Tunwm arak HA CMapT-KapTKU

3aranom, meperiKk MOKJIMBHX aTak Ha CMapT-KapTKHU BUIUIUBAE 3 IXHIX (YHKITIH.
Jlo HUX BITHOCSATHCA aBTeHTH(IKalis, 30epiraHHd KIIOYOBOi iH(popMalii Ta
kpunTorpadiyHi omnepaiii B JOBIPEHOMY CEpelOBHIII. be3KOHTaKTHI CMapT-KapTKu
MOAUISIFOTHCS Ha JBI KaTeropii:

o C(Cwmapr-kaptku, mo BUKOPUCTOBYIOTH ISO/IEC 14443 sk TpaHcropTHHIA
piBEHB 1 cHeIliaabHI BIACHI MPOTOKOIM IS B3a€MO/II1 Ha MpUKIagHOMY piBHI. [0 11i€i
Kareropii BiiHocsATbes kapTku cimerictBa Mifare, HID iCLASS Too.

e C(Cwmapr-kaptu, siki BUKopucToBYIOTh ISO/IEC 14443 sx TpaHcnopTHHIA
piBerb 1 ISO/IEC 7816-4 y noenHaHH1 3 1HIIMMH MPUKIAJHUMU TPOTOKOJIAMHU JIJIs
B3a€MOJIIi Ha MPUKIAIHOMY piBHI (mpukiIaaHuil npotokon Onok ganux, APDU). o
€1 KaTeropii BITHOCATHCA BC1 OAHKIBCbKI KAPTKH, CMAapT-KAPTKH, BIIACHUKAMMU SIKUX €
3aKpUTI KITFOY1 €IEKTPOHHUX MIMUCIB Ta 1HIII MPOAYKTH.

MotuBu aTak Ha CMapT-KapTKU NOJAUISIOTHCS Ha JEKUIbKa KaTeropii:

o @iHaHCOBI KpaaiKKu (BHKOPHCTOBYBAaHHS BKpPAJeHHX a00 MiIpOoOJIeHIX
CMapT-KapTOK Ui BYUNHEHHS (DIHAHCOBUX IIAXPaiCTB, TAKUX K BUTATHEHHS I'POILEH 3
OaHKOMAaTIiB a00 3I1HCHEHHS IUIATEXIB Ha iM s TOTEPIILIOrO).

e VYocoOineHi araku (OTPHMAaHHS JOCTYIy JO KOMIT IOTEPHHX CHUCTEM abo
HIIKUX IPUCTPOIB KOHTPOJIIIO JTOCTYITY, BAKOPUCTOBYIOUN CMApT-KapTKYy K IPOMIKHY
mety. Hanpukinan, 37T0BMUCHUK MOXE HaMaraTUCsl BUKOPUCTATH KapTKy JOCTYIY IS
OTPUMAHHS JIOCTYNy JIO0 KOHKPETHOI KOMIT'IOTEPHOI CHUCTEMH JJisi OTPUMAaHHS

KOH(}IACHIIIHHOT iHpOopMaIrii).
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e Haman Ha mpuBaTHE XUTTS (OTpUMaHHS OLIBIIOrO oOCATy iHbopMaIli mpo
oco0y, HDK Te, IO MependadyeHo MPOTOKosoM. Hampukiaa, 370BMUCHHK MOXKE
HaMaratucsl 3JIMCHUTH aTaKy Ha OCOOMCTE JKUTTS, 1100 OTPUMATH JOCTYH J10
ocoOucToi iH(hopMaliii Tpo KOPUCTyBaua cMapT-KapTKH, TAKO1 sIK 1M 4, aapeca ado 1HIII1
KOH(IICHIIIHI TaHi).

e ATaku, KOJM 3JOBMHUCHHUK IMparHe nomnyJsipHOCTI (IpUBEpPHEHHS yBaru abo
MiABUINICHHS peryTarlii 3J0BMHCHHWKA. Hampukiasn, 3JOBMHCHHK MOXE HaMaraTHCS
3JIaMaTl CMapT-KapTKy 3 METOI0 JIEMOHCTpAIlii CBOIX HaBUYOK ab0 sl TOrO, 1100
OTPUMATH MOMYJISPHICTh Cepe iHIUX XaKepiB a00 B [HTEpHET-CIUIBHOTI).

OxpiM TOT0, aTaKK MOKHA KJIacH(IKyBaTH BIIHOCHO Yacy iXHbOT'O MPOBEACHHS
— MOXHA BUKOPHUCTOBYBATH (ha3u KUTTEBOTO IUKIY cMapT-kapTku (puc. 3.1) [20]. ¥V
TaKOMY BUIAJKY Kjacu(ikallisi TakuX aTtak Oyjie MaTh HaCTYITHUMN BUTIISIA:
® aTakM Ha eTarll po3pOOKH CMAPT-KAPTOK;
® aTakW Ha eTarll BUPOOHMIITBA CMapT-KapT;

® aTaKH Ha erarl 3aCTOCYBAHHA CMapT-KapT.

PO3POBKA BEYJIOBAHOI'O
3

[

v

IC PO3POBKA

!

IC BUPOBHHI[TBO

!

ICITAKYBAHHA

!

BHPOBHHIITBO KAPTH

'

IEPCOHAJIBAII TA
KACTOMI3AIILA

.

BHIAYA KAPTKH TA i
BHKOPHCTAHH S

Pucynok 3.1 — )KutteBuil uki1 BUpOOHUIITBA CMapT-KapTKU
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VY pamkax 3a0e3neueHHs O€3MeKH CMapT-KapTU BUAUISIIOTH TPU OCHOBHI PiBHI
aTaku: CollanbHUM, (PI3UYHUMN 1 JOTTYHUH.

ATaky Ha COLIAJIBHOMY PIBHI 1Ie, HacaMIiepell, aTaku Ha JIIOJAEH, SIKI MarTh
BIJTHOIIICHHSI O CMapT-KapT, HE3aJIC)KHO BiJ iX (pa3u xutTeBOro mukiny. Opranizaiiiifi
3axoau O€3MEeKU IParoTh TYT KIIOYOBY POJIb Y BIJIBEPHEHHI 1 BUSBICHHI TaKUX aTak,
TOJM1 SIK TEXHIYHI 3aXO0J¥ CTAalOTh BTOPUHHUMH. Hampukiaa, ycTaHOBKAa HEMPO30PUX
eKpaHiB 1Mo o0uaBa OOKM Bij KiaBlaTypu Moxke yoesneduTH Bij nepexoruienHs PIN-
koay. OJHI€I0 3 OpraHi3alifiHuX Mip 0€3MeKH MO0 MPOrPaMICTIB CMapT-KapT MOXE
OyTH perjiaMeHTallisi y MpaBoOBUX JIOKYMEHTax IMpOLeCcy PO3POOKH Ta BUKOPUCTAHHS
BiIKpuTux mnpoueayp. Cryminp Oe3neku B IbOMY BHIAJIKy Oyne BU3HAYaTHCS
CEKPETHUMU KITFOYaMH.

ATaku Ha (I3UMYHOMY PiBHI MOTPEOYIOTh (PI3UUHOIO JOCTYIY A0 anmapaTHUX
3ac001B MIKpOKOHTpOJIepa CMapT-KapTH, M0 YCKJIATHIOE 3aBIaHHS JIJIS 37TOBMUCHUKA 1
BHMAarae CKJIaIHOrO TEXHIYHOr 0 o0naaHanHs. L1 aTaku MOKyTh OyTH CTAaTHYHUMHU 200
JUHAMIYHUMHU. Y CTaTUYHMX aTakaxXx 3JIOBMHCHHK HE TOTpeOdye TpaIrordoro
MIKPOKOHTpOJIEepa 1 He 00MEXYETHCS 9acoM, TOJII K JUHAMIYHI aTaky Mepen0adaroTh
HAasBHICTh  MPAIIOIOYOT0  MIKPOKOHTPOJIEpA,  CIELIaJbHOTO  BUMIPIOBAJIBLHOTO
oOJaiHaHHSA 1 BHCOKY IIBHJAKICTH 0OpoOKHM naHux. OCHOBHI BUAM (DI3UYHUX aTak

npeacTaBiieHl y Taommi 3.1.

Ta6muis 3.1. — OcHOBHI BuU (DI3UYHUX aTak

Bug ataku Ormc

[TacuBHi [TacuBHI aTaku, Taki Sk aTaku 3a eHeprocrnoxuBanHiaM (SPA 1 DPA) [21], ataku 3a
gacoM [22] 1 araku 3a EJIEKTPOMArHiTHAM BHIPOMIHCHHSIM, TPYHTYIOThCS Ha
CTIOCTEPEKECHHSAX 3a pI3HUMH (I3UUYHUMH TapaMeTpaMH, SKi MOIYIIOIOTHCS
KIII040BOI0 iH(popMariero. Lli aTaku gocuTh A00pe BHUBYEHI Ta PO3TISHYTI y
BIJIKPUTIH JIITEPATypi, IPOTE ICHYE CHUCTEMa 3aXO0/iB AJIA iX 3ar00iraHHs.

AxTuBHI  0e3|AKTUBHI aTaku 0Oe3 NMPOHMKHEHHS, Taki K Ju(epeHLianbHI aTakd Ha OCHOBI
NPOHUKHEHHSl |HaBeACHHs amapaTHux noMmiok (DFA) [23] Ta eHepreTuyni aTaku, IPyHTYIOTbCS
Ha CTBOPEHHI BHIAQJAKOBUX AamapaTHUX [OMWJIOK TiJ Yac BHKOHAHHS
KPHUIITOITOPUTMY Ta X IOJAIBIIOMY aHai31.
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[Iponoxenus tadmui 3.1.

Ili aTaky MOXYTh BKJIIOYATH MAHIMYJAIII0 TAaKTOBUMHU CUTHAJIaMH, MOCTAa4aHHS
MIKpPOCXEM €Heprii, BIUIMB Jla3epoM a0o My4YKOM eJEeKTPOHIB Ta iHmI meroau. Ha
BIZIMIHY BiJ MacWBHUX atak, qia DFA moku mo He icHye go0Ope BiampamboBaHOL
MpakTU4HOT Mozeni 3axucty. OpHak (ipMU-BUPOOHHMKH CMapT-KapT aKTHBHO
MPALOIOTh HaJl PO3POOKOI0 TAKMX MOJIEel 1 KOHKPETHUX MEXaHI3MIB 3aXUCTY.

AKTUBHI 3|AKTHBHI aTaki 3 NMPOHUKHEHHSM, Taki SK aTakd Ha OCHOBI MpoO, BKIIOYAIOTH
MIPOHUKHEHHSM |[IPOHUKHEHHSI B camy Mikpocxemy. Lli ataku MoxxyThb KOMOIHYBaTuCs 3 PI3HUMHU
METOJAAMH 3HATTA KOPITYCY MIKPOCXEMH Ta IIapOBOTO IOCTYIY JO TOIIOJIOTI]
KpHucTaia (MEeToau 0OpoOKH), Ta IHIIUMH aTakaMi. HaBUYKHM BUKOHAHHS aKTUBHUX
aTaK 3 MPOHUKHEHHSIM 3a3BUYail € JIMIIE y HEBEIUKOI KUIBKOCTI KOMEpPIIHUX Ta
MIPaBOOXOPOHHUX OpTraHi3allii, i Iuie MaJieHbKa YacTHHa 1i€i iHpopMaIrii 3a3Buyai

MyOJIIKY€ThCS.

ATakd Ha JIOTIYHOMY piBHI 3a3BuU4ail 0a3ylOThCd Ha KIACHYHOMY
KpUIITOAHAJI131, BAKOPUCTAHHI BIJOMUX HECHPABHOCTEH ONepaniiHoi CHCTEMH CMapT-
KapTU Ta BOPOBAKEHHI "TPOSHCHKUX KOHEH" y BUKOHABUMH KOJ MPOrpamMu cMapT-
KapTH. 32 CTaTUCTUKOIO, 11 ATAKH YAaCTO BUSABJISIOTHCS HAMOUIBII YCHIIIIHUMM.

Ha mpakrtuui 3a3Buyaii 311MCHIOIOTHCS ATAKW 3MIIIAHOTO TUITY.

3.1.1 Be3koHTakTHI CMapT-KapTKU 3 YHIKQIbHUMHU ¢dopmaTaMu OOMIHY
JAHUMU

JIi1 3710BMUCHUKA MOXKYTh OyTH CIPSIMOBaH1 Ha BTpy4YaHHs B OOMIH JJAaHUMHU M1XK
nepegaBaueM 1 mnpuiimMadem. Jlo i€l kareropii HajexaTh TakKl THIM aTak:
nijcnyxoByBanHs, roauHa nmocepeauni” (MITM), BinmoBa B o0cityroByBanHi (DoS).
ATaku 1i€i kateropii He € ycmimHUMH, ockinbku crangaptu ISO/IEC 18000-3 Ta
ISO/IEC 14443 ne nepenbavaroTh KpUNTOrpadiqyHOro 3aXUCTy. Y LbOMY BHUMIAIKY
yCHiX /i 3JOBMHUCHHUKA 3aJIEKUTh BIJ OJM3BKOCTI MICIS pO3TAllyBaHHS Ta
JIOCKOHAJIOCTI OOJaJHaHHS Xakepa. Y PI3HUX JOCHIDKEHHAX TMPU TACUBHOMY
IIPOCIIYXOBYBaHHI Oynu mocarHyTi Bifactani Big 2-3 m go 18 m [10, 11]. Skuro mpu
MIaCHBHOMY TPOCITYXOBYBaHHI BIJICOTOK YCHIITHOCTI MEPEXOIUICHHs BCI€T TepeaaHoi
iHdopMarllli mpu PO3MIIIEHHI MPUCTPOIO ISl TPOCIYXOBYBaHHS Ha KapTii 31

CTaHJAPTHOK poOOUOI0 BijicTaHHIO 10 cM, TO 3pO3yMUJIO, IO MEPEXOIICHHS BCi€l
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iH(popMmarlii, o nepeaaerbes, € adbcomoTHUM. OJHaK, 311HCHUTH OBHOMACIITAOHY
MITM-ataky HEMOXJIMBO yepe3 (Pi3nyHi 0OMEKEHHS, TaKl SIK IUBUKICTh OLUIMPEHHS
PadloXBUIIb 1 Yac BIATYKY OOJa HAHHS.

XopommM TpukiagoM B mpomy Bumanaky € Opal Card (puc.3.2) [18], onna 3
HAMMOIIMPEHINX cMapT-KapT B ABCTpalii, Sika BUKOPHCTOBYETbCA [UJISl OIUIATH
rpomazickkoro Tpanctopty. Opal Card mae cBiit yHiKansHUN (hopmMaT OOMIHY TaHUMH,

10 BUKOPUCTOBYETHCS JIJIsl 3UUTYBAHHS Ta 3amucy iHGopMaIlii mpo moaopoxKi.

A Q
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Pucynok 3.2 — Cropinka Bxoay/peectpariii muist kopuctyBadiB Opal Card

Xoua Opal Card BukOpHUCTOBYeTbCA ISl OE3KOHTAKTHOI'O IPOXOIY Yepe3
TYpHIKETU Ta OIUIATH MOCIYI T'POMAJICBKOI'O TPAHCIIOPTY, BOHA TAKOX MOXeE OyTH
OpeIMETOM aTakK 3JI0BMHUCHHKIB, SIKI CIIPSIMOBaHI HA MEPEXOIUIEHHS Ta 3MIHY JaHHX,
10 NEPEeNaThC MK KapTKOK Ta YMTadyeM. ATaKH TaKoro pojy MOXKYTh BKJIIOYATH

nigciayxoByBanHs, MITD 1 DoS, ski MoxyTh OyTH BHKOHAHI 3 BHUKOPUCTaHHSIM



37
creniagbHOro 00aiHaHHS Ta MPOTrPaMHOr0 3a0€3MeUEHHS.

Onnak, crangaptu 6e3neku Opal Card nepen0auaroTh 3aXHUCT BiJl TAKUX aTak.
Hanpuknazn, nani Ha KapTii MOKyTh OyTH 3alIn(poBaHi anropuTMamu WuppyBaHHs,
K1 YCKJIQHIOIOTh MOXKJIUBICThH TIEPEXOIUICHHS Ta po3mmdpyBanHs iHdopMmartii [18].
Kpim Toro, BukopuctanHsi aBTeHTHU(IKaIlli Ta aBTOpH3aIlli JO3BOJISIE TEPEBIPATH
JICTITUMHICTh KOPHUCTYBaua Ta 3amo0irae HECAaHKIIIOHOBAHOMY JOCTYIY /0 JaHUX Ha
KapTIIl.

ABcTpamiiiceka kommanis Transport for NSW, BinnoBigansHa 3a cucremy Opal,
PEryJIsIPHO BJOCKOHAIIOE Ta TOKpallye Oe3NneKy KapTOK, BPaxOBYIOUM MOTEHIIIHHI
3arpo3u Ta BpaziauBocTi. Hampukian, BOHM MOXYTh OHOBIIIOBaTH MPOrpaMHE
3a0e3MeyeHHs] Ha KapTKax /Ui BUIPABICHHS BUABICHUX BPAa3IMBOCTEH abo
BIIPOBA/)KYBAaTH HOB1 METOAM IIM(PPYBaHHS IS NIABUIICHHS PIBHS 3aXUCTy JAaHUX.
Tum He MeHIII, 3aX0/T1 3aXUCTY, pO3p00JIeHI BUPOOHUKOM, CIIPSMOBaHI Ha MiHIMI3AIiI0

[IUX PU3UKIB Ta 3a0e3MeueHHs O€3MEeKN KOPUCTYBAYIB.

3.2 Pusuku BTpaTd KOH(DIIECHINHOCTI JaHWX Yepe3 BUKOPUCTAHHS CMapT-
KapTOK

BukopucranHg cMapT-KapTOK MOXKE HAJIEKHO CIHPOCTUTH 1 MOJIMIIUTUA OaraTto
acriekTiB MoOyTy Ta OI3Hecy, MpOTe BOHO TaKOX IIOB’sS3aHE 3 pPH3UKaMH, SKi
noTpeOyIOTh YBaXKHOTO PO3MIISAY Ta 3axoiiB 3axucty. HeoOepexkHe BUKOPUCTAHHS
CMapT-KapTOK MOK€ TMPHU3BECTH JO BHUTOKY KOH(QIAeHUiHHOT 1H(opMaIlii,
HECAHKI[IOHOBAHOT'0 JOCTYIy 10 CUCTeM Ta (PiHAHCOBUX BTpar. ToMy BaKJIHMBO
BXKMBAaTU BC1 HEOOXIJHI 3aX0[u OE3MEeKHU Ta PETeIbHO BHUBYATH MOTCHIIINHI PU3UKU
nepes BIPOBaHKEHHSIM LI€T TEXHOIOTII.

Kpanikka Ta BTpaTra cMapT-KapTOK, OCOOJIMBO THX, III0 MatOTh TexHojorii RFID
ta NFC, MOXe cTratu CepiO3HUM PHU3UKOM JIsg Oe3nmeKkd Ta KOH(DIICHIIHHOCTI. Y
BUTIAJKY BTpaTH ab0 KpajaiKKA KapTH, 3JIOBMUCHUKH MOXYTh MaTH JOCTYH JI0

koH(pigeHIIHOT iHOpMalii, sika 30epiraeTbcss Ha HiM. Ile Moke cTaTh MoYaTKOM
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MIMPOKOMACIITA0HOI 11eHTU(DIKaLIHHOT 400 (DIHAHCOBOI KPaIKKH.

SIKII0 KapTKa BUKOPUCTOBYETHCA IS OC3KOHTAKTHUX ILJIATEXKIB, BTpaTa 4u
KpaJlKKa BIAMOBIIHO MOXE IMPU3BECTH A0 (PIHAHCOBUX BTpaT Ul BIACHUKA.
37I0BMUCHUKH MOXXYTh BUKOPHUCTOBYBAaTH BTpadyeHy a0o0 BHUKpaJCHY KapTy s
NPOBENICHHSA TpaH3aKiliii 0e3 JJ03BOJly BIACHHWKA, IO MOXE NPHU3BECTU JIO
HenependadyyBaHUX BUTPAT 1 30UTKIB.

[lepexomieHHsT JaHUX € HE MEHII CEPUO3HOI MPOOJIEMOIO, TOB’SI3aHOI0 13
BUKOPHUCTAHHSIM CMapT-KapTOK, OCOOJIMBO THX, III0 BUKOPUCTOBYIOTH TexHoJorii RFID
ta NFC. Tak 3710BMUCHUKH MOXKYTh BUKOPHCTOBYBATH CHelliaibHE 00JaHaHHS, TaKe
sk RFID-ckanepu a6o NFC-uuTaui, 11 nepexoruieHHs1 0€3KOHTaKTHUX CUTHAJIIB, IO
NepelatoThCsl MK KapTKOKO Ta 3YUTYBAuEM.

Jlesiki KapTKU MOXYTh MaTH BPa3JMBOCTI B MPOTOKOJIAX Mepeaadl JaHuX, I10
MOXXYTh OYTH BUKOPHCTaHI 3JIOBMHCHHKaMU L[ BpasmuBiCTh MOXKE TO3BOJUTH iM
OTpUMAaTH JOCTYI 10 KOH(IAEHUIHHOI 1H(popMalli, ska 30epiraerbcst Ha KapTui, ado
HaBITh BUKOPHMCTOBYBATU KApTKy JJIsi HECAHKIIOHOBAHOTO JOCTYIY IO CHCTEM abo
npuMinieHb. Hanpukiaz, SKIo 3JI0BMUCHUKH 3MIHIOIOTH a00 MEePEXOIUTIOI0Th JaHi, 110
NepelaloThCsl MK KapTKOIO Ta 3YMTYBaueM, BOHH MOXKYTh 3JlaMaTy CUCTEMY Oe3NeKu
Ta OTPUMATH JOCTYI A0 OOMEKEHHUX pecypciB abo iH(popMaiii.

CorianbHUM 1HXKUHIPUHT TPEJACTaBIsie cOOOK 1€ OJUH 3HAYHUM PHU3HK.
37I0BMUCHUKH MOXYTh BUKOPUCTOBYBATH P13HI METOAM COI[IAJIBHOTO 1HKUHIPUHTY JIJIs
OTPUMAHHS JIOCTYNYy JI0 CMapT-KapToK a00 KOH(DIACHIIHHUX JaHUX, MIUISTXOM
MaHIMyJISIIT KOPUCTYBayiB Ta BUKOPHUCTAHHS ICHUXOJOTIYHMX TproKiB. Hampukian,
3JIOBMUCHUKH MOXXYTh HamaraTUCsl MEPEKOHATH KOPUCTYBayiB HaJaTH iM OCOOHUCTY
abo ¢iHaHCOBY iH(pOpMAIIIO, NUITXOM BUTAAyBaHHS BUTIIHHUX MPOMO3UINA abo
CTBOPEHHS CUTYyalliif, 1110 BUMAararoTh HETallHOT'0 pearyBaHHA. BOHM TakoXX MOXYTb
BUKOPUCTOBYBAaTH TCHXOJIOTIYHMM THUCK a00 MaHImymsmiio, o0 3MYCUTH
KOPHUCTYBauiB BHUKOHATH ixHI BUMOTH. OCHOBHI ()OPMH COIIaIbHOTO 1HXXUHIPUHTY

nojaaHi y tabiu. 3.2.
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Tabmuusa 3.2 — @opMU COLIAIBHOIO 1HXUHIPUHTY 13 NPHUKIAJaMH aTaKk CTOCOBHO

CMapT-KapToOK

®opma Omnuc

@immHrOBI  atakM  uYepe3|3JTOBMUCHUKH MOXKYTh HAJACWIATH MiIPOOIICHI €JIEKTPOHHI JIUCTH
CJEKTPOHHY  momTy  abo|abo MOBiITOMJIEHHS, BUTAAYIOUH, IO BOHU € MpPEICTaBHUKAMH
TEKCTOBi MOBITOMJICHHS 06ankKy abo iHIIOI (iHAHCOBOI YCTAaHOBM, Ta MPOCUTHU OTPUMATHU
KoH(pigeHUiiHY 1HPOpPMALIIO PO cMapT-KapTKy, TaKy sik HOMep
KapTu abo Koau Oe3meKH.

[TinpoGneni BeG-caliTh a0o0|3TOBMUCHUKM MOXYTh CTBOPIOBATH IMiJipo0JieH] BeO-caiiTu abo
3aCTOCYHKH MOO1IBHI 3aCTOCYHKH, SKI BUIISJAIOTH K OQIlilHI CUCTEMH
yIOpaBJIiHHSA CMapT-KapTKaMH, Ta 3alUTYBAaTH BiJ KOPHCTYBadiB
KOH(1eHLIHHY 1HpopMaIiio.

TenedonHi maxpaiicTsa 3IOBMHCHUKHA MOXYTh 3IIHCHIOBATH Teiae(OHHI J3BIHKH,
BUTQIyI0UH cebe mpecTaBHUKaMu OaHKY YM 1HIIOT opraHi3arii,
1 HaMaraTucs TepPEeKOHATH BJIACHHWKA CMapT-KapTKW HAJaTH iM
KoH(pineHUiHY iHpopmarito abo 3IIHCHUTH TJIaTexXi 3a
JIOTIOMOT 010 MiApoOIeHoi iHpopmartii.

®i3uuHMIA 1OCTYN 10 KAPTKHA (3MOBMUCHUKHA MOXYTh HAaMaraTUCS BHKPAacTH CMapT-KapTKy
0e3rmocepeIHbO 3 BIACHUKOM a00 BUKOPUCTOBYBATH CKPHMEPH,
o0 TMEepeXONUTH JaHl 3 KapTKH MijJ 4Yac il BUKOPHCTaHHS B
OaHKoMaTax a0o IJIaTKHUX TEpMiHaJaX.

®i3uyHa MigMiHa KapTKU 310BMUCHHUKH MOXYTh HaMaraTucs (pi3M4YHO MiJAMIHUTH CMapT-
KapTKy y BJIacCHMUKa a00 BHKOPHCTOBYBaTH CIICIliaJbHE
oOnajHaHHS JUIS KpPagiXKKW JaHUX 3 KapTKH, HAOpPHKIAI, 3a

JOTIOMOTO0 CKpUMEPiB a00 iHIIMX MPUCTPOTB.

3.3  3acoOu 3axucTy Bija atak Ha cMapT-KapTku 3 TexHonorissMmu RFID ta NFC

Cyuacni Texnonorii RFID ta NFC, siki BUKOPUCTOBYIOTBCS B CMapT-KapTKax,
J03BOJIAIOTH O€3MEYHO MPOBOINUTH O€3KOHTAKTHI TpaH3akKLli Ta 1eHTU(IKYBaTH 0CiO.
[IpoTe, pa3om i3 3pY4HICTIO BUKOPUCTAHHS LIMX TEXHOJIOTIA MPUXOISTh 1 PUBUKU
Oe3rnekn. 37TOBMUCHUKH MOXKYTh HaMaraTHCS TMEpPEXONHuTH iHGOpMAIo 31 cMapT-
KapTOK JJIsI BAMHEHHS MIaxpaicTBa a00 KpagaikKKu ()IHAHCOBUX JaHUX.

OgauM 13 OCHOBHHMX 3aXO/iB O€3MeKH BHKOPHUCTAHHS CMAapT-KapTOK €
kpunrtorpadiyni nporokond. Came BUKOPUCTaHHS MM(pyBaHHA JaHUX JOMOMAarae
YCKJIQHUTH CHOpOOM TepexoruieHHs iHdopmMallii, mnepemaHoi MDK KapTKOW Ta

3unTyBadyeM. [IpoTokonu nisThcs Ha MPOTOKOJIM MPOCTOI Ta CTPOroi aBTeHTU]IKALIT,
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a TaKOXX MPOTOKOJIM 3 PO3TOJIOIIEHHSIM HYJIbOBUX 3HaHb (ZK-npoTokoin).

HaiiG11b111 Bpa3nuBUMHU € IPOTOKOJIM MPOCTOI aBTEHTU(DiKaLIIi Ta OJTHIEIO 3 TAKUX
Bpa3JMBOCTEN € Te, 110 MICIS IMepeaadl Npej sIBHUKOM CBOrO MapoJsi, MEepPEeBIPHUK
MO’K€ BUKOPHUCTOBYBATH 1€ MApOJIb 1 BUCTYIIATH B POJI Mpe’ IBHUKA. Y TOW dHac sK
IPOTOKOJIM CTPOroi aBTeHTHU(dIKaIi € OUTbIl OE3MEYHUMH, OCKLIBKH Tpes IBHUK
3000B’s13aHUI TIPOJIEMOHCTPYBATH 3HAHHS CEKPETHOT0 KJTF0Ua, 1 epeaaHa iHpopMaiis
HE MOXe OyTH MpsIMO BHUKOpUCTaHa niepeBipHUKOM. ZK-npoTtokonau Oynu po3pobiieHi
JUIS. BUPIIIEHHS MPOOJIEMH Ta CHPOILICHHS NpOLEaypu aBTeHTHdIKaIlli, ajne He
3HIDKEHHS PIBHA 1 Oe3neku. Taki MpOTOKOJIM J03BOJIAIOTH JEMOHCTPYBATH 3HAHHS
CEKpeTy, aje NpU bOMY MEPEeBIPHUK HE MOKE OTPUMATH JIOJATKOBY 1H(POPMALIIIO PO
CeKpeT mpen’ siBHUKAa. BOHM MOXYTh 3aCTOCOBYBAaTHCSl B CHCTEMax, JIe BUMAraeThCs
BUCOKa Oe3MeKka, TaKuX SK CHCTEMH Ha OCHOBI CMapT-KapT, aje BOHM BUMAararoThb
3HAYHUX OOYHMCIIOBAIBLHUX PECYpPCiB Ta MaM’sTi, 10 MiABUIIYE BapTICTh CMapT-KapT
[20].

[HmmM 3axomom Oe3mekn MOKHA BHIUTUTH (I3WUYHI 3aXOAM 3aXUCTy. BoHuM
MOKYTh BKJIIOYATH 3aCTOCYBaHHS CIIELIAILHUX OOO0JIOHOK abo QyTispiB Juisi cMapT-
KapTOK, SIK1 T0AATKOBO 3aXUIIAIOTh KApTKY BiJ (PI3MYHHX MOIIKOIKEHb, 3HOIIIEHHS Ta
BTpaTH. [eski Qpi3nyHi 3aX0/I1 3aXUCTY MOXKYTh BKJIFOYATH BCTAHOBJICHHS MEXaHIYHUX
nepeniko; (a0o MexaHi3MiB OJIOKYBaHHS ), 1[0 YCKIIAIHIOIOTh IOCTYT J10 CMapT-KapTKU
6e3 no3Bony. Kpim TOoro, BUpOOHUKHM cMapT-KapT 1HOAI BOYIOBYIOTb B KapTKU
JOJIATKOB1 3aXMCHI1 €JIEMEHTH, TaKl IK MIKpOUMITH a00 CEHCOPH, 5IKI MOKYTh BUSBIIATH
cripoOM HECaHKI[IOHOBAHOTO JOCTyny a0o BUKOpuUCTaHHS KapTku. Ili eneMmeHTH
MOXYTh aKTUBYBAaTH CICLIANIbHI 3ax0Au O€3MeKH, TakKi K OJIOKYBaHHS JOCTYIY 0
JTAHUX YU aBTOMATUYHE IMOB1IOMJIEHHS PO MOKIIUBY KPaJKKy a00 BTpaTy KapTKH.

besyMOoBHO, 110 [OBOJI BaXJIMBUM METOAOM 3axHUCTy Oyle TakKox
3ampoBaHKEHHS IOJATKOBUX METO/I1B aBTEHTU(IKAIIIT: BOHH MOKYTh TAaKOX BKJIFOYATH
BUKOPHUCTaHHS J1BO(akTOpHOT a00 OararodakTopHOi aBTeHTH]IKAIIT, A€ IS JOCTYILY

JI0 KapTKU MOTPIOHO YCIIIIHO MPONTH HE JIMIIE OJHY, a KUTbKa CTYIECHIB IIEPEBIPKHU.
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Hanpuknan, kpim BBeneHHs PIN-kony a0o ckaHyBaHHsI O10METPUYHHMX JaHUX, MOXE
TaKO0X BUMAaraTucs MiITBEpKEHHS yepe3 MOOUIbHHI 3aCTOCYHOK a0o BianpaBka SMS-
KONy Ha 3apeecTpoBanuii Teiaedon [14]. Takoxk, 1Tt BIOCKOHAIECHHS 0€3MEKH MOXKYTh
3aCTOCOBYBATHUCS JOJATKOBI METOMM 1eHTHdIKAIl, Takl SK PO3Mi3HABAHHS TOJIOCY,
CKaHyBaHHs pPaayKKH Oka a00 BU3HAYEHHS Treosokauii kopucTyBaua. Lli meromu
MOXKYTh OyTHM BUKOPHCTaHI K JTOAATKOBI IIApU 3aXUCTY, IO TAKOX YCKIAIHIOIOTH
JOCTYIl 10 KapTKU JJI1 HECAHKIIOHOBAHUX OCIO 1 MIJABUIIYIOTh 3arajlbHUil PiBEHb
0e3MneKku KopucTyBaya.
OcTaHHIM, ajie He MEHII BYKIUBUM € TaKOXK MPOIIEC MOHITOPUHTY 1 BUSIBJICHHS,
IO JI03BOJISIE BYACHO BUSBJISTH HE3BUYAWHY AKTUBHICTH Ta pearyBaTh Ha MOKIIUBI
3arpo3u. SKmo po3oupaty OUIBII JETadbHO, TO 11 CUCTEMU BUSIBISIOTH HE3BUYAMHI
NaTepHU BUKOPUCTAHHS, HECMOAIBaHI 3MIHM MICHE3HAXOMKEHHS KapTKU abo
HAJ3BUYAlHI TPaH3aKIlii, 10 MOXYTh CBITYUTH TPO MOXJIUBY KpPaaDKKy abo
HECaHKIIIOHOBaHUW JOCTYN. BOHM BKITIOUAIOTh aHAMI3 JAHMUX 3 PI3HHUX JIKEPENl, TAKUX
K SKypHQJIM TPAH3AKIIHA, KypHAIM BXOJIB Ta BHXOJIB, a TakoX iH(opmaris 3
BHYTPIIIHIX Ta 30BHIMHIX kepen. Lle mo3Bonse omeparopam cHCTEMU HIBHUIKO
pearyBaTd Ha OyAb-sfKi MiAO3pUN MOAIi Ta MpUMMaTH 3ax0AM JJIs 1X YCYHEHHS.
JlogaTKkoBO 710 IbOTO, CUCTEMU MOHITOPUHIY MOXKYTh BKJIFOUATH €1EMEHTH IITYYHOIO
IHTEJNEKTY Ta MAIIMHHOTO HABYaHHA, SKI JIO3BOJSIOTH ABTOMATUYHO BUSBISTU
BIIMIHHOCTI Ta aHOMaJlli B AKTUBHOCTI KOPHUCTYBaudiB CMapT-KapTOK 1 HajJaBaTH
pEeKOMEeHIallii MO0 MONATBIINX 3aX0iB A 3a0e3MedeHHs 0e3MeKH TaHuX.
VY poboTi cMapT-KapTOK HIKOJIM HE BUKOPUCTOBYETHCS OAWH METOJl 3aXHCTY.
KoMOiHyBaHHS pi3HMX METOJIB 3a0e3neuye OUTblI HAAlHy cUCTeMy Oe3MeKH, 1o i

caMme yAOCKOHAIIIOE 11.
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B1UCHOBKUA

VY Hamomy cy4acHOMY CBITI T€XHOJOTII pamiodacToTHoi igeHTudikamii (RFID)
Ta 3B’s3Ky OmmkHboro moss (NFC) cranm HeoaMiHHOIO CKIIaoBOK0. BoHM 3MiHMIHN
HiaXig A0 JOCTymy 1o iH(oOpMaIlli Ta MOCayr, MPOTe TAaKOXK BHKIWKAIOTh ITHUTAaHHS
Oe3rneku, 1o NOoTPEOYIOTh YBAXKHOTO pO3MIIsiAy. BUKOpHCTaHHS IIMX TEXHOJOTIH, sKi
JT03BOJISIFOTH O€3KOHTAKTHUM OOMIH JaHUMH, TIEPEBAXKHOIO OLIBIIICTIO CIIPUMMAETHCS
sk epeBara. OHak, peTeJIbHUM aHa13 TAKOK BUSIBIISIE MOTEHIIHHI 3aTPO3U Ta PU3UKH,
K1 TIOB’s13aH1 3 1X BUKOPUCTAHHSM.

Texnonoris RFID mnpomnonye aekinbka mnepeBar TpaJWLIMHUMHU KapTKaMH 3
Mar”iTHow cmyroro. [To-nepure, kaptku RFID He noTpe0ytoTh (PI3MYHOr0 KOHTAKTY 31
3YATYBa4YeM, 1110 POOUTH IX 3pYUHINIUMHA Ta MIBUIIINMH Y BUKOPUCTaHHI. BoHU Takox
JOBTOBIYHINII, HI)K KAPTKU 3 MArHITHOK CMYTOI0, 1 MOXKYTh 30epiratu Ouiplie JaHuX.

Opnak, sk 3ragyBaniocsi panime, kapTku RFID Takox cTaHOBISTH 3arpo3y
Oesmeri. BoHu MOXyTh OyTH Bpa3jIMBUMHU JIO HECAHKIIIOHOBAHOTO JOCTYIY,
KJIOHYBaHHS Ta rnepexoruieHHs. o6 ycyHyTH 11l pu3uKu, MOXKHA BIPOBAJAUTU Pi3HI
3axo/au 0e3MeKu, HapUKJIIaJ, BUKOPUCTaHHs OJOKYIO4YNX pykaBiB a0o ramanilis RFID,
BIIPOBaKEeHHs 3amudpoBanoi TexHonorii RFID, a Takok BUKOpUCTaHHS CYyBOPOIO
KOHTPOJIIO JOCTYITY Ta MOHITOPHHTY.

OnHuM 13 TOJIOBHUX PHU3HKIB Oe€3Meku, MoB’s3aHux 13 kapTtkamu RFID, e
HecaHKLioHoBaHUW Aoctyn. Texnousoriss RFID po3pobiiena, mo6 3poduTtu noctyi
JETIIUM 1 3pYYHIIIUM, aje II€ TaKoXX O3Hauae, MO XToch 13 3uuTyBayeM RFID
MOTEHIIITHO MOXK€ OTpPUMAaTH JOCTYyN a0 KoH(]imeHtmiitHOI iH(oOpmarlli, HaBITH HE
TOpKaroduch Kaptku. Lle BimoMo sk "3HiMaHHs" abo "ckanyBaHHS". 370BMUCHUKHU
MOYTh BHUKOPMCTOBYBAaTH HeBeNHKI moprtaTuBHi 3untyBaui RFID ana 3axomnenHs

iHpopwmariii 3 RFID-kapT, a BIacHUK KapTKHU HaBITh HE OyjIe Mi103pI0BaTH PO II€.
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[Ile ogHuM puU3UKOM O€3MEeKH € KIOHYBAaHHS. 3JIOBMUCHUKH MOXYTb
BUKopucToByBaTH 3unTyBad RFID, m00 ckomiroBaTy iHQOpMallito 3 He3aUPppOBAHOI
kapTku RFID 1 cTBOpuTH 1y0OmikaT KapTKH 3a KulbKa ceKyHA. Lle cTBoproe nporanuny
B cucTeMi Oe3leKH Ta JO3BOJSE iM OTPUMATH JOCTYI 0 KOHTPOJbOBAHUX 30H a00
POOUTH MTOKYIKH, BUKOPUCTOBYIOUH JaH1 O0IIKOBOTO 3aMKCY 1HIIOTO.

Hapemri, Hezaxumeni kaptu RFID Bpasznusi 10 nepexorieHHs. Xakepu MOXKYTh
BUKOPUCTOBYBATH CKJIaJIHE 00JIaIHAHHS JJI IEPEXOTUICHHSI Ta JIEKOTyBAaHHS CUTHAJIIB,
mo nepenatoTbess Mk RFID-kapTkoro Ta 3uuTyBadem, JO3BOJISIOUM M OTPUMATH
0CTyM 10 KoHpiaeH 1iHOT 1HpOopMaIlii.

JlocIiJPKeHHSI TTOKa3ye, 110 ICHYIOTh TIEBHI MOXJIMBOCTI BJIOCKOHAJICHHSI 3aX0/11B
3aXUCTYy Ta PO3POOKM HOBHX TEXHOJOTIH Uit 3a0e3meueHHs] 0e3MeKn CMapT-KapToK.
BuxopucranHa HaniiHOTO MKU(pPYyBaHHA JaHUX, €PEKTUBHUX METO/AIB aBTEHTHU(IKaLi
Ta CHUCTEM PETYJISAPHOTO OHOBJICHHS NMPOTPAMHOT0 3a0e3MEUYeHHs] MOXKE JOMOMOITH
3MEHIIUTH 3arpo3H Ta PU3UKH, TIOB’A3aH1 3 BUKOPUCTAHHIM IIMX TEXHOJIOT1MH.

Buxopucranns texuosnorii NFC crpusie 3pydHocTi Ta €peKTUBHOCTI B 6aratbox
acIiekTax Hamoro MnoBCIKAeHHOro XUTTA. 3aBaaku NFC MoxHa 3a1iicHIOBaTH
OE3KOHTAKTHI IJIaTEXK1, BUKOPUCTOBYBATH CMapTHOHU I MPOXOY Yepe3 TYPHIKETH
y TPOMaJICbKOMY TPaHCIIOPTI Ta OOMIHIOBATUCS JAHUMHU MK MPUCTPOSIMU 3 BEITUKOIO
IIBUJIKICTIO Ta 3PYYHICTIO.

[Ipore, pa3oMm 13 UMMHU TepeBaraMmu, ICHYIOTh 1 MEBHI PU3UKU Ta MPOOJIEMH 3
Oe3nekoro, 1noB’s3aHi 3 TexHonoriero NFC. 3110BMUCHUKM MOXKYTh BUKOPUCTOBYBATH
ataku Ha NFC g1 nepexoruieHHs KoH(iaeHIiiHOI 1H(opmanii, 3a1dCHEHHS
HECaHKIIIOHOBAaHUX TPaH3aKI[iii ad0 HaBITh BIACTEKEHHA KopucTyBauiB. HemoctaTHs
3aXHUIIEHICTh TaHUX Ta BPa3MUBOCTI B peanmizalii npuctpoiB NFC MOXyTh CTAaHOBUTH
CEepHO3HYy 3arpo3y s TPUBATHOCTI Ta O€3MeKM KOpPUCTyBadiB. BigmosimgHe
3a0e3mnedeHHs Oe3MeKH Ta 3aXUCTy MPUBATHOCTI KOPUCTYBAYIB BiJI OTECHIIIMHKUX 3arpo3
J03BOJIUTH MaKCUMaJIbHO BUKOPUCTOBYBaTH nepearu rexHosorii NFC 6e3 pusuky aiis

iXHbOI 0coOucTO1 1H(DOpMaIii Ta HiHAHCIB.
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3aranpHUi BUCHOBOK mossirae B Tomy, 1o TtexHonorii RFID ta NFC maroth
BEJIUKUWA TOTEHIIaNd JJisi PO3BUTKY Ta BUKOPUCTaHHS B pI3HMX cdepax, aie ix
BIIPOBA/KEHHSI MMOBMHHO CYIPOBOKYBATHCS BHBAXEHUM MIIXOAOM JO 3aXUCTY
KOH(IACHIIIMHOCTI Ta Oe3leKkn JaHuX. T1IbKM TaKMM YHMHOM MOKHA 3a0e3NCUHTH

Oe3rneyHe Ta ePEeKTUBHE BUKOPUCTAHHSI IIMX TEXHOJOTIH Y MaOyTHHOMY.



45
MTEPEJIIK BUKOPUCTAHUX JKEPEJT

1. Avery Dennison. That's all you need: One NFC tag for endless application.
[Enexrponnnii pecypc]. — Pexxum moctyry: http://surl.li/gspet.

2. NFC Vs RFID: What's The Difference? [Enekrponnuii pecypc]. — Pexxum
noctymy: https://wlius.com/blog/rfid-vs-nfc-whats-the-difference/

3. BeG-caiit  VISA  [Enextponnuii pecypc]. — Pexum  moctymy:
https://www.visa.com.ua/pay-with-visa/featured-technologies/contactless-
payment.html.

4. 11O TAKE NFC I 4K IO TEXHOJIOI'TIO BUKOPUCTOBYBATHU?
[Enextponnumii pecype]. — Pexxum moctymy: https://www.itbox.ua/ua/blog/Scho-take-
NFC-i-yak-cyu-tehnologiyu-vikoristovuvati/.

5. VIIPABJIIHHA BIAXOAAMU 3A JOIIOMOI'OKO RFID: HOCBIJ
ITAJII [Enexrponnuii pecypc]. — Pexum moctyny: https://idcard.com.ua/blog/waste-
management-rfid/.

6. City Bikes Stockholm [Enekrponnuit pecypc]. — Pexkum poctymy:
https://www.tripadvisor.com/Attraction_Review-g189852-d6560699-Reviews-0r25-
City_Bikes_Stockholm-Stockholm.html

7. Beenennsa B cranaaptu RFID ta NFC [Enekpronnuii pecypc]. — Pexum
noctymy: http://ua.led-diode.com/info/introduction-to-rfid-and-nfc-standards-
41838088.html.

8. Kryzhanovskyi, V.. Listening to NFC at higher harmonic frequencies. /
Kryzhanovskyi, V. ., Serhiienko, S. ., Chernov, D. ., & Kryzhanovsky, V. //
Radiotekhnika. — 2021. — 1(204). — 99-104. https://doi.org/10.30837/rt.2021.1.204.11

9. Engelhardt, M.. Extending ISO/IEC 14443 type an eavesdropping range
using higher harmonics., / Engelhardt, M., Pfeiffer, F., Finkenzeller, K., & Biebl, E. //


http://surl.li/qspet
https://www.visa.com.ua/pay-with-visa/featured-technologies/contactless-payment.html
https://www.visa.com.ua/pay-with-visa/featured-technologies/contactless-payment.html
https://www.visa.com.ua/pay-with-visa/featured-technologies/contactless-payment.html
https://www.itbox.ua/ua/blog/Scho-take-NFC-i-yak-cyu-tehnologiyu-vikoristovuvati/
https://www.itbox.ua/ua/blog/Scho-take-NFC-i-yak-cyu-tehnologiyu-vikoristovuvati/
https://idcard.com.ua/blog/waste-management-rfid/
https://idcard.com.ua/blog/waste-management-rfid/

46
Smart SysTech. Erlangen/Nuremberg ,Germany. June 6 2013, VDE, 2013. ISBN:978-
3-8007-3521-1.

10. Opal Privacy Policy. [Enexkrponnuii pecypc]. — Pexum poctymy:
https://transportnsw.info/tickets-opal/opal/opal-privacy-policy.

11. Avail Aadhaar Services. [Enmekrponnmii pecypc]. — Pexum mocrymy:
https://uidai.gov.in/en/my-aadhaar/avail-aadhaar-services.html.

12. bonnapenko M. ®@. Anani3 Texnonoriit cmapt-kapt / M. ®@. borunapenko, M.
I'. 3apocuiiosa // Ilpuknaanas paauodJIeKTPOHUKA : Hay4.-TeXH. )KypH. — X. : XHYPD,
2011. - T. 10, N 2 — C. 264-270. Pexum  gocTymy:
https://openarchive.nure.ua/server/api/core/bitstreams/efafda42-f821-4fd4-a67d-
c80772c44586/content.

13. What is the Difference Between NFC and RFID? [EnextponHnuii pecypc].
— Pexum JOCTYIIY: https://www.globalpaymentsintegrated.com/en-
us/blog/2020/04/21/what-is-the-difference-between-nfc-and-
rfid#:~:text=RFID%20tags%20can%20generally%?20be,few%20centimeters%200f%2
Oeach%20other.

14. R. Kilani. Mobile Authentication with NFC enabledSmartphones. / R.Kilani,
K.Jensen. Il Aarhus University, 2012. - 101
URL:http://ojs.statsbiblioteket.dk/index.php/ece/article/download/21229/18718 ISSN:
2245-2087.

15. Damgani Kh. Investigating Attacks to Enhance Security and Confidentiality
in RFID Systems Using Security Bit Method / Damgani, Kh., Hosseinian, H., &
Damgani, L. // Conference on Engineering and Innovation (KBEI), Tehran, Iran,
February 28 - March 1 2019, 833-838 pp.

16. O6roBopenns cucrtemu igeHTU(diKaIii pamgiovyacTOTHOI imeHTUdIKaIi
[EnekrpoHHMiA pecypce]. — Pexum JOCTYIIY: https://ua.joyful-
printing.net/info/discussion-on-rfid-radio-frequency-identificat-31689814.html.


https://transportnsw.info/tickets-opal/opal/opal-privacy-policy
https://transportnsw.info/tickets-opal/opal/opal-privacy-policy
https://uidai.gov.in/en/my-aadhaar/avail-aadhaar-services.html
https://uidai.gov.in/en/my-aadhaar/avail-aadhaar-services.html
https://openarchive.nure.ua/server/api/core/bitstreams/efafda42-f821-4fd4-a67d-c80772c44586/content
https://openarchive.nure.ua/server/api/core/bitstreams/efafda42-f821-4fd4-a67d-c80772c44586/content
https://openarchive.nure.ua/server/api/core/bitstreams/efafda42-f821-4fd4-a67d-c80772c44586/content

47

17. AutolD Technology: RFID & Smart Labels. [Enekrponnuii pecypc]. —
Pexxum noctyny: https://www.industrialrfid.com/rfid/technology.

18. How Near Field Communication (NFC) Works. [Enekrponnuii pecypc]. —
Pexxum nmoctymy https://electronics.howstuffworks.com/nfcl.htm.

19. Sk nmparrtoe Texuomnoris HabmumxeHHss NFC [Enextponnuii pecypc]. — Pexxum
nocrymy: https://www.marketsandmarkets.com/Market-Reports/near-field-
communication-nfc-market-520.html.

20. Contactless / Mobile Payment Statistics in Belgium [Enexrponnuii pecypc].
— Pexxum poctymy: https://www.xorlogics.com/tag/nfc-technology/.

21. Kocher P. Differential Power Analysis. / Kocher, P., Jaffe, J., Jun, B. //
Advances in Cryptology — CRYPTO 1999. Heidelberg, Berlin. December 16. Springer,
1999. - 388-397 pp. https://doi.org/10.1007/3-540-48405-1_25.

22. Kocher P. Timing attacks on Implementations of Diffie-Hellman, RSA, DSS,
and other systems. / Kocher P. // Advances in Cryptology — CRYPTO’96. CRYPTO
1996.. Heidelberg, Berlin. July 13. Springer, 2001. - 104-113 pp.
https://doi.org/10.1007/3-540-68697-5 9.

23. Biham E. Differential fault analysis of secret key cryptosystems. / Biham, E.,
Shamir, A. // Advances in Cryptology — CRYPTO'97. CRYPTO 1997. Heidelberg,
Berlin. May 17. Springer, 1999. -513-525 pp. https://doi.org/10.1007/BFb0052259.

24. Kuznetsov A. Research of Computational Complexity of Cost Functions in
S-boxes Generation Problems / A. Kuznetsov, S. Kandii, N. Poluyanenko, E. Frontoni,
Y. Matvieieva // 2022 IEEE 9th International Conference on Problems of
Infocommunications Science and Technology, PIC Sand T, Kyiv, October 10-12 2022
- Kyiv: IEEE, 2022. - c. 465-469. https://ieeexplore.ieee.org/document/10238530
DOI:10.1109/PICST57299.2022.10238530.

25. Krasnobaev V. Mathematical Model of the Reliability of a Computer System
Operating in the Residual Class System, Based on Dynamic Redundancy / V.
Krasnobaev, O. Bagmut, A. Kuznetsov, Y. Matvieieva // UkrMiCo 2021 — 2021 IEEE


https://www.industrialrfid.com/rfid/technology
https://electronics.howstuffworks.com/nfc1.htm
https://doi.org/10.1007/BFb0052259
https://ieeexplore.ieee.org/document/9716636

48
International Conference on Information and Telecommunication Technologies and
Radio Electronics, Odesa, November 2021 — 03 December 2021, — Odesa: IEEE, 2021.
— C. 61-66 https://ieeexplore.ieee.org/document/9716636 DOI:
10.1109/UkrMiC052950.2021.9716636.

26. Kuznetsov A. Optimization of the WCF Cost Function to Generate Nonlinear
Substitutions / A. Kuznetsov, Y. Gorbenko, N. Poluyanenko, S. Kandiy, Y. Matvieieva
Il Radiotekhnika. — 2022. — 2(209), 16-28 pp.
https://doi.org/10.30837/rt.2022.2.209.02.

27. B. Oertel. Security Aspects and Prospective Applications of RFID
Systems / B.Oertel, M. Evers-Wolk, B. Debus, V. Handke // German Federal Office for

Information Security (BSI) — January 2005 - Berlin, Germany - Swiss Federal

Laboratories for Materials Testing and Research, Empa + IZT -

https://www.researchgate.net/publication/258275664 Security Aspects and Prospect

ive Applications of RFID Systems

28.  Piotr F. Borowski. Digitization, Digital Twins, Blockchain, and Industry
4.0 as Elements of Management Process in Enterprises in the Energy Sector / Piotr F.
Borowski //  Energies -  March 2021. -  14(7), 1885 pp.
https://doi.org/10.3390/en14071885

29. RFID rexnomoris mnsa asromarusamii obmiky [EjekTpoHHHMET pecypc]. -

https://remonline.ua/blog/rfid-technology/

30. NFC Technology - Essentials & Insights [Enexkrponnuii pecypc]. -

https://www.st.com/content/st com/en/support/learning/essentials-and-

insights/connectivity/nfc.html

31. Punok cmapt-kapTok 2020-2026; [IporHo3 3pocTaHHs Ta 3BiT PO YACTKY

npomuciioBocti [Enekrponnmii pecype]. - https://uk.eturbonews.com/puHok-cMapT-

kapTok-2020-2026-mporuo3-3pocTaHHsI-3BIT-IIPO-4aCTKY-TaIy31/



10.1109/UkrMiCo52950.2021.9716636
https://doi.org/10.30837/rt.2022.2.209.02
https://www.researchgate.net/publication/258275664_Security_Aspects_and_Prospective_Applications_of_RFID_Systems
https://www.researchgate.net/publication/258275664_Security_Aspects_and_Prospective_Applications_of_RFID_Systems
https://doi.org/10.3390/en14071885
https://remonline.ua/blog/rfid-technology/
https://www.st.com/content/st_com/en/support/learning/essentials-and-insights/connectivity/nfc.html
https://www.st.com/content/st_com/en/support/learning/essentials-and-insights/connectivity/nfc.html
https://uk.eturbonews.com/ринок-смарт-карток-2020-2026-прогноз-зростання-звіт-про-частку-галузі/
https://uk.eturbonews.com/ринок-смарт-карток-2020-2026-прогноз-зростання-звіт-про-частку-галузі/

JIOIATOK A

Research of computational complexity of cost
functions in S-boxes generation problems

Alexandr Kurnetsov
Department of Political Sciences, Cormmunication and
International Relations, University of Macerata,
Mlacerata, [taly, Department of information systems
and techmologics security, V. M. Karazin Kharkiv
Mational University, Kharkiv, Ukraine, 13C “Institute
of Information Technologies”™, Kharkiv, Ukraine
kuznetsonv{E karasin.ua
hitpa:Aorcid ors O00-D003-233 1 -6326

Serhii Kandn
Depantment of information systems and technologies
security, V. M. Karazin Kharkiv Mational University,
Kharkiv, Ukraine, 1SC “Institute of Information
Techmologies™, Kharkiv, Ukraine
sergeviandyiaemail.com
haipsaorcid. oraA0-0003-0552-E34 |

Abstrect == The generation of mon=linear substitutions (5=
boxes) is un important task in the design of cryptographic
algorithms with a secret key. The properties of S-boxes
determine the cryptographic strength of symmetric ciphers
agwinst various attacks, for exnmple, lnear aml differential
cryplamalysis. In addition, substitutions must be random in
wrder fo be resistant to algebraic cryptanalysis metbods.
Muny suthers explare the problem of generating randem 5=
bowes. The most effective technigee i bearistic search, which
is bused om the wse of varioms cost functions (special
hewristics). Hewristic search consists of ieratively modifying
a rundomly generated substitution. At each iteration, the
value of the cost unction s calculaied, the search condimmes
until o substitution is found that minimizes the cost function.
In this articke we explere several eptions for cost functions
and evaluate the complexity of their calculation. We estimate
the mumber of iterations required by the bearistic search to
generate S=hoxes with given cryptographic indicaters as well
as the compuiational complexity of generation faking into
account the complexity of caloulating the cost function.

Kepwordy=—compomens; formatting: sile; spling; imsers
(kg wards)

I INTRODUCTION

Mozt block and stream ciphers mclude substitution
blocks or 5-blecks which are chosen to satisfy a nurmber of
crypiographic criteria [1]3]. S-blocks are impomant
components of modern cryptographic algorithms, Their
reszarch has been carried out for many years [4]-{9].

The development of varous crypiosystem attacks over
the years has led to the development of criteria for
resistance to such attacks. An importani unconditional
criterion of cipher stability is the high nonlinearity of the
S-block wsed [IOH{13]. These criteria provide some
protection against attacks related to linear eryplanalysis.
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Eonown methods of synthesis of non-linear substitution
nodes with the mecessary stability indicators can be
conditionally  divided into  three classes:  random
generation methods, algebraic methods and  hewristic
methods [6], [9]. [14], [15].

The first class includes methoeds based on random
generation  procedures  followed by the selection of
replacement nodes that meet the specified criteria. Their
advantage lies in the obvious simplicity of practical
implementation. Another advantage i the random sature
of the formed S-blocks, that iz, the absence of such
disadvantages as linear boss and algebraic simplicity of
representation. A significant disadvantage is the rapid
decrease in scarch efficiency - finding replacement podes
with high nonlincarity with increasing dimensionality
quickly becomes an impossible task [4], [16], [17]

Algebraic methods belong to the second class. Their
advantage is low computational complexity, which allows
for the synthesis of pon-lincar nodes of substitutions of
arbitrary dimensions. The secomd advantage of this class
of metheds 5 good (main) indicators of cryptographic
stability of the generated replacement nodes, such as high
nonlinearity and low awiocorrelation [L1], [18], [19].
However, these methods have a number of disadvantages:

17 the obtained S-blocks have a non-random nature,
that means that they have a lincar loss (all component
Boolean functions and their lingar combinations are
equivalent o each other) [5], [20];

2} the simplicity of the algebraic representation of 5-
blocks in a hinary field which gives a potential
vulnerability 1o algebraic cryptanalysis of the ciphers that
uge them [21]{24];

3) the number of poszible S-blocks obtaned by such an
algebraic method is strictly limited;
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4 reduction in the efficiency of the synthesis of S-
blocks with high {(main) stability indicators with
mcreasing dimensions, Le, the difference between the
optimal calculated values of stability indicators and the
obtaimed ones  increases  significantly. The Bsue of
building replacement nodes  with  optimal — stabiliny
indicators is open to this day.

Methods of random  generation  have  proven
themselves well i the basis of heuristic algorithms [4],
[9], [14]. These algorithing are boilt on  iterative
approaches o the synthesis of S-blocks - at cach step of
the meration, the method tries to improve some objective
function thai is related to ponlineariy and generally
improves it using certain heuristics.

This work i devoted o the comparison of the most
promizing (in our opinion) ehjective functions (taking into
account the minor modifications proposed by usg) in enns
of calculation speed. The calculation time directly affects
cach step of the scarch algorithm and the total time of the
S-block formation algorithm.

Il. RELATED WORKS
The public liieraiure contains an extensive review of
articles on evolutionary computing related to the design
and construction of S-boxes with good cryptographic

properties.

Im 2005 Clark proposed a now cost function for the
evolution of S-boxes combined with simulated annealing
o peodince S-boxes with por-linearity values up to 102
[25]). We examine its slightly modified version - using a
coefficient 1f4 :

= = EH TR, | -X |
WHE = §§||4”4 dl .

where WHT - (Walth-Hadamard transform) ‘Walsh—
Hadansard spectral coefficients;

i — boop over all component functions and their linear
combinations;

b —loop over all linear functions;

X i R — parameters with valid values.

I 2016, Pychek presented a new cost function for the

evolution of strongly nonlinear bijective S-blocks [26].
Picek's cost functions PCF:

=
PCF=) XH(S),, .
[

where H (), — the number of coefficients of the Walsh-
Hadamard distribution whose absolute value s in the
position & (corresponds to the position|4-&| | the Walsh-
Hadamard spectrum of the S-block 5 ).

I 2020 Freire-Echevarria  published [27] his
interpretation of the objective function based on the
Walsh—Hadamard speciral coefficients. Cost function
{Freyre-Echevarria  cost  functions) WCF  (slightly
modified version - using the coefficient 1/4 )

:H:H-']

H'EF=§§ 11 :-l WHTTE -4
o
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—
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where, sfart, step, emd — some integer wvalue, as a mule
srart =0 srep=4 (based on the muliplicity of the
coefficiens by four);

In addition to the above objective functions, we
investigate two more functions proposed by us [28], [29]:
+ funciion power_max_WHT:

power_max_WHT = f Inux,_ (WHTTb, (1} - l‘r .

where max, (WHTTH ) — the maximum value of the

Walsh-Hadamard spectral cocfficients for all component
functions and their linear combinations {i=0,1,...,355);
X i R —parameters with valid values.

*  function WCFS:

_EmE IWHIE XY
Wers = EE [ 4 ]
|ERT A

where Y | f — parameters with valid valwes.

1L ORIECTIVE FURCTION CALCULATION PSEUDOCODE

To understand the cost of computer time for the
caleulation of each of the listed functions, we will present
the pseudocode that we used during their caleulation.
Please note that during the caleulation, the nonlinearity of
the 5-bliock was set in parallel in the target functions.

A, Clark's WHE cost function:
sum =1
for by b for all 255 linear combinations (except zero)
gpecire[0.255)¢  calcalate the Walsh-Hadarmard
specirum
for by i for all 256 values of the Walsh-Hadarmsard
specirum
max_spectre finding the maximum element in the
SpeCITUm
top = | | spectrefi] | - X/ 4
val=1
for from | to R, perform exponent ation
val = val * ting
eduid for
gurm = sum + val
end for
end far
nonlinearity = 128 - max_spectred?
return sum vale

8. WCF Freive-Echevarria cost function:
sum =10
for by b for all 255 linear combinations (except zero)
gpecire[0.255)¢  calcalate the Walsh-Hadarmard
specirum
for by i for all 256 values of the Walsh-Hadarmard
specirum
max_spectre finding the maximum element in the
SpeCITm
val=1
for by j from gtar 10 ernd with siep
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tmp =| | spectre[i] |-j| /4
val = val * trop
end for
suim = sum + val
end for
end for
nonlinearity = 128 - max_specire’2
return sum value

O O Pichek's cost function PCF

sum =1

for by b for all 235 lincar combinations (except zero)
gpectref0..255]¢ calculate the Walsh-Hadarmard

Specirum

for by i for all 256 valuwes of the 'Walsh-Hadamard
Specinum

meax_spectred finding the maximum element in the
Specirum

histogram [ | spectre(i] p4]++ ff build a
spectrum distributbon histogram
end for
sum =10
max_val = max_spectra’d
mault = |

for by i from 0w &
sum = mull * histogram[max_val]

il = w2
max_val = max_val-1
end for
emd for

for from max_spectre/d iterations {implementation of the
requiremen that SLITH
increases significantly with
increasing nonlinearity)

sum = & * sum

emd for

nonlinearity = 128 - max_specire’2

returmn sum valoe

D Chur proposed power_max_ WHT funcrion:

sum =1

for by b for all 255 lincar combinations (except zero)
spectre[0..255]¢ calculate the ‘Walsh-Hadarmard

Specirum

for by i for all 256 values of the 'Walsh-Hadarmsard
specirum
meax_spectre_bé finding the maximum element in

a spectrum of 256 clements
end for
meax_spectred= finding the maximum element in the
spectrm
max_spectre_b = | max_spectre_b— |
val=1

for from | to R, perform cxponent it on
val = val * max_spectre_b
end for
s = sum + val
emd for
nonlinearity = 128 - max_spectra’2
returmn sum valoe

2020 IEEE International Comference on
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E. Our proposed WOFE funchion:
sum =0
for by b for all 235 Enear combinations (except 2era)

spectre  [0.255)4 calculate the Walsh-Hadamard
apectrum

for by i for all 256 values of the Walsh-Hadamard
apectium

max_specired= finding the maximum element in the

apectium
val=1
If spectre|i] = X

tivgp = (| spectrefi] | - 40/ 4
val=1
for from | to R, perform exponent atbomn
val = wval * tmp
end for
end kX
sum = swrn + val
end for
end for
nonlinearity = 28 - max_specire/2
returm sum value

IV. COMDITIONS OF PERPORMING A OOMPUTER EXPERIMENT

The computation fime was averaged over 500,000
individual mans of the objective function. As parameters for
each objective function, those with which the average
number of iterations for finding a bijective S-block with
nonlinearity 104 was the smallest {according to our
experiments) were chosen, namely:

« Clark’s WHS cost function: R=12; X =0.

#«  Freire-Echevarria’s WCF cost function: start =0
slep =4 end =25 _

#  Pichek’s PCF value function: N =11.

« Our  proposed
R=4 X =36

power_max_WHT  function:

«  Dur proposed WCFS function: R=4; X =11.

Before starting the tests, cach function was optimized
for the selected parameters, which in some cases led to a
timez reduction of up to 40%.

The cabculation was performed on an Imel Core i5-
32108 CPU 2.30GHz personal computer nanning the 64-
bit Windows 7 operating systen The code written in C++
was compiled using Microsoft Visual Smdie Community
2022 {b4-bit version) in the Release configuration.

W, OBTAMNED RESULTS

Each function first wses a fast ‘Wakh-Hadamard
traraform to find s spectrume This operation is the most
expersive  (in ferms  of time) and has the =same
implementation for all functions. That is why we measured
the time to calbculate the Walsh-Hadamard spectrum and
included it in the resulis as a separate item. Comgautational
timezs in other functions include the compuiation time of
the Walsh-Hadamard spectrum. The general results of the
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averaged time for calculating the objective functions ane
given in table __.

TABLE L AVERAGE CALCULATION TIME OF THE
ORJECTIVE FLRCTION
. [Walshe o er
Function (. 3| FHE WCE |CFE maxWHT [FEFS
s pocirum
Timi - - - -
e 0,1 =00F 4007 [R,2007 72000 6900 (10,500
10 [EE LR EC NV EC S PEE 1

If you choose 100% time for caleulating the Walsh-
Hadamard spectrum, the fastest function s PCF, which
requires only 18% additional time 1o obtain the result. The
lomgest s the WCFS function, which sdditionally uses 69%
of the caleulation time.

Howewver, for each objective funmction, the search
algorithm performs a different number of ierations to find
a bijective S-block with noolingarity 104, Table __ shows
the average rumber of merations for each objective
function that we obiaimad in previous studies, as well as the
probability of finding a soboiion.

TABLE IL AVERAGE WUMBER OF ITERATIONS COMNSLUMED
BY A HILL CLIMBING ALGORITHM WITH NFFERENT
OBIECTIVE FUNCTIONS FOR FINDING A BUECTIVE S-BLOCK.
WITH BMONLINEARITY 104

. power_
Function N L S e L
Mumber  of

Pt spaas |s3180 |Mmes |i40378 4w 130
The probability

lof finding an 5

block with | = %% (P | =98 |=2T% = | (0
N, =104

:;‘;“E‘ time e {5 T T L T

Considering the given data it can be concluded that
despite the high caleulation speed of the power_max_WHT
function, it takes much more time than any other. In
addition, in practical application, the specified time will
increase significantly (an bzast 3 times) due to the peed to
repeatedly run the search algorithm to find a bijective 8-
block with nonlinzarity 104,

The average time {Lcex) spent by the program to
compute only the ohjective functions in the hill-climbing
search algorithm on a personal computer {the configuration
of which is shown abowve) is given in the last line of Table
— The time was calculsted as the product of the average
mumber  of Werations  times  the average function
computation time (i.e., using only one thread and not using
the parallel computing capability). Visually, the average
time spent on the calculstion of objective fumnctions for
finding a bijective S-block with nonlinzarity 104 & shown
in Figure __.
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Fig. 1. Fig 1. The average ome spemt by the program io calculae only
the objectve functions in the hill-clinbing search 2lgorithm

VI ConCLUSIONS

This work examines the average time for caleulating
the objective function with opimal parameters. They are
compared with each other and the wotal search time (taking
into  account  only the time of objective fanction
calculations) of the hill-climbing algorithin for finding a
bijective S-block with nonlinearity 104

It has been established that the power_max WHT
fumction is the fastest (execuies m 6.9 secomds), but with i
the search algorithm muost spend more than a few iterations,
s the total time of the algorithm & very long.

Although the other four objective functions showed a
discrepancy of 1.5 times the average calculation time (from
T72-107 seconds o 103-107 seconds), however, taking
into account the average number of Werations before
finding a bijective S-block with nonlinearity 104, the
average caleulation time in the search algorithm s
somewhat close (from 44 sec. o 54 sec.). The WCF and
WHS objective functions have the besi resulis with an
average time of 436 sec. and 44.2 sec. in sccordance.
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Absiract—The  article  discusses o variamt  of the
muathematical madel of the reliability of a compuater system (C85)
operating in the residual class system (RNS), based on the use of
dynamic redundancy. The calculation and comparative analysis
of the reliability of the tripled computational structure in the
pusitional number system with an deal majority element and
CH im the BNS with an ideal commutater is carried oul. The
analysis resulis showed the following. At the initial stage of the
operation of computing systems, the reliability of the TS in the
R™5 with one comtrol base i higher than the triple positional
computing system. At the initial stage of the operation of
oomiputing systems, the relinbility of the €5 in the ENS with one
oontrel base is higher than the triple positional computing
syslems This presupposes the effective use of the OOF in the RNS
im systems and devices for shart-term use. For example, in on=
board computers of ballistic missiles and aircrafi.

Keywordv—reviduel class  systewr, dymamic  redimdoacy.,
mathemurticel medel ef the relichilify, compnter sypvfem

L INTRODUCTION

Mote that at present, inferest in the use of the residual class
sysicm {RNS) & growing again [ [H3]. It is caused primsrily
by the following circumstances [4]-{6]:

# the emergence of mumerous techaolegical and
theoretical publications dedicated o the theory amd
practice of creating computer systems (C5) and
componenis in the RNS;

= the universal wse of mobile processors, which want
high data processing performance with litthe energy
COnSumption;

= no inter-digit wransfers in the process of performing
arithmetic operations of addition and multiplication of
numbers  in the RNS allows reducing  energy
COnSumption;

= hanking configuration demonsirate great interest in
RMS, where it is necessary to reliably and reliably
process large data amays in real time, ie. high-
performance wols are required for highly reliable
computations with self-correction of emors, which s
twpical of codes i RMNS;

Alexandr Kuznetsov
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Eharkrv, Ukraine
g bl gak ova. dpie gmail . com
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s increasing the density of elements on one chip docs
mot i all cases allow high-guality and complete
testing: in this case, the importance of ensuring the
fauli-tolerant functioning of specialized C8 increases;

#  the need w use specialized CS o perform a various of
operations on vectors that reguire a high speed of
performing  imteger addition and  maltiplication
operations (matrix. multiplication problems, vector
sealar product problems, fransforrmation  Fourier,
ety

& the widespread introduction of microelectronics ino
all spheres of average life has significantly increased
the relevance and importance of previousky rare, and
mow such massive scientific and practical tasks as
digital processing of signals and ineages, patiern
recognition, crypiography, processing and storage of
multi-bit information, ete.; this circumstance requires
huge computing resources that exceed existing
capabilities;

& the current bevel of develogment of microelscironics
is approaching the limit of its capabilitics in terms of
ensuring performance and reliability of existing and
future O35 and components for real-time processing of
large data amavs; nanoclectromics,  molecular
electronics, micromechanics, bioelectronics, optical,
optoelectronic and photonic computers, biolagical,
ete., which are coming to replace it, are still very far
from real wide industrial production and application.

The article discusses a variant of the mathematical model
of the reliability of a computer system, functioning in the
residual class system, based on the wse of dynamic
redundancy.

The article & siruciured as follows. Section 2 briefly
amalyzes recent publications in the subject area. Section 3
provides basic theoretical information about mumber gysiems
in residual classes. Section 4 is devoted 1o the presentation of
the main resulis. In paricular, a mathematical model of the
relizhility of a computer sysiem operating in a residual class
system 5 described. It also provides several examples that
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clearly demonstrate the proposed solutions, as well as figures
and calculations that give an idea of the reliabiliy of a
compuier systern operating in a residual class system In the
“Conclusion®™ section, the resulis obtained are summarized,
some conclusions and recommendations are stated.

Il. RELATED WORKS

The problems of constructing computer Systems operating
in the residual class system have been siudied by many
authors. In works [4], [6], [T] and many others, the general
theoretical provisions of the residual class systems, as well as
the techmiques for their use in T SYSLEMNS, Were
investigated. In works [2], [B] - [11], etc., the possibilitics of
the residual class system  for  error  commection  were
investigated. This is a very important propenty, which was also
studied in works [12] - [16]. Anticles [17] - [19] are devotied
to the study of mew technigues for constructing specialized
computing devices operating in the system of residual clazses.
The papers [1], [20] - [23] investigate mew difections i
computer science devoted to systens of residual classes. For
example, in [2] artificial intelligence methods are investigated,
in [20] methods of fast Fourier transform are studied, in [21]
digital filters are considered, in [22], [23] some cryptography
problems using computations in the systern of residual classes.

Many works are also devoted to research of methods of
increasing the reliability and fault tolerance of computer
systems. For e le, these are fundamental works [24] -
[27]. etc. In amicles [2], [3) [28] aspects of ncreasing the
reliability of computer gystems are investigated, and in [2],
[10], [12]. [ 13] ssues of fault tolerance of compiuting devices
operating in the system of residual classes. However, the
issues of quaniifying the probability of failure-free operation
of computer systems in residual class systeins have not been
studied enough.

This amicle proposes a mathematical model of the
relmbility of a computer fystem operating in the residual class
sysicm. This model makes i possible to guantify the main
indicators of the reliability of the computer system functioning
in the residual class system. We also provide several examgples
with a wisual calculation of the probabiloy of mo-failure
operation of computer systems in residual class sysiems.

HL  Basic PROPERTIES OF MNON-POSITIONAL ARITHMETIC
NRNS

Firat, preliminary, before taking into consideration a
version of the mathematical model of the reliability of a C8
operating in the residual class system (RENS), we will deal with
the consequence of the leading propertics of & non-positional
number system on the structure and principles of operation of
the C5 [7]-{9].

A. Independence of the restdues.

This property makes it possible w produce a CS in the
BMS in the form of a set of independent, parallel operating in
time, break computing paths (BT) for data processing,
functioning severally of cach other agreement with their
pamicular modulus ny Thas, the CS operating in the RNS has
a modular design, which allows maimtenance and elimination
of failures and malfunctions of the computing paths by
replacing an inoperative VT with an efficient one without
interrupting the solution of the problzm The time for the
implementation of arithmetic operations in the C5 s
determined by the time for the implementation of the
operation in the BT according to the greatest radi sy BNS.

In addition, emors anising from failures (failures) of the
binary bit circuits in an arbitrary TC of the C5 do not
“muliiply” into meighboring paths {remain  within  onpe
remainder), which makes it possibbz to increase the reliability
of calculations in the RMS. I does not matter whether there
was a single or multiph: errors or a burst of errors no longer
than [logwim-1)] +1 binary digits. A mistake that has arisen
in the C5 in the base s & either stored in this path until the
end of the calculations, or is self-eliminated in the process of
further calculations (for example, by mukiplying the
remainder of the number by zero). This property of the RNS
made it possible to create a unique system for monitoring and
commecting errors in the dynamics of the computational process
{without stopping the computation process) of the C8 with the
introduction of a minimum information code redundancy,
which is essential for data processing systems operating in real
T,

B, Eguality of residues.

Mobe that there is a close relationship between arthmetic
codes in RNS and arithmetic AMN-codes in a positional nurmber
system (PS5). Arithietic codes in BRNS are an advanced
development of the known positional arithmetic noise-
imrmune many-residual AM-codes [3], [10] [11]-

Based on the procedure for generating numbers in the
RM5, it 5 obvious that any remainder ai of the number
A=(a,ay, ..., a,) carries information about the entire
original number A, which makes it possible by sofiware
miethods to replace the failed compuiational path modulo m;
with an operable path moduly s, (provided that m, <m; )
without imterrupting the solution of the problem. Thus, the CS
functioning in the RNS hawving, for examplz, two control
bases, retain their operability inthe event of failure of any tao
cormputing paths. In the event of failuses in the thisd or fourth
paths, the CS confinwes 0 execuie the computation program
with a slight decrease in the computational sccuracy, Le. CS
in RMNS has the property of gradual degradation. This property
determines the characteristic fzature of the functioning of the
C5 in the BKS: a C5, depending on the requirements imposed
on i, can have different relability, accursey of calculations
and speed in the dynamics of the compuatational process. Thus,
in the process of solving the problemy, it is poessible o vary the
reliability of the C5, the reliability, accurscy and speed of
calculations. Indeed, let the data be determined by a numerical
code represented by a set of bases {mi,} {i=1n+&k ) ENS

It is known that the execution time of arithmetic operations
and the accuracy of the solution depends on the mumber nof
information bases, and the reliability of the functioning of the
C5 and the reliability of caleulations depends on the number &
of the control bases of the RNS. Let i the process of
calculations the need amose to improve the reliability of the
functioning of the CS and for) the reliability of the
calculations. In this case, in real time, without interrupting the
caleulations, the hases it} of the RNS are redistribuied as
follows

=L +k
and

nan, K'>k
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Moreover,
4+ kK ="+ k"= conit .

In this case, the sccuracy of caloulations decreases and the
apeed of performing arithmetic operations imcreases, which
are determined by the number of information bases o', 1f there
is & weed to increase the sccuracy of the solution in a separate
section of the computed program, then the program is
redisiributed as follows:

i= I,.n-’+j;' (r+k=n"+&"=conss ).

In this case with an mcrease in the sccuracy of
calculations { 4™ = ), the reliability of the CS {reliability of
calculations) decreases and the time for solving this problem
increases.

Furnthermore, the redistribution of information & and k
control bases takes place with the execution of non-modular
funcibons in the RMS (operation of control, correction,
comparison, eic.). The time required 1o perform non-modular
operations in the RMNS s proportional to the mumber n of
information kases, ie. the number of bases that determine the
accuracy of the calculations.

The transition to computations with lower accuracy makes
it possible o increase the speed of the C5. If an ordered |
my, < m ) RMNS is expanded by adding | bases, each of which
is larger than the previous base of the original RMS, then the
minimum code distance des is auomatically increased by L

The same can be achieved by decreasing the number n of
information bases, e, moving on to calculations with less
precision. Consequently, there & an inverse relationship
between the comrecting capabilities of the RNS codizs and the
computational aceuracy. The combined wse of the first and
second propertizs of the RMS determines the presence of three
types of redundancy in the O3 simuliansously: structural,
informational and functional

Based on the dea of structural redundancy, the joint wse
of the first and second propertics makes i possible 1w
synthesize mathematical models of the CS reliability in the
EME, corresponding to the models of consant and dynamic
redundancy in the PSS, Inthis case, the information paths s
+ g 0f the C5 plays the role of working elements, and the
control Mg+ = pig+; play the role of reserve elements, where k
is the number of control (reservie) bases of the BMS.

O Low bir representation of residies.

This property allows o significantly increase the
relmbility and performance of the C5. This & achieved both
due 1o the low bit depth of the construction of the CS, and doe
to the possibility of using (in contrast to the PS5) tabular
arithrmetic, where the arithmetic operations of addition,
subtraction amd maltiplication are performed practically in
one machine cyele. In pamiculsr, the small digin capacity of
the residuals in the representation of numbers in the RNS
makes it possible v choose a wide range of options for system
engineering solutions in the mmplementation of modular
arithrmetic operations based on the following principles:

* adder principle (based on the use of low-hit binary
adders moduls);

o abular principle (based on the use of read-only
memory devices {ROM) of small sizes);

« the principle of ring shifi based on the use of ring shift
registers.

IV, MATHEMATICAL MODEL OF THE RELIABILITY OF A4
COMPUTER SYSTEM OPERATING IN THE RESIDUAL CLASS
SYSTEM

Based on the analysis of the possible use of the above three
main propertics (independence, equality and low bit depth of
residuals that determine the pon-positional code structure),
non-positional arithmetic in the BNS, in comparison with the
P58, has the following significant advantages [13], [17], [29]:

« the ability 1w parallelize computations an the level of

decomposition of the operands, which significantly
increases the speed of the C8;

« the possibility of spatial diversity of data elements with
the possibiliny of their subsequent asynchronous
independent processing;

¢ the possibility of tabular (matri) execution of
arithmetic operations of the base et and polynomial
functions with a single-cyele selection from the ROM
of the result of a modular operation;

« the ability fo create a system for moniforing and
comecting the CS with effective  detection  and
correction of failures amd failures:

« the ability to control and correct errors in the dynamics
of the computational process of the C8;

« the possibility of effective use of passive and active
faulh  wolerance based on the  operational
reconfiguration of the C5 structure;

¢ lower computational and time complexity  for
individual classes (types) of iteger problems;

« manifestation of a special propenty of the strocture of
the CS in the BNS, ensuring the absence of the effect
of muliplication of emors in the implementation of
arithmetic mfeger operations of addition, subtraction
and rmultiplication;

« the suitability of the structure ofthe CS i the RNS for
carrying out operational diagnostics of blocks and
nodes of the calculator:

« the possibility of increasing the reliability of the C5 in
the RNS due to the efficiency of the simultancous use
of passivie and active fauk wlerance.

Based on the lsted basic properiies of the RNS, the
probability of po-fadure opersiion of the C5 can be
represented as the probability of no-ailure operation ofthe C5
in the PS5 for the case of sliding redundancy with a leaded
reserve, taking into account the nfluence of the listed
properties of the RMS. In this case, the formula for
determining the probability of no-failure operation of the C5
in the BMS will take the form of expression {1).

Ew=ta B nlicyaro.
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Here, on the right-hand side of forrmala (1), the expression
Pifti=expf -4} & the probability of failure- free operation
of the C5 data processing path on the largest (least reliabbz)
basis my+p RNS, and the value 2 is the failure rate of the
equipment on the largest base m,+ ;.

Raelation (1) can be used 1o calculate the probability of no-
failure operation of the CS5 in the RNS under the following
ARSI TN O ST

#  This property makes possible wo significantly increase
the reliability and performance of the C5. This s
achieved both becawse of the ow bt depth of the
construction of the C5, and due o the possibility of
using (in contrast o the PSS) abular arithmetic,
where  the arithmetic  operations  of  addition,
subiraction and mukiplication are performed
practically in one machine cycle. In particalar, the
srall  digie capacity of the residuak in the
represemation of oumbers in the ENS makes @t
possible o choose a wide range of options for system
engineering solutions in the implementation of
rsdular arithmetic operations based on the following
principhzs: information and control computing paths
of the C5 are equally reliable (the probability of
failure-free operation of all paths is taken o be equal
to the probability of failure-free operation Py 1) of the
path on the largest hasis mq+x BN5, which has the
lowesi probability of failure-free operation);

#  the possibility of restoring failed C5 paths & pot taken
into scoount.

Moie that the real reliability of the C5 in the ENS will be
higher than thai determined by relation (1), sinee this formula
does not take into account the possibility of replacing one
coatrol path on the basis of sy with one or several inoperable
information paths at the same time

m, lumh~

provided where r is the maximum mumber sirulianssusly
replaced working paths with one control operable path on the
base ;.

Lt us carry out a comparative analysis of the relability of
atriple positional C5 with an ideal majoriy ebzment and a C5
in an RMS with an ideal fail-safe switch, wsing the considered
reliability model | 1) Let us denote by A~ the faibare rate of the
equipment referred to one binary digit (o the wndt of the C8
kit grid). In this case, the probability of failure-free operation
ofithe equiprnent, referred 1o one binary bit of the COP is equal
i1}

Bin=et.

For a posiional Fhyie CS, the probability of no-failure
operation is equal o

Bin=e™,

where

—_

=8liaor Pry=e""".

It i known that the probability of mo-failure operation for
a iriple majority structure in an PSS comaining three
computers and an ideal majority element is [24], [30]1{32]:

Py =3RN-2R ="V 327" (2)

For C8 in RNS, the probability of failure-free operation of
the path on an arbitrary basis m (i =La+ k) & equal

Ptp=a=tt

Bty =emtom
where
dare=[loge{mere—13]+1.

The probability of failure-free operation of the CS in the
RME 5 determined in aceordance with expression (1).

Let us give examples of using formula (1) for various
RME.

Let /=1 {single-byte CS) and k= 1.

Then the RNS can be represented as a set of the following
basizg

m =3, m=4, my=5, my=T, ms=11.

Maoreover,
4
[]m =420=2" =256
il

and
GOD (g gy = | for i/,

In this case, relation (1) can be written in the form

P =35R"(N—aR ()= -
= o A S gy,

Wiz demote A*=8A4. In this case, expressions (2) and
{3} can be written, respectively, in the form

P =326, (4

Pl )= e (5 —de™ Ty (5

In accordance with expression (4) and (3), the values of
the probability of no-failure operation are calculated for the
riple positional C5 in the PS5 and for the C5 in the BNS.

In Fig. | shows the graphs of the MA%0 for single-byte
C5: non-redundant (1) in the PSS, three-chammel redundant (1)
C5 in the PAS and CF in the BNS (1) with parameters
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I=1,n=4,k=1.

From Fig. 1, it can be seen that a C5 n an RMNS with one (&
= 1)y control base (111} is morne reliable than a triple positional
computing system (11

In this case, the critical value of the probability of no-
failure operation of the C5 in the RNS iz equal to 0425, and
the critical value of the tripled computing system s equal to
0.5, Le. the use of the RNS the range of values 2*r, at
which the reliability of the C5 in the RNS is higher than the
reliability of the C8 in the P55,
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Fig. . Graphs of depesdencies P44 * 4 of 05 reliability, k=1
Letk=2

In this case, the BRNS s defined as a set of the following
bases:

aity =3, wa=d, my=5,
ma=T, ms=11,ms=13.

For a given RMS, expression (1) & written as follows

P = B0 B0 +6R@[1- Bin] +15[1- R |

Fain=
=g I:e“" + ﬁe‘““’"{l-e““’"}+]5{]ve""‘" }J] (6)

The graph of function (&) for k =2 is shown in Fig. 2.

It can b seen fiom this graph that the C3 in the RNS with
two control bases (IV) is more reliable than the triple
positional computing system {11) and more reliable than the
C% in the BNS with one (& = 1) contro] base (111).
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Fig. 2. {(amphs of dependencies £ 74 * tf of CS relinhilicy, k=2

Shown in Fig. |, 2 dependencies were obtamed by
calcalation using the formulas of the proposed mathermatical
model. With an increase in the muliplicity of redundancy, the
reliability of the C8 increases, which comresponds to the
provisions of the general theory of reliability [313].

Vo CoRCLUSION

The article discusses a variant of the mathematical model
of the reliability of a computer system, functioning in the
residual class system, based on the use of dymamic
redundancy.

The computing and comparative analysis of reliability in
terms of the probability of failure-free operation of a triple
compuling structure in a positional mumber system with an
ideal majority element and a C5 in an RNS with an ideal
commutator & carried owt. The analysis results showed the
following. At the initial stage of the operation of computing
systems, the reliahility of the CS in the BNS with one control
base i higher than the wiphe positional computing system.
This presupposes the effective use of the C5 in the RNS in
systems and devices for shor-ferm use. For instance, i on-
board computers of ballistic missiles and airerafi.
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Abstract. Modern encryption algorithms with symmetric key are effective means
of ensuring the confidentiality of information. Their reliability and eryptographic
strength are ensured by the cryptographic properties of the applied crypto-
primitives, in particular, nonlinear substimtions (S-bloxes). This work
investigates heuristic methods for generating S-boxes. These methods use special
cost functions, which are calculated at each iteration of the search algorithm. The
input substitution is formed randomly, then the generation algorithm gradually
changes this S-box and minimizes (sometimes maximizes) the cost function.
Howewer, the problem of rapid generation of highly nonlinear S-boxes has not
yet been solved due to the high computational complexity of iterative search. In
particular, for the best known result, more than 65,000 iterations have to be
performed to find a bijective 8-bit substitution with a nonlinearity of 104. The
WCF (Cost Function of the content of the Walsh-Hadamard spectrum) is used
there. We investigate this function and optimize its parameters. Our WCF
optimization in combination with the Hill Climbing algorithm significantly
reduces the number of iterations. In particular, we demonstrate that to find a
substitution with a nonlinearity of 104 on average, we need about 33 thousand
iterations of the algorithm. In addition, we were able to increase the success rate
of heuristic search. Especially, for our mning in 100% of cases a bijective S-box
with nonlinearity 104 was found.

Keywords: nonlinear substitutions, S-boxes, cost function, generation methods,
nonlinearity, Walsh-Hadamard transform

1 Introduction

When designing a cipher with a symmetric key, the generation of cryptographically
stable nonlinear substitutions (S-boxes) is a difficult task [1-3]. Firstly, nonlinear
substitutions should be random, to wit not to contain simple algebraic constructions,
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because this can create the preconditions for effective algebraic cryptanalysis [4, 5].
Secondly, S-boxes have to provide the necessary cryptographic properties that
significantly complicate the implementation of wvarious cryptanalytic attacks
{differential, linear, statistical, etc.) [3, 6, 7). Thus, the task of generating nonlinear
substitutions is complex and extremely important from the point of view of further
improvement of eryptographic algorithms with a symmetric key.

Heuristic techniques are considered to be the most promising for the generation of
highly nonlinear S-boxes. They allow iteratively to change the initial random S-box
until it does not meet the established criteria. However, the time of such generation may
be too long. For instance, for the best known result, the generation of random bijective
B-bit substitutions with a nonlinearity of more than 104 requires more than 65,000
iterations [8, 9]. The aim of this work is to optimize heuristic methods to accelerate the
generation of highly nonlinear S-boxes.

2 Related works

In this article, we consider heuristic techniques for generating nonlinear substitutions.
Such algorithms include heuristic methods:

e Local Search Algorithm [1, 8-10];
e Hill-climbing Algorithm [&, 11-13];

o Gradient Descent method) [6, 14];

e Simulated Annealing algorythm [12, 15-17] and [10, 18];
* Genetic Algorithm [19-21] ete.

The main task of heuristic techniques 1s to reduce (or in some cases increase) the value
functions, which arcassociated with the desired property of the S-box. During the
operation of the search algorithm, the characteristics of the current S-box are brought
closer to the desired value.

It should be noted that the success of generation 1s very sensitive to the chosen value
function, and hence to the choice of its parameters. Among the known value functions
should be noted the most popular:

e (Clark’s cost functions WHS [15] and its modification [10, 18];
o Picek’s cost functions PCF [8, 22];
o Freyre-Echevarria cost functions WCF [8, 9].

Here we consider the WCF cost function, which was proposed in [8, 9]. Using the Hill
climbing algorithm [2, 11, 23] and the WCF function, the authors obtained the best
known result to date from the generation of 8-bit objective substitutions with a
nonlinearity of 104 [8, 9]. The average number of iterations of the search algorithm to
find the S-box with nonlinearity 104 was 65,933 [9]. In [9] it is stated that out of 30
independent experiments in 11 cases an S-box with nonlinearity of 104 was found. In
another publication of the same authors [8] the average value in 70,596 iterations is
given.
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In this article, we check the results of [£, 9] and optimize the parameters of the WCF
function. We confirm the results from [, 9] and show that the WCF function can be
even more efficient. In our experiments, we obtained the lowest value of the number of
iterations for the WCF function and the Hill climbing algorithm. In fact, we have been
able to significantly increase the efficiency of heuristic search by reducing the number
of iterations.

3 Methods

To search for bijective S-boxes with high nonlinearity, we used the Hill climbing
algorithm [8, 11-13]. Climbing a hill is an iterative algorithm that begins its search
from some possible point randomly selected in the state space. Then the generation
mechanism is consistently applied to find the best solution (in terms of the value of the
value function), exploring the neighborhood of the current solution. If a better solution
is found, it becomes the current solution. The algorithm terminates when no
improvement can be found, and the current solution is considered as an approximate
solution to the optimization problem.

Hill-climbing algorithm optimizes the cost function by examining adjacent decision
points relative to the current point in the decision space. Below we consider (S, f)
example of a combinatorial optimization problem (where § is a set of possible
solutions; [ is a cost function that should be mimimized).

Hill-climbing algorithm (for the minimization problem) can be generalized by the
following pscudocode 1:

Hill Climbing Pseudocode

1. Choose the imitial solution S, ;
2. Generate solutions 5, from the neighborhood of the current solution S, ;

3. If{f[..‘i‘r:l < f(58,)), then §, is the current solution;
4. If{f[.&'l,j = f(5,)) for a certain amount §,, then finish;
5. Go to step 2.

We have programmed an algorithm for climbing a hill, which simultaneously performs
a search in several streams running in parallel. The number of threads is specified in
the input parameter thread count (in our case thread_count = 2). The algorithm starts
its work with a substitution that is generated randomly. This substitution is set as the
current solution. The current solution is common to all threads. At each iteration of the
loop, several (according to the thread count parameter) new solutions are generated,
which are generated by the specified mutation operators. The mutation operator
randomly selects k=2 different positions in the substitution S and rearranges the

elements in the selected positions. The new solution S, is compared to the current S, .

If you get better than the current one, the solution is set to current.
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All iterations of the search according to the algorithm of climbing the hill are
performed in the inner cycle. Iterations of the inner loop are nested in the outer loop.
An external loop is not required for the algorithm to work, it is introduced only to
monitor the current state of the search process and optimize the choice of its parameters.
The algorithm 1s considered in more detail in [10].

A bijective 8-bit S-box with nonlinearity N, =104 was chosen as the target S-box.

The following were used as other parameter:
o number of internal cycles - max_inner_loops = 10000;
» maximum number of external cycles - max_outer_loops = 50;

o the maximum number of consecutive external cyeles in which no improvement in
the value function 1s performed - max_frozen_outer_loops = 5.

Criteria for stopping the algorithm:

o finding a bijective S-box with nonlinearity 104;

s achieving the maximum number of iterations (corresponds to the value of
thread count x max_inner_loops x max_outer_loops);

s achieving the number of consecutive external cycles in which no improvement of
the value function of the value of max_frozen_outer_loops.

4 Research of the WCF cost function

As the main apparatus of analysis and study of the features of the critena, it is
convenient to choose the Fourier transform and Walsh Boolean functions [1, 11, 24].

4.1  Transformation of Walsh-Hadamard function
Denote X, @ by binary sets the lengths n above GF(2), and x,,, - the coordinates
of these sets. If, f(x.x,.....x,) is a Boolean function of binary variables, then we

denote f"(x,.%,.....x, ) =(=1)"""" " by a conjugate function defined on the same
set. Functions f and f° unambiguously define each other. The scalar product x and
@ is an integer function defined as

(xo)=Y5-a.

]

The Walsh transformation of the Boolean function 1s denoted as

W, (f(x).w)= 32 fF(x)-(-1)*.

ity

The spectral transformation of the function is denoted by
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HT (£ (x).0)= 20 (1Y,

l-l'x

and is called the Walsh-Hadamard Boolean transformation.
Spectral transformations allow us to directly assess the balance, nonlinearity and

correlation immunity of the Boolean function [1, 11, 24]. In particular, the nonlinearity
of the S-box is expressed as:

N(S)=2"" -%~max(|WHT]), (1)

Where max (|WHT]) is the maximum absolute value in the Walsh-Hadamard spectrum

for all component Boolean functions of the S-box.

4.2  Distribution of Walsh-Hadamard spectral coefficients

An example of the values of the Walsh-Hadamard spectral coefficients for a randomly
formed bijective 8x8 S-box is presented in Figure 1 (a fragment for 256 values is
presented).
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Fig. 1. The first 256 Walsh-Hadamard spectral coefficients for a randomly formed bijective S-
box (example)

As you can see for this example, the values WHT vary from - 48 to +57. The change
of values WHT always occurs in step 4. The histogram of the distribution of the number
of coefficients WHT by their values (for all 65 280 values) is shown in Figure 2. The
abscissa line shows the value that WHT takes, and the ordinate - the number of cases
value WHT .
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Fig. 2. Distribution of values of Walsh-Hadamard spectral coefficients for a randomly formed
bijective S-box (example)

Taking into account (1) we are interested in the maximum value ni‘ the spectrum, ie.
max (|WHT]). In the above example, this will be -68, i.e. N(S)=

When using heuristic algorithms for finding the target S-box 1s a gradual decrease
max ( ) which leads to increased nonlinearity of the S-box. Thus, in Fig. 3 shows

the final distribution of quantities by their values at N(5)=104 . In fig. 4 shows a

histogram of changes in the distribution of quantity from the initial state (randomly
formed bijective S-box) to the final state. In this experiment, the algorithm of hill
climbing was used. A total of 117 WCF enhancements were made. The symbol &
indicates the number of received enhancements in the search algorithm.,

As we can see from the above results, the form of distribution and its maximum does
not change significantly during improvements to the selected search algorithm.
Therefore, it seems appropriate to take into account only the part of the distribution of

the spectrum of Walsh — Hadamard coefficients, which is close to max (|WHT]|) what

was realized as a function of the value of WCF.

65



7000

5000

3000

2000

1000

eres
*7‘-'3|6174
5680 558y
anu porey
189 I
1987 poe0

LN

L&29
a6
56/
fJ(\00000000000000001\0‘* 'I
..................... .

SERER DR RS E R AL B TR At

- -
100

K

- .

) WHT

&

2151
1506
Ra7
"o
25
l'r'"oononn-mnun-.'-onnnooan
s et e
<<

104
112
120
128

~& o m

66

Fig. 3. Distribution of values of Walsh-Hadamard spectral coefficients for the obtained bijective
S-box with nonlinearity N(S§)=104

Fig. 4. Histogram of changes in the distribution of Walsh-Hadamard spectral coefficients
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4.3  Description of the WCF cost function

The cost function of WCF in the general case has the following form [8, 9]:

255 235 end

wCF =33 ] IwHTb.]-j].

b=l =l Jmsaarr
Jemstep

(2)



where:

WHT — Walsh-Hadamard spectral coeflicients;
start, step,end — some integer values are usually start =0, step =4 (based on the

multiplicity of coefficients WHT of four);
i —cyele variable for all component functions and their linear combinations;
b — cycle variable for all linear functions.

For cach S-box of size 8x8 there are 256-256 =65536 values of Walsh-Hadamard

spectral coefficients. Moreover, b= the first value will always be equal to 256, and
the next 255 - zero, so the sum starts with one and the total number of coefficients
studied 1s 65,280

The histogram of the change in the value of the WCF function, which corresponds
to the change in the distribution of the Walsh-Hadamard spectral coefficients, 1s shown
in Fig. 5. This diagram 1s obtained for the parameters start =0, step=4,end =32 .
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1.5E+16
10E+16
50E+15 e -
k
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Fig. 5. Diagram of the change in the value of the WCF function

The WCF function actually takes as zero the values of the Walsh-Hadamard spectral
coeflicients and takes into account only their extreme values, the indices of which are
modulo greater than the values end . Visually, it is presented in Fig. 6, which is obtained
from the values of the distribution shown in Fig. 3. The constraints are used in the

calculation of the WCF function are applied here and are presented on a logarithmic
scale.
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Fig. 6. Distribution of values of Walsh-Hadamard spectral coefficients taken into account in the
WCF function for the obtained bijective S-box with nonlinearity N, =104 (example)

The calculation of function (2) for this example will be performed as follows:
155 2155 omd

weE =3 % [ IwHTb.d)|-j]=

Bl il femspart
R

37[(|-48]-0)-(|-48|~4)-(|-48|-8)- (|-48]~12)-(|-48]-16)-
((|-48] - 20)- (|-48] - 24) - (|-48| - 28)- (|48 -32) ]+
+147-[(|-44]-0)-(|-44]-4)(|-44] -8) (|-44| -12) (|- 44| 16)-
{|—44]-20)- (44| 24)-(|-44] - 28) |-44|-32) ]
+285- (|40 ~0)-(|-40]~4)(|-40|-8)-(|-40|-12)-(|-40] - 16)-
/(|-40|~20)-(|~40] - 24) (|-40] - 28)-(|~40| - 32) ]+
+5ﬁ9|: 36|-0)-(|-36|—4)-(|-36]-8)-(|-36|-12)-(|-36] - 16)-
(|-36]-20)-(|-36] - 24)-(|-36| - 28) - (|-36| -32) | +
+589-[ (36| -0)-(|36]-4)- (|36 -8)-(|36] -12)-(|36]-16)-
-([36]—20)-(|36|—24) - (|36] - 28) (36| -32) |+
+326-[(|40]~0)-(|40| - 4) (|40]~8)(|40|-12)-(J40] - 16).
(|40]-20)-(j40~24)(|40] - 28)-(j40| - 32) ]+

_.—..\

-._,.---‘__,.—.\_L
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+162- (|44 -0)-(|44|-4)-([44] -8)-(|44] -12)- (44| -16)-
(|44]-20)- (|44~ 24)- (|44~ 28) (|44 - 32) ] +
+44: (|48-0)-(|48]-4)(j48|-8)(j48| -12) (|45 -16)-

(48] - 20)-(|48) - 24)- (|48 - 28)-(|48|-32) | = 4 003 221 743 861 760.

We have got the result WCF =4 003 221 743 861 760 that corresponds to the last
value (if £ =117)in fig.5.
From the given example of calculations we see:

1. Walsh-Hadamard spectral coefficients with higher absolute values have much more
weight than their "neighboring” lower coefficient. For example, an increase of one
in the number of spectral coefficients with a value of 48 is balanced by a decrease in
the number of spectral coefficients with a value of 44 by 4 units, or with a value of
40 by 22 units, or with a value of 36 by 220 units;

2. Unlike the WHS value function proposed by Clark in [15], the WCF function does
not take into account the central values in the spectrum distribution. That is, it will
cause very significant changes in the distribution WHT | the values of which are less
than end . will not be taken into account in the WCF function;

3. What matters 1s not only the maximum value of the spectrum of the Walsh-
Hadamard coefficients, but also those following the maximum values. Thus, of the
two S-boxes that have the same maximum values of the spectrum of the Walsh —
Hadamard coefficients, the S-box that has smaller values of the other values of the
spectrum of coefficients taken into account will be selected for the next search.;

4. The value of the WCF function is growing very fast. For example, when selecting
end =28 the value of the WCF function of a randomly formed 8-box 1s close to
~1-10", when end =32 close to ~2-10", when end =36 close to ~5-10"7, and
when end =40 the value of the WCF function exceeds 64-bit value (which covers
the range from --9 223 372 036 854 775 808 to 9223 372 036 854 775 B07) and
requires the use of longer arithmetic, which potentially reduces the performance of
the search algorithm.

5 Results of testing and optimization of WCF functions

5.1 Modification of WCF funetion

To reduce the growth rate of the WCF function and the possibility of its application
end =40 to 64-bit integers, given the multuplicity of the spectrum of Walsh —
Hadamard coefficients by four, you can reduce each factor by 4 times. You can
programmatically do this by bitwise shifting the numbers without qualitatively
changing the behavior of the WCF function. That is, in the future we will investigate
the modified value function of the species:
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WeF=%% T] ?" WHTTb,i]| -] (3)
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This modification reduces the value of WCF in 4'™==Vs® ymes. The value of
function (4) for a randomly generated S-box will be:

e For the parameter end = 28 close to ~1-10",
» For the parameter end =32 close to~1-10",
» For the parameter end =36 close to~ 5-10",
e For the parameter end =40 close to~ 5-107
e For the parameter end = 44 close to~1-107,
e For the parameter end =48 close to~ 5-107,
¢ For the parameter end =52 close to~ 1-10%
» For the parameter end =56 close to~ 5-10"

It does not make practical sense to set the value end > 48, as it will be appropriate, 1e
for N(5) =104 the value of the value function WCF = 0.

5.2  Research of the influence of the parameter end

To investigate the effect of parameters on the value of the value function (3), we
conducted testing. The parameter end was changed in the range from 0 to 48 in steps
of 4. It does not make sense to change the parameters start = 0 and step =4 because

of the values that can take the spectrum of Walsh — Hadamard coefficients.
In total, we conducted 100 exams (individual launches of the program to find the
target S-box) for each value end . We calculated for each series of exams:

s number of successful exams, 1.¢. cases of finding the target S-box (bijective 8-bit
substitution with nonlinearity N(5)=104);

¢ the number of iterations to find the target S-box (which 1s proportional to the nme
spent searching);

¢ the sequence of changes to the accepted values of the WCF function in the search
algorithm and the current value N{S).

In fig. 7 - 14 the test results are showed:

¢ (a) the number of iterations r that were performed in each exam to find the target S-
b
& (6) distribution of the number of iterations r .

Denote the average number of iterations by the symbol ™ . Summarized test results
are shown in table 1.
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Fig. 13. Test results of Hill climbing algorithm with WCF cost function, end =40
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Table 1. Generalized test results of Hill climbing algorithm with WCF cost function for different

values el

end Number of found Average number of
S-boxes iterations ( ¥ )

0 1] -

4 0 -

8 1] -

12 1] -

16 i} 276 380

20 9] 110770

24 949 69 344

28 100 53 160

32 08 68 B33

36 92 92 709

40 48 1461074

44 3 291 568

48 0 -




(] Discussion of results

According to the test results, we received a significant acceleration in the formation of
target substitutions. In particular, the average number of iterations was significantly
reduced compared to the best result known to date.

The value of end =32 comesponds to the case of the value function, which was
proposed and investigated in [8, 9]. According to the results of testing the Hill climbing
algorithm in [8], the average number of iterations was »™ = 70,596. In [9] the same
authors published the best result, which is 65,933 iterations. Our rate from Table 1 for
end =32 gives an average of 68,855 iterations, which is close to the values from [8, 9].
Therefore, we consider this result confirmed. However, from our results (Table 1) we
see that the lowest number of iterations 15 achieved at end = 28, In this case, on average,
yvou need to perform only 53,160 iterations. This 1s almost 20% better than for the
results of [8, 9]. In addition, we have significantly improved the frequency of target
substitutions. According to the results of testing in [8], only in 11 cases out of 30
independent experiments was found an S-box with a nonlinearity of 104. For our
settings, success was achieved in 100% of cases

Analyzing the second column in Table 1 we also see that for other values of the
parameter end the number of found S-boxes is decreasing. However, this i1s not
because the algorithm is unable to find a solution, but because the exit condition is met
when the selected stop criterion 1s reached at max_frozen outer loops = 5. In fig.
Figures 15 and 16 show examples of successive changes in the values of the WCF cost
function and the corresponding nonlinearity values N(5) for end =28 and end = 40
during the operation of the search algorithm. As you can see, on average, during the
search algorithm, there are 100 to 150 improvements to the values of the WCF cost
function.

24.10° | | 10
WCF . N,
22.10° l] | .

. S

20.10° |, "' || BUR || ﬂ
18.10° ! - 1060
16107 -
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) i o
4.10° T @

AL ZARRPRREE R AR R E AN A AT LR
Ll o I I B I B ] — e -

Fig. 15. The sequence of changes in WCF values and N(5), which were recorded with each
improvement of the value of the WCF value function, end =28
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Fig. 16. The sequence of changes in WCF values and N(§), which were recorded with each
improvement in the value of the WCF value function, end =40.

7 Conclusions

In this article, we investigated the possibility of forming highly nonlinear S-boxes using
an casy-to-implement heuristic hill-climbing algorithm. We used WCF as a cost
function.

According to the test results, the results published in [8, 9] were verified and
confirmed. In particular, we confirm that the WCF cost function can really speed up the
formation of highly nonlinear substitutions. Using the Hill climbing algorithm, we
obtained an average value of 68,855 iterations, which is close to the results published
in [8] and [9] (65,933 and 70,596, respectively).

It should be noted that in [8, 9] a fixed parameter end =32 was used. We modified
the WCF value function and performed extended testing for different values end .
According to the test results, the best parameters were determined to have a value
end =28 at which a bijective S-box with a nonlinearity of 104 was found in 100% (of
the tests). The average number of iterations of the Hill climbing algorithm was 53,160
iterations. This improves the result known from [8, 9] by almost 20%.
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