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ABSTRACT
ON THE QUALIFYING MASTER'S THESIS

"FINANCIAL SECURITY OF THE BANKING SYSTEM IN CRISIS
CONDITIONS"
of Lou Shikun

The qualifying master's thesis comprises 65 pages, 10 tables, 3 figures, and a list

of 48 references.

The  object  of  research  is  the  process  of  ensuring  the  security  of  banking

activities.

The subject of research is the theoretical and practical principles of ensuring the

financial security of the banking system in crisis conditions. 

The  purpose  of  the  qualifying  master's  thesis  is  to  deepen  the  theoretical

foundations of the financial security of the banking system, analyze financial banking

activities  in  crisis  conditions,  and  determine  possible  directions  for  ensuring  the

financial security of the banking system in such conditions. 

The tasks of the qualifying master's thesis are as follows:

• to determine the essence of the financial security of the banking system;

• to investigate the organizational and legal principles of banking system security;

• to provide the technical and economic characteristics of JSC CB "PrivatBank";

• to investigate indicators of the financial condition of the banking sector;

• to analyze the state of JSC CB "PrivatBank";

• to determine the impact of current realities on the banking system;

• to investigate foreign experience in ensuring the security of the banking system;

• to propose directions for ensuring the financial security of the banking system. 

According to the results of the research, theoretical and practical provisions are

formulated, which lead to concrete proposals for improving the provision of financial

security for banking institutions and the banking system in general.



The obtained results can be used to develop methodological and practical 

measures aimed at improving the system for ensuring the financial security of the 

banking system in crisis conditions.

KEYWORDS: Financial Security of the Bank, Security of the Banking System, 

Financial Condition, Ensuring Security
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INTRODUCTION

The banking system in Ukraine has experienced a wide range of transformations

since the country gained independence. These transformations were neither accidental

nor isolated from broader societal changes. From the early days of independence, all

spheres of life in Ukraine, including the economy, politics, and social fabric, underwent

significant transitions. The banking system, as a fundamental component of the nation's

economic framework, was no exception. The need to adapt to new realities and align

with the demands of a changing environment led to a profound and prolonged period of

reformation in the banking industry. This period was marked by challenges,

breakthroughs, and the need for innovative solutions to sustain growth and stability.

The reforms in the banking sector were largely driven by the necessity to

reorganize its structure and operations to meet contemporary requirements. The collapse

of the Soviet Union left Ukraine with an inherited economic system that was ill-suited

to the needs of a market economy. The banking system, in particular, faced significant

challenges in transitioning from a centralized model to one capable of functioning in a

competitive and open-market environment. This shift required not only structural

changes but also a complete rethinking of the role and responsibilities of banks within

the economy.

A key factor influencing the state of the banking system has been the broader

economic situation in the country. Economic conditions in Ukraine have often been

shaped by political factors, creating a cyclical relationship between political instability

and economic challenges. For instance, periods of political upheaval have frequently led

to economic uncertainty, which in turn has placed additional strain on the banking

system. Conversely, issues within the banking sector have occasionally contributed to

broader economic instability, highlighting the interconnectedness of these spheres.

Throughout Ukraine's history of independence, the banking sector has mirrored

the challenges and opportunities faced by the nation as a whole. During periods of

economic growth, the banking sector expanded, facilitated investments, and supported

the development of various industries. However, during times of economic downturn or
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crisis, the sector often became a focal point of vulnerabilities. This dual role—as both a

consequence and a cause of economic challenges—has underscored the critical

importance of creating a safe and stable environment for the banking system to thrive.

The necessity for a secure and stable banking environment has become

increasingly evident over time. Without such conditions, the continued existence and

development of the sector are jeopardized, limiting its ability to contribute to the

broader economy. A safe banking environment is not merely a goal in itself but a

prerequisite for the stability of the national economy. By providing reliable financial

services, facilitating credit, and mobilizing resources, the banking sector serves as a

backbone of economic activity. Its stability, therefore, becomes a guarantee of stability

for the economy as a whole.

The reforms undertaken in the banking sector have been closely linked to the

broader trajectory of Ukraine’s European integration. This path, which is characterized

by the adoption of European standards, principles, and practices, has profoundly

influenced the direction of reforms across various sectors, including banking. Aligning

with European norms has required significant changes in regulatory frameworks,

governance structures, and operational practices within the banking system. These

changes were not only necessary to meet external requirements but also critical for

addressing internal challenges and ensuring the long-term sustainability of the sector.

One of the most significant implications of Ukraine’s European integration has been the

emphasis on creating conditions of safety within the banking industry. This includes

strengthening regulatory oversight, enhancing risk management practices, and

improving transparency and accountability. These measures are designed to protect the

interests of depositors, investors, and other stakeholders while also promoting

confidence in the banking system. The alignment with European standards has also

facilitated access to international markets and resources, providing new opportunities

for growth and development.

At the heart of these reforms is the recognition of the inseparable link between

banking and finance. As a sector directly connected to financial flows, the stability of

the banking system is inherently tied to the broader goal of ensuring financial security.
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Financial security, in turn, is a cornerstone of national economic security, providing the

foundation for sustainable development and resilience against external shocks. Ensuring

financial security within the banking sector involves not only addressing immediate

challenges but also building a framework that can anticipate and mitigate future risks.

The role of financial security in the banking sector has taken on added importance in

recent years, given the increasing complexity and interconnectedness of global financial

systems. The emergence of new risks, such as cybersecurity threats, technological

disruptions, and the impact of global economic trends, has underscored the need for a

proactive and adaptive approach to banking regulation and supervision. In Ukraine, this

has translated into efforts to modernize the banking sector, improve its resilience, and

align it with international best practices.

The path of reform has not been without its difficulties. Resistance to change,

resource constraints, and the challenges of implementation have posed significant

obstacles. However, the progress achieved thus far demonstrates the potential for

meaningful transformation. For example, efforts to recapitalize banks, resolve

non-performing loans, and strengthen regulatory oversight have yielded tangible results,

enhancing the stability and credibility of the banking system. These achievements

provide a foundation for further reforms and signal a commitment to creating a modern,

efficient, and secure banking sector.

The importance of timely and well-targeted reforms cannot be overstated. The

dynamic nature of the banking sector, coupled with the rapid pace of change in the

global financial environment, necessitates a continuous process of adaptation and

innovation. Reform efforts must not only address existing weaknesses but also

anticipate future challenges and opportunities. This requires a forward-looking approach

that combines strategic planning with operational flexibility, ensuring that the banking

sector remains responsive to the needs of the economy and society.

Financial security of a person, citizen, institution, industry, state - all those issues

that are on the agenda today. And that is why our attention cannot remain aside, given

the urgency of the problems. In addition, it is necessary to note the newly discovered

challenges and problems in the world, in Ukraine, related to the pandemic, which
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directly affects the state of the banking system. In particular, this and the other

determine the need to conduct research that will relate to the financial security of banks,

in particular, within the framework of a qualifying master's thesis, on the chosen topic.

The object of research is the process of providing banking activity.

The subject of the study is the theoretical and organizational principles of ensuring

the financial security of the banking system in crisis conditions.

The purpose of the qualifying master's thesis is to deepen the theoretical

foundations of the financial security of the banking system, analyze the financial

banking activity in crisis conditions and determine possible directions for ensuring the

financial security of the banking system in crisis conditions.

Tasks of the qualifying master's thesis:

- determine the essence of financial security of the banking system;

- to investigate the organizational and legal principles of security of the banking

system;

- to state the technical and economic characteristics of JSC CB "Privatbank";

- to investigate indicators of the financial condition of the banking sector;

- to analyze the state of JSC CB "Privatbank";

- determine the impact on the banking system in modern realities;

- to study foreign experience in the field of ensuring the banking system security;

- to propose directions for ensuring the financial security of the banking system.

Based on the results of the research, theoretical and practical provisions were

formulated, which were brought to concrete proposals for improving the financial

security of the bank. The obtained results can be used to develop methodological and

practical foundations for improving the system of ensuring the financial security of the

banking system. The work was based, among other things, on the basis of significant

preliminary research, including financial security, among others: H. Azarenkova, O.

Baranovskyi, N. Pogorelenko, R. Galych, O. Vovchak, I. Krupka, M. Khuthorna, L.

Yevtukh. In addition, legislative acts regulating the security of the banking system,

journalistic and statistical sources were analyzed.
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CHAPTER 1

THEORETICAL PRINCIPLES OF FINANCIAL SECURITY OF THE BANKING

SYSTEM

1.1 The concept of financial security

The financial component of security undeniably occupies a central role in

ensuring the economic stability of any industry, institution, and ultimately, the nation as

a whole. It serves as the backbone of broader economic security frameworks, directly

influencing the capacity of a state to protect its national interests and maintain

sustainable development. The interdependence between financial security and national

security underscores the importance of developing robust financial systems that can

withstand both internal and external pressures.

Financial security in the modern globalized world exerts a profound impact on the

economic stability, potential, and resilience of a state. The term itself is multifaceted,

often challenging to define precisely without a deep understanding of its essence and

underlying components. Financial security encompasses not only the ability to

safeguard financial resources but also the capacity to effectively manage risks, ensure

the proper functioning of financial institutions, and maintain public trust in the financial

system. Its criticality is underscored by the fact that financial insecurity can trigger

systemic crises, leading to widespread economic and social instability.

The formation and maintenance of financial security are inherently influenced by

a combination of internal and external factors. Internal factors include the state of a

country’s economy, the efficiency of its financial institutions, and the robustness of its

regulatory frameworks. On the other hand, external factors encompass global economic

trends, geopolitical dynamics, and the interconnected nature of financial markets. In the

case of Ukraine, these factors are particularly pronounced due to the country’s

transitional economy, ongoing reforms, and geopolitical challenges. The interplay

between these factors creates a complex environment that demands proactive and
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adaptive strategies to safeguard financial security.

Economic security, of which financial security is a fundamental subsystem, is a

multidimensional and multi-vector concept. It encompasses strategic priorities, goals,

and benchmarks for ensuring the stable economic development of a nation. Economic

security serves as the foundation of national security, ensuring that a state possesses the

resilience to address and mitigate threats to its core interests. Without economic

security, a state’s capacity to perform essential functions—such as protecting its

population, maintaining sovereignty, and pursuing development objectives—is severely

compromised.

In this context, financial security emerges as a critical determinant of economic

security. It encompasses the stability of financial institutions, the reliability of monetary

and fiscal policies, and the capacity to mobilize and allocate resources efficiently.

Financial security ensures the proper functioning of infrastructural institutions that

support economic activity, such as banking systems, investment mechanisms, and credit

markets. These institutions play a pivotal role in the distribution of financial and

investment resources, which are essential for sustaining industrial growth, technological

advancement, and social welfare.

The interrelationship between financial security and economic security is

symbiotic. Financial security acts as a foundational pillar of economic security,

providing the stability and resources needed to achieve broader economic objectives.

Conversely, economic security creates an enabling environment for financial security,

ensuring that financial systems operate within a stable and predictable macroeconomic

framework. This dynamic underscores the importance of addressing financial security

not in isolation but as an integral component of a comprehensive economic security

strategy.

In Ukraine, the challenges to financial security are particularly acute due to the

country’s transitional economy and ongoing structural reforms. The financial system

faces significant internal challenges, including limited access to capital, a high level of

non-performing loans, and underdeveloped financial markets. External challenges, such

as global economic volatility, geopolitical tensions, and the impact of international
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sanctions, further exacerbate these vulnerabilities. Addressing these challenges requires

a coordinated effort involving government authorities, financial institutions, and

international partners.

A critical aspect of financial security is the ability to withstand and recover from

financial crises. Crises can arise from various sources, including economic

mismanagement, external shocks, and systemic risks within the financial sector. The

global financial crisis of 2008 and the more recent economic disruptions caused by the

COVID-19 pandemic highlight the importance of resilience in financial systems.

Resilience involves not only the ability to absorb shocks but also the capacity to adapt

and recover, ensuring the continued functioning of financial institutions and markets.

To achieve financial security, a state must prioritize the development of robust

regulatory frameworks and governance structures. Effective regulation ensures that

financial institutions operate transparently and accountably, mitigating risks and

fostering public trust. In addition, strong governance structures enhance

decision-making processes, enabling financial institutions to respond effectively to

emerging challenges. In Ukraine, efforts to strengthen financial regulation and

governance have been instrumental in stabilizing the banking sector and fostering

greater resilience.

Another key aspect of financial security is the mobilization and efficient

allocation of resources. This involves not only securing adequate financial resources but

also ensuring that they are directed toward productive investments. Investment in

infrastructure, technology, and human capital is essential for sustaining long-term

economic growth and competitiveness. Financial security facilitates this process by

providing the stability and confidence needed for investment activity.

Furthermore, financial security must address the needs of all stakeholders,

including businesses, households, and the government. For businesses, financial

security provides access to credit and capital, enabling them to expand operations,

invest in innovation, and create jobs. For households, financial security ensures access

to essential financial services, such as savings, credit, and insurance, which are critical

for managing risks and improving living standards. For the government, financial
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security ensures the availability of resources for public spending, enabling it to meet its

obligations and pursue development objectives.

The role of external factors in shaping financial security cannot be overlooked. In

an increasingly interconnected world, global economic trends and geopolitical dynamics

have a profound impact on domestic financial systems. External shocks, such as

fluctuations in commodity prices, changes in interest rates, and shifts in investor

sentiment, can significantly influence financial stability. In Ukraine, the integration of

the national economy into global markets has created both opportunities and challenges,

underscoring the need for robust mechanisms to manage external risks.

Financial security occupies a central place in the broader framework of economic

and national security. It is a multidimensional concept that encompasses the stability of

financial institutions, the efficiency of resource allocation, and the resilience of the

financial system to internal and external shocks. In Ukraine, the interplay between

internal and external factors creates a complex environment that demands proactive

strategies and coordinated efforts. By prioritizing financial security, the state can lay the

foundation for sustainable economic development, enhance its resilience to crises, and

strengthen its capacity to achieve national security objectives. The symbiotic

relationship between financial and economic security highlights the need for an

integrated approach, ensuring that the two components work in tandem to promote

stability and prosperity.

Financial security of Ukraine is increasingly facing new threats that have not been

studied before, as it is still being formed at the same time as the economy is

transforming and undergoing changes.

The definition of "financial security" does not have a single accepted

interpretation. There are numerous approaches by many authors. Some of them are

presented in Table 1.1.
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Table 1.1.

Scientists' approaches to determining the essence of financial security

Author Approach

G. Kalach Financial security of the state is a specific type of

socio-economic relations that arise between the state and subjects

of socio-economic relations in order to ensure the optimal state of

the state's financial system and protect its national interests in the

conditions of the functioning of the global financial system

V. Helmet

I. Binko

Financial security is the state of the financial, monetary,

currency, banking, budgetary, tax systems, which is characterized

by balance, resistance to internal and external negative

influences, the ability to ensure the effective functioning of the

national economic system and economic growth

M. Ermoshenko Financial security - the state of the financial and credit

sphere, which is characterized by balance, resistance to internal

and external negative influences, the ability of this sphere to

ensure the effective functioning of the national economic system

and economic growth

T. Yefimenko Financial security should be understood as the stable

development of the country's financial system and its resistance

to the potentially negative impact of external and internal shocks

Source: developed based on materials [1]

​

​This list of definitions is not complete. Currently, the understanding of the

concept of financial security is being developed, but at the same time, it can be seen

from this that financial security is not a permanent institution, clearly formed. The same

situation exists with financial security in the banking sector. Here, O. Baranovsky

authoritatively cites relevant approaches, such as the fact that the financial security of a

commercial bank is: a set of conditions under which potentially dangerous actions or

circumstances for the financial condition of a commercial bank are prevented or
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reduced. And it is important to note that they are reduced to such a level that they are

not able to interfere with the established order of operation of the bank, the preservation

and reproduction of its property and infrastructure, and prevent the bank from achieving

its statutory goals [2].

Other scientists were also not aloof in researching the bank's financial security.

Bolgar T. , Epifanov A. express their position, namely, that the state of the institution is

characterized by balance and resistance to the influence of external and internal threats.

The authors focus their attention on the ability to achieve the set goals, create the

appropriate amount of resources for its sustainable development [3]. Dmytrov S.,

Fadeev D. provide a more concise definition of the bank's financial security: the

protection of the bank's financial interests, the bank's financial stability and the

environment in which it operates [4]. In our opinion, although the definitions may differ,

the approaches and the essence of the concept should be a unified phenomenon. For the

first time, it will be possible to study derivative definitions, to single out the important

components of such a concept. This, in turn, will make it possible to more effectively

analyze the object and solve the problems that arise - this will create a safe environment

in the industry. We believe that a stable concept of financial security of the banking

system should take into account the positions of all scientists, be considered from

different points of view, but be systematized, understandable and comprehensive. We

are convinced that this will contribute to the real provision of financial security of an

individual bank, the banking system and the economy in general.

The formation of the concept of financial security, as already noted, continues to

evolve. This process requires careful study in order to detail all components of financial

security. Analyzing scientific and literature of a different nature, we increasingly stop at

the works of the scientist who probably made the greatest contribution to the

development of this problem. O.I. Baranovsky in his work of the same name actually

recreated the philosophy of security, which directly exposes the essence of the financial

security of banks. At the same time, the study of theoretical and methodological

foundations creates a thorough basis for a practical solution problems - ensuring the
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financial security of banks. Thus, the author defines the types of financial security, gives

specific qualifying features [5]:

1) State of the banking sector (pre-crisis, crisis and post-crisis; ordinary and

extraordinary);

2) Purpose (strategic or tactical);

3) The method and means of maintenance (violent and non-violent, revolutionary

or evolutionary);

4) The degree of strength, in turn - quite strong, strong or vice versa - weakened,

unstable, undermined and explosive);

In addition, it leads

5) Social consequences (Socially positive or neutral, socially negative or

antisocial);

6) By degree of completeness (absolute, integral, comprehensive, complete,

partial);

And what is also especially important,

7) According to the state of security (actual, expected, potential);

and, for

8) Nature of distribution (local, global, national, regional, interstate,

international);

9) Among other things, it is rightly indicated that the forms of manifestation are

internal and external.

10) Stability - Stable (continuous, periodically renewed), unstable (episodic,

temporary);

11) Duration of the period of action - Current, prospective (medium and

long-term);

12) Motivation - forced, coercive, unintentional, proactive;

13) Economic content - Deposit. Credit. Investment. Currency, inflation, debt;

14) Level of financing - Security of bank loans, direct investments through the

capital market mechanism;
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15) Level of sufficiency- Sufficient, insufficient, acceptable, necessary, marginal

(threshold), excessive;

16) Coverage - Macroeconomic, microeconomic;

17) Reality - Real, imaginary;

18) Degree of provision - Secured, unsecured.

It is on the basis of the above that it becomes possible, depending on various

situations, economic and political circumstances, scenarios in the work of individual

banks, to accurately forecast, influence the various course of events, warn of threats

and, in the end, ensure financial security.

In addition, the already mentioned author provides important components for a

full-fledged description of the financial security of banks. And in this direction, we

unequivocally agree with the scientist, among other things, that financial security is

determined by the level of maintaining liquidity, implementing financial innovations,

protecting information, preserving assets, ensuring profitability. Also, with the above

factors that affect it, these are - economic standards in banking activity and their

justification, the system of calculations; organizational and legal structure of the

institution; payment of labor; trust; and the competitive environment and how it is built

[6].

Therefore, we believe that the study of the concept of financial security should be

approached comprehensively, taking into account all its components. At the same time,

the institution of financial security should be understandable to specialists, detailed and

systematized. The key components together with the definition will be contained in

legislative acts. Therefore, we are convinced that the object we are investigating must

meet these principles, especially as it relates to banking. This and other things should be

considered in the following subsections of the master's thesis.
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​

​1.2 The main components of the system of ensuring the financial security of

banks

Ensuring financial security is a long and complex process. And, as already

mentioned, it must take into account numerous components that create a single system.

We believe that the following should be included among them:

1) purpose;

Second,

2) task of ensuring financial security;

Necessarily

3) forms of security organization;

4) compliance with the criteria;

5) performance of indicators;

And of course,

6) stages of provision.

So, this is exactly how we propose to approach the analysis of the main

components of ensuring financial security. The complex of these components of the

characteristics of financial security will fully enable both the definition of financial

security and the direct provision of financial security as a process. It would be logical to

present the purpose of ensuring security in banking activity schematically in Figure 1.1,

taking into account other categories to highlight this issue.

In turn, the task of ensuring the bank's financial security is reflected in a number

of important theses, which can be presented as follows.

This presentation of the forms of security organization of a banking institution

once again proves the multifacetedness and at the same time the complexity of the

problem raised.

In order to fulfill the criteria and observe the indicators of financial security of

banks, it is important to present them as follows.
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This vision of ensuring the financial security of banks presented in the previous

figure is connected with the approaches of their analysis from the point of view of the

economic component.

Regarding the stages of provision, in our opinion, they will consist of seven

points:

1) study and analysis of existing and potential problems;

2) drawing up measures to prevent and counteract existing and potential

problems;

3) study and research of threats that have already arisen and affect the security of

the bank;

4) their elimination;

5) minimization of consequences;

6) return of the state of the institution to its initial state - before the impact of

negative actions;

7) development of ways to ensure financial security, taking into account the

experience of the impact of newly discovered threats.

Therefore, the study of the key components in the issue of ensuring the financial

security of banks provides an even more comprehensive understanding and insight into

the solution of the tasks that we set in our study. Therefore, further study of the

theoretical foundations provides an opportunity to work on the practical component of

ensuring the financial security of the banking system, taking into account modern

challenges and problems. And as already mentioned, it is necessary to pay attention to

the regulatory and legal bases in the researched area. The next section of the qualifying

master's thesis will be devoted to this.
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1.3 State of regulatory and legal provision of financial security

In recent years, legal support of the financial sector has been one of the main

directions of the state's work. Law-making transformations in the banking sector also

occupy a significant place here. Such processes take place unequivocally for the

purpose of development and security of monetary and banking systems. Currently, this

is happening with the gradual integration of the financial sector to the West. And

therefore, studying foreign experience in the field of legislation is not superfluous.

As noted, the current situation in the regulation of banking in Ukraine shows

that there are serious problems that significantly complicate the enforcement of legal

entities in the banking system. The discrepancy between the current legal framework

and the socio-economic realities today reduces the level of protection of customers of

banking services and the banks themselves, as well as reduces the attractiveness of

investments in Ukraine[7]. To date, it can be stated that the legislation in the domestic

banking sector is quite confusing and does not correspond to the logic of its own

structure. In particular, the legislation that regulates the activity of banks is chaotically

growing in a rather large number of normative legal acts, which greatly hinders their

implementation in practice, and sometimes even prevents its implementation.

The field under study in the USA, Poland, and Germany is characterized by

stability, high organization, and at the same time has differences in each of these

countries [8]. The study of legal support in the USA shows that they are trying to

preserve decentralization in the banking system. Here, a long process of building an

effective supervisory system, the influence of the regulator at all levels of the state has

been going on for many years. The US Federal Government has the power to sanction

banking under the National Currency Act of 1863 and the National Banking Act of

1864. These special permits are called the banking charter system, and it allows banks

to provide extensive banking services and increase the competitiveness of the banking

system. If banks have established clear guarantees of return of involved depositors,

where they receive a charter, that is, that they are unable to carry out banking activities

[9]. Germany, in turn, is the locomotive of the banking sector. And precisely because
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of high-quality legislation, this state is a certain benchmark in banking. At the same

time, it is appropriate to say that the vast majority of normative legal acts in the state

were issued relatively recently (for a country with such historical roots) - the last

30-50 years. Thus, in 2002, the law "On integrated financial supervision" was adopted

regarding: recognition of the status of a supervisory body, conducting inspections,

carrying out bank operations, etc. In Poland, the banking system also has its own

peculiarities and successes, in particular. It is important to note that here the sector

regulation system is quite similar to the Ukrainian one, although it has its own specific

features [10].

Therefore, there is no uniformity between the system and their regulation in

different countries, although there are quite a few features that take place in these

matters. The long-standing traditions of established legal systems, the construction of

banks, the different role of the state in these matters - all that leaves its mark.

Transformations of the domestic sector are taking place in the conditions of close

international cooperation and in the conditions of the Euro integration path of

Ukraine. And such processes, including those defined by relevant road maps. But

from the above it becomes clear that the implementation of the legislation of other

states must be approached in a balanced way.

As part of these processes, legislation in banking activity has recently

undergone changes in Ukraine. For example, amendments were made to the Law of

Ukraine "On Banks and Banking Activities" regarding: authorized capital, rules of

corporate governance, changes aimed at transparency of owners; and regarding

independence in bank control[11].

Also, the Law of Ukraine "On Consumer Lending", aimed at defining the

mechanism of consumer lending, will protect the rights and interests of the parties.

Such changes are in line with international standards and create appropriate conditions

in the financial services market. In the future, this will clearly affect the financial

security of institutions.
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It should also be added that the National Bank of Ukraine cooperates with the

EBRD, the IMF and other financial institutions on appropriate legal and regulatory

support.

Legal regulation directly related to the financial security of the banking system

has been significantly strengthened at the level of by-laws, and in particular the acts of

the regulator - the National Bank of Ukraine, including the following:

- "Regulations on the organization of internal control in banks of Ukraine" - ,

regarding the organization of work of banking institutions;

- "Regulations on identification of persons connected with the bank" - regarding

implementation of transparency in banking activity;

- "Regulations on the procedure for submitting information on the bank's

ownership structure" - continuation of the approval of the principles of openness

and transparency

in the banking system;

- "Regulations on determination of credit risk by banks of Ukraine

on active banking operations" is another document to ensure the financial security of

banks.

Based on the analysis of the state of regulatory and legal support, several

significant conclusions can be drawn. First of all, the complex of acts in this area can

be united in a single institute of the field of law, science and educational discipline -

banking law. But, unfortunately, there is a fundamental problem that still remains,

related to the lack of a systematized legal act that will serve the banking industry in a

qualitative and effective manner, will create an appropriate logically structured basis,

and in the end will ensure its financial security. It is also right that this should be done

as a result of the implementation of the Strategy for the Development of the Financial

Sector of Ukraine until 2025 after properly implemented reforms, which largely

concern the banking system [12]. And in this process, we would like to emphasize the

consideration of exclusively the best practices of international experience. Here, the

implementation of the provisions of the regulatory legal acts of foreign countries

should take place only in the proven part of the effectiveness in national conditions.
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Regarding the future systematized act, the document should provide a clear

interpretation of the concept of financial security, and the definition of criteria,

indicators and, accordingly, the process of ensuring the financial security of banks or

the banking system.
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CHAPTER 2

ANALYSIS OF FINANCIAL SECURITY OF THE BANKING SYSTEM

2.1. Technical and economic characteristics of JSC CB "Privatbank"

JSC CB "Privatbank" is a state interregional universal and systemic bank, focused

on serving private individuals and corporate clients of all forms of ownership, has one

of the largest amounts of capital and net assets. Founded in 1992, "Privatbank" is the

leader of the country's banking market.

The only shareholder of the Bank, which owns 100% of the Bank's shares, is the

state represented by the Cabinet of Ministers of Ukraine. There are already more than

20 million of those who have used PrivatBank services at least once in their lives - half

of all users of banking services in Ukraine, from private individuals to companies and

entrepreneurs. Almost 18 million Ukrainians regularly use PrivatBank's services, and

13.5 million customers of Privat24 digital bank currently have.

The authorized capital of the bank is 206,059,743,960.00 hryvnias (two hundred

six billion fifty-nine million seven hundred forty-three thousand nine hundred sixty

hryvnias 00 kopecks) and divided by 735,927,657 (seven hundred thirty-five million

nine hundred twenty-seven thousand six hundred and fifty-seven) ordinary registered

shares at nominal value worth 280 (two hundred and eighty) hryvnias each.

Effective and profitable. PrivatBank proves that a state-owned company can and

should be profitable and efficient. The net profit of PrivatBank in 2020 is UAH 24.3

billion. This is 61.2% of the profit of all Ukrainian banks for the year. In general, after

nationalization, the bank paid UAH 55.4 billion in dividends to the budget. Innovation

is the heart of PrivatBank.

The PrivatBank team does everything to make service at the bank convenient and

safe for customers. We offer more than 176 digital services and remote service.

It is convenient for PrivatBank customers to use payment cards, but during the

COVID-19 pandemic, we have ensured complete contactlessness thanks to virtual cards
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that can be issued instantly through the Privat24 application on a smartphone. Code of

conduct. Corporate behavior in PrivatBank is built on the principles of legality,

transparency, competence, on compliance with the rights and interests of customers,

bank creditors, shareholders and employees and is aimed at increasing the efficiency of

the bank's activities, maintaining its financial stability and profitability.

Observance of norms of behavior. The Bank aims to encourage and support

honest and ethical behaviour. Employees, clients, creditors and other persons who have

legal relations with the bank may make appropriate notifications regarding potential or

actual violations of the law and this Code.

Relations with the shareholder. In relations with the shareholder, the bank intends

to pursue a transparent policy and strictly adhere to the following principles: respect and

ensure the shareholder's rights, strictly adhere to his interests, disclose information in a

timely manner, conduct an active communication policy, increase the visibility and

availability of information by improving the quality of reporting and accounting.

Relations with state bodies. The Bank adheres to the principle of neutrality in

relation to business groups, political parties and associations and carries out its activities

in the interests of depositors, customers, creditors and shareholders. Bank employees

must conduct business with state bodies without personal interest, without resorting to

illegal methods of influencing decision-making. Customer relations. The bank strives

for the highest standards of customer service, protects the interests of each customer.

The bank develops new operations, products and directions, adhering to the principle of

reasonable conservatism. The Bank strives for transparency in relations with clients and

providing them with reliable information about its services. The bank is interested in

establishing long-term relationships with clients. Relationships with suppliers. The bank

reserves the right not to cooperate with suppliers who violate the requirements of the

legislation of Ukraine and the countries in which the bank operates, including regarding

the provision of workers' rights, occupational health and safety, environmental

protection, as well as suppliers who do not share values ​​and principles, rules of ethics

and business conduct of the bank, which are set forth in the Code.
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Relations with personnel. The bank's staff is the key to its successful operation.

The Bank actively and consistently recruits employees regardless of age, race, gender,

religion, belief or nationality and rewards them for their success. The bank respects

human dignity and personality and believes in the importance of an atmosphere of trust

and cooperation. PrivatBank adheres to such values ​​and principles.

Honesty. The Bank complies with laws, ethical norms and rules of honest

business conduct, fulfills its obligations and values ​​its reputation.

Quality. Quality of service and level of service are essential factors for success.

The Bank is interested in proper compliance with labor legislation.

Income. The bank's profitability is guaranteed by client orientation and profitable

banking operations.

Making decisions. The bank is convinced that in order to achieve high indicators,

constant growth is necessary, which is achieved with the help of the correct calculation

of the risk of operations. Managers and employees, when making decisions, are guided

by internal provisions, policies and regulatory acts of risk appetite, risk limits.

PrivatBank does not allow retaliation, discrimination, disciplinary sanctions and other

negative consequences for those who report unacceptable behavior in the bank.

The State exercises its rights as the owner of the Bank, and the Bank's

management bodies act in accordance with the best global practices of corporate

governance, in particular, the Principles of the Organization for Economic Development

and Cooperation on Corporate Governance for State-Owned Enterprises (OECD

Guidelines on Corporate Governance of State-Owned Enterprises), Principles corporate

governance for banks Corporate governance principles for banks by Basel Committee

on Banking Supervision [13], Guidelines on Internal Governance by European Banking

Authority [14], which are applied to the extent not contradicts mandatory norms of the

current legislation of Ukraine. Risk management (Appendix A). The Bank creates a

comprehensive and adequate risk management system, which must take into account the

specifics of the Bank's work and the requirements for risk management established by

the National Bank of Ukraine. The risk management system should ensure detection,

identification, assessment, monitoring and control of all types of risks at all
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organizational levels and assessment of the adequacy of the Bank's capital to cover all

types of risks [15].

2.2. The state of financial security of JSC CB "Privatbank"

Today, the state of the banking system is mostly unstable, which is visible in the

fluctuations of financial indicators. Each bank is trying to stabilize its position, but not

all of them are able to maintain it, as can be seen from the tendency to reduce the

number of banks.

The development of the banking sector has a significant impact on the

functioning of the country's economy. However, this development is slowed down by

the influence of socio-economic, political, and institutional factors.

The state of the banking system is completely connected with all branches of the

economy, since all are participants of the market economy, integrated into each other.

And, of course, the vanguard here is the banking system, which is designed to attract

funds from both legal entities and individuals. Of course, we will not analyze the

situation in each of the branches of the economy of Ukraine, but to achieve the goal, it

is enough to look at the state of affairs in the banking system. This will make it possible

to single out the most important for our study of the problems of ensuring financial

security. In general, our work is based on the data obtained during the research of JSC

CB "Privatbank". On the example of its analysis, we will try to draw our own

conclusions.

According to data provided by the NBU, as of September 8, the top five most

profitable banks of Ukraine included: PrivatBank, Oschadbank, Raiffeisen Bank Aval,

FUIB, Universal Bank.

PrivatBank remains the largest bank in Ukraine. 20 million people have used the

services of this bank at least once, which is half of all users of banking services, from

private individuals to companies and entrepreneurs. The net profit of Privatbank is UAH

16.39 billion.
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The bank shows a high level of involvement in innovation, thanks to remote service

and digital services, which are relevant at any time, and especially now, during the

pandemic.

For a detailed study of PrivatBank's activities, let's examine the main indicators,

which can be attributed to:

- dynamics of asset structure;

- structure of liabilities and equity;

- dynamics of loan portfolio development indicators;

- analysis of bank income.

Table 2.1

Income assets of JSC CB "PrivatBank", in comparison of 2019 and 2020

31.12.2019 31.12.2020

Cash and cash
equivalents and
mandatory reserves

45,894 million hryvnias 49,411 million hryvnias

Investment securities 152,157 million
hryvnias

221,661 million
hryvnias

Financial assets 9,231 million hryvnias 16,002 million hryvnias

Credits 86,662 million hryvnias 80,080 million hryvnias

In total 293,944 million
hryvnias

351,152 million
hryvnias

Table 2.2

Non-revenue assets of JSC CB "PrivatBank" in 2019/2020

31.12.2019 31.12.2020

Fixed assets and
intangible assets

4,764 million hryvnias 5,894 million hryvnias

Commodity values 10,160 million hryvnias 10,529 million hryvnias

In total 14,924 million hryvnias 16,423 million hryvnias
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Comparing the assets of PrivatBank in 2019 and 2020, it can be concluded that the

income assets in the bank's arsenal are more, on average, by 306,874.5 million.

hryvnias, which indicates that the bank uses free funds to increase capital by increasing

the loan portfolio and improving existing products, advertising, etc.

2) Liabilities and equity of PrivatBank can be considered with the help of a

diagram, using data for 2020 (Fig. 2.3).

Liabilities of PrivatBank for 2020 increased primarily due to debts between banks

and other financial organizations andincrease in the amount of reserves [17].

There have been minor changes in the capital structure, as can be seen from the

difference in the figures for 2019 and 2020, which is 1,704 million hryvnias.

Table 2.3

Loans to clients of JSC CB "PrivatBank" for 2019 and 2020
31.12.2019 31.12.2020

Loans under financial leasing,
which

managed as a separate portfolio

210,579 million hryvnias 164,332 million hryvnias

Loans to legal entities 6,250 million hryvnias 5,509 million hryvnias

Loans to individuals - credit
cards

51,890 million hryvnias 40,609 million hryvnias

Loans to individuals -
mortgage loans

11,467 million hryvnias 9,566 million hryvnias

Loans to individuals -
consumer loans

4,148 million hryvnias 3,500 million hryvnias

Loans to individuals - loans for
the purchase of a car

250 million hryvnias 35 million hryvnias

Loans to individuals - other
loans

498 million hryvnias 129 million hryvnias

In total 285,082 million hryvnias 223,680 million hryvnias

The largest percentage of loans provided by PrivatBank is loans under financial

leasing, the share of which decreased in 2020 by UAH 46,247 million. Financial leasing
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is a type of legal relationship under which the lessor undertakes, in accordance with the

financial leasing agreement, to transfer the possession and use of the object of financial

leasing to the lessee for a period and for a fee determined by such an agreement [18].

Credit card lending services are also popular, but due to the pandemic, the number

of funds borrowed for this type of service has decreased due to the inability of

individuals to meet all their obligations to the bank.

The bank's net interest income in 2021 increased by UAH 5,154 million compared

to 2020, which indicates an increase in the client base and development of the bank's

product line.

Therefore, JSC CB "Privatbank" has a significant level of assets, the dynamics of

income is positive, the bank steadily attracts funds from all business entities, citizens

and increases capital, while increasing the loan portfolio; continues to successfully

improve its products, makes excellent use of marketing technologies. A significant

place in lending is occupied by the financial leasing model. The basis for consumer

lending by credit cards is currently open on the market again. The dynamics of the

indicators indicate the end of the results of 2021 of JSC CB "Privatbank" as a leading

and profitable bank. On the basis of the above, taking into account the imperfection of

the system of ensuring financial security, it is possible to note a high level of financial

security of JSC CB "Privatbank", with some cautions for the future. And mostly it will

concern work with the bank's staff - personnel security as a part of financial security

(which requires a separate study).

2.3. Analysis of indicators of the banking system

One of the most important sectors of the national economy is banking. Its role is

significant due to a number of functions performed by it. Among them, the following

are distinguished: mobilization of temporarily free capital, effective distribution of

accumulated capital among end users, formation of market prices for individual
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financial instruments, determination of the most effective directions of financial flows

from the position of ensuring a high level of profitability, implementation of operations

on behalf of depositors, placement of attracted deposit resources in the form credit, etc.

Considering all the functions, the banking sector is extremely sensitive to changes in the

country's economic environment. In order to perform the aforementioned and other

functions in a timely and adequate manner, banking performance must meet high

standards of reliability and financial stability.

Currently, the economy of our country, like other economies of the world, is in a

state of crisis. The reason for this is the constant stressful situations caused by the

pandemic. However, the Ukrainian banking sector is able to withstand the blows of the

external environment. The reason for the successful functioning lies in the recent

changes. In 2014-2015 the banking system of Ukraine had such problems as the

accumulation of large losses by banking institutions, the deterioration of the quality of

the banks' credit portfolio, the fall in capitalization and the fall in profitability, the

growth of currency risks due to the strong dollarization of the economy, the fall in the

liquidity and solvency of the banking system, the reduction of the resource base as a

result of a significant outflow of deposits, massive liquidation of banks, etc. All this

contributed to the fact that in 2014 33 banks were recognized as insolvent. Therefore, it

is now important to constantly monitor the state of the banking system of Ukraine and

conduct an analysis of the current state of affairs of the banking system of Ukraine.

Given that the chosen topic is important and relevant, scientists consider the

importance of the development of banks for the economy as a whole and investigate the

specifics of the development of the banking system of Ukraine. Thus, even at the

beginning of the development of the banking sector, the position was expressed about

the positive influence of banks on the level and rate of growth of national income,

which is based on the influence not so much on the rate of savings as on the process of

distribution of savings. This was due to the fact that development and well-being are

built if funds are directed to the implementation of the most effective projects.

Among Ukrainian scientists, it is worth noting L.H. Batrakov, who examines the

issue of the use of own and borrowed funds of banks, the effectiveness of various types
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of operations, etc. [19].Z.I. Shchybyvolok studied the main aspects of the effective

operation of banks, paying considerable attention to the analysis of assets and liabilities,

liquidity, income, expenses and profitability of the bank's capital [20]. D.L. Tsyganyuk

analyzed the financial condition of the banking sector in recent years [21].

It is necessary to conduct an own analysis to understand the situation and

determine the state of the banking system. In recent years, the banking sector of Ukraine

has undergone important changes that led to the "cleaning" of the market, namely the

reduction of the number of banking organizations. It is appropriate to display the data in

the following form (Table 2.4).

Table 2.4
Dynamics of the number of operating banks for the period 2012-2021.

Period Number of operating banks

01.01.2012 176
01.01.2013 176
01.01.2014 180
01.01.2015 163
01.01.2016 117
01.01.2017 96
01.01.2018 82
01.01.2019 77
01.01.2020 75
01.01.2021 74

With the political crisis, hostilities and related economic condition, which in the

end contributed to the number of banks. Yes, the maximum number of banks was in

2014, when the crisis of the banking sector was observed, because most banks were not

able to fully meet their own obligations and did not meet the criteria.Under the

influence of the devaluation of the hryvnia and the decline in the economy, as well as

political instability in the country, a significant number of banks faced problems, many

of them, according to the NBU's decision, began the liquidation procedure. This became

a reason, including for reforming the industry. That is why the cleaning of the banking

sector began, and the next year the number of banking institutions was reduced to 163.

In the future, an annual reduction was observed, and already at the beginning of 2021,

74 banks were registered. Compared to 2014, the reduction occurred by almost 60%.
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Such a situation, although faced with criticism from society, nevertheless had positive

consequences for the banking sector as a whole, because institutions that meet the

established criteria, were solvent and more reliable remained market participants.

Currently, 74 banks are operating in Ukraine with varying degrees of success - this is

more than half the number of 10 years ago. By now, the cleansing process has ended

and the situation has returned to a state of new equilibrium.

It is also important to analyze the number of banks with domestic and foreign

capital, the data is presented in the following figure. The change in the number of banks

is also graphically displayed in the figure.

During the entire period, the share of banks with domestic capital prevailed over

the share of banks with foreign capital, and was about 60-70%. One of the most

important indicators of the performance of the banking sector is the profitability

indicators presented in the table. 2.5

Table 2.5
Dynamics of profitability indicators of Ukrainian banks for the period 2012-2021.

Period Revenues,
billion UAH

Interest,
billion UAH

Commissions,
billion UAH

Net financial result,
bln. UAH

01.01.2012 142.8 113.3 18.5 -7.7
01.01.2013 150.5 117.5 21.2 4.9
01.01.2014 168.9 129.9 24.9 1.4
01.01.2015 210.2 151.3 28.3 -53
01.01.2016 199.1 135.1 28.4 -66.7
01.01.2017 190.7 135.8 31.4 -159.3
01.01.2018 178.1 124.0 37.1 -26.4
01.01.2019 204.5 140.8 50.9 22.3
01.01.2020 243.1 152.9 62.1 58.4
01.01.2021 250.2 147.7 70.6 39.7

Source: based on [22]

So, the worst situation in terms of the net financial result was in 2017, when the

biggest loss was recorded in the amount of 159.3 billion. UAH Instead, the situation

continued to improve and already in 2020 a maximum of 58.4 billion was reached.

UAH 2021 began with a value of 39.7 billion. UAH Since the beginning of 2019, the
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banking sector has been setting historical records for profitability. The net financial

result as of January 1, 2019 was UAH 22.3 billion. This was facilitated not only by the

strict monetary policy of the NBU and high interest rates, but also by the more balanced

credit policy of the banks themselves. A significant increase in the profitability of the

banking system became possible due to the reduction of deductions to reserves with a

stable growth of interest and commission income. Regarding the analysis of interest and

commission income, commission income always prevails and was 60-80%. The

maximum income level was as of January 1, 2021.

In addition, it is also worth considering the change in the values ​​of economic

standards for the banking system of Ukraine for 2021.

Table 2.6
Value of economic standards for the banking system of Ukraine for 2016-2021.

01.01.201
6

01.01.201
7

01.01.201
8

01.01.2019 01.01.2020 01.01.2021

H
1

Normative
minimum
size of
regulatory
capital
(thousand
UAH)

99,305.4 138,526.0 112
154.5 121,742.1 147,073.2 181,880.5

H
2

Norm of
adequacy of
regulatory
capital/solve
ncy (at least
10%)

8.92 13.34 15.35 15.52 18.72 21.63

H
4

Instant
liquidity
standard (at
least 20%)

72.25 59.30 45,61 61.76 …

H
5

Current
liquidity
standard (at
least 40%)

78,76 87.40 106.67 104.72 …

H
6

Short-term
liquidity
standard (at
least 60%)

88,82 91.01 96.52 94.17 94.40 88.55
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H
7

The norm of
the
maximum
amount of
credit risk
per
counterparty
(no more
than 25%)

23,13 21.37 20.61 20.43 17.32 19.85

H
8

Norm of
large credit
risks (no
more than 8
times the
amount of
regulatory
capital)

551.47 321.28 232.12 173.88 120.54 84.60

Source: [22]

7 norms were chosen for the analysis, namely norms of the minimum size of

regulatory capital, adequacy of regulatory capital/solvency, instant liquidity, current

liquidity, short-term liquidity, maximum size of credit risk per counterparty and large

credit risks. It is worth noting that during the period of 2016, some indicators did not

meet the normative values, so the regulatory capital/solvency adequacy indicator did not

reach 9% (the normative value is more than 10%), later the situation improved

significantly, all values ​​correspond to the normative values, which indicates positive

changes in this sector.

In addition, it is worth focusing attention on the rating of the Ministry of Finance

of Ukraine regarding the financial stability of the bank. Latest information (as of Q1 and

Q2 2021).
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Table 2.7

Bank stability rating for the 2nd quarter of 2021

Rating

number

Name of the bank Total score

1 Raiffeisen Bank 4.50

2 OTP Bank 4.13

3 Ukrsibbank 4.01

4 Credit Agricole Bank 4.01

5 Credobank 3.99

6 Alfa Bank 3.81

7 PUMB 3.73

8 ProcreditBank 3.63

9 Pravex Bank 3.54

10 PrivatBank 3.52

Source: [23]

Thus, during the entire period, the undisputed leader is Raiffeisen Bank, which

only strengthens its position and has a significant margin. OTP Bank weakened its

position, moving from 2nd to 5th place, lowering its rating score from 4.13 to 4.00.

Ukrsibbank is consistently in 3rd place, despite the fact that the rating point increased

by 0.15. Kredobank also improved its condition and is currently on the 4th step. The last

among the TOP-10 banks of Ukraine is Privatbank, currently it has weakened its

position compared to the previous year, but still remains one of the key and most

popular banks among the population, with a rating score of 3.59 [24].

Thus, on the basis of the conducted research, it can be concluded that external

factors have a significant influence on the banking system. The most significant changes

began in 2014-2015, namely during the beginning of the Russian-Ukrainian war.

However, along with the negative consequences, there were also positive changes, such

as the "cleaning" of the banking sector and the improvement of bank performance

indicators. At the same time, the number of institutions in the banking sector has been

reduced by almost half, and those institutions that have improved their activities and
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currently have high financial stability and solvency. To date, there are 74 solvent and

financially stable banks operating in Ukraine. According to the data of the Ministry of

Finance of Ukraine, Raiffeisen Bank has the best indicators, which has a rating score of

4.54. So, after analyzing the activity of banks, it is possible to assert the gradual

successful development of the banking sector in Ukraine. As for Privatbank JSC CB,

certain tendencies towards the deterioration of the leading positions, which the bank

occupied along with others, can be seen.
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CHAPTER 3

DIRECTIONS OF ENSURING THE FINANCIAL SECURITY

OF THE BANKING SYSTEM

3.1 Corporate responsibility in the bank as a basis for ensuring its financial

security

In general, the direction of the proposed case is becoming more and more relevant

in modern business conditions - social responsibility of business as a component of its

competitiveness.

It is known that social responsibility is the case when a business entity works for

the purpose of obtaining profit in accordance with its statutory goals, and at the same

time its activity is significantly directed, so to speak, to help society, which benefits it in

that other direction of life. In this case, the business must share values ​​and actually be a

part of society, and sometimes generate something new and useful for it. Currently,

there are many socially responsible enterprises in Ukraine, such as: Avon, Alfa-Bank,

Nova Poshta, FUIB, McDonald's and the Ronald McDonald House Foundation, Credit

Agricole Bank and many others. Hence the need to consider this issue in terms of

competitiveness. At first glance, it may seem that each of these companies works

primarily for profit, but this is not really the case if you look at it from another angle.

Each of these companies holds high places in the profitability rating only due to the fact

that the conduct of socially responsible business is embedded in the policy of each

company.

For a more detailed consideration, let's compare three banking institutions,

namely: Alfa-Bank, Bank "PUMB" and Credit Agricole Bank.

In order to analyze these banks on the subject of socially responsible business,

we will consider the rating of public trust in Ukrainian banks. After all, it is the trust

rating that is the fundamental indicator that shows which of the banks works in terms of

conducting socially responsible business. We will consider this rating in terms of
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deposit funds, because it is the people's invested funds that illustrate how much the

population trusts the bank.

Table 3.1
Reliability rating of banks of Ukraine among the population in terms of deposit deposits of

individuals

N

o

Banks Deposit funds of individuals, thousand UAH

1 PrivatBank 213 750 443

2 Savings Bank 124 058 822

3 Alfa Bank 42,717,319

4 Raiffeisen Bank Aval 32 130 181

5 Credit Agricole Bank 30,218,296

6 Ukreximbank 28 109 446

7 PUMB 25,995,207

8 UkrSibbank 24,245,992

9 Universal Bank 19,526,656

10 OTP Bank 18,247,870

Source: based on [22]

Analysis of deposit funds from individuals, because the sustainable development

of our country's economy is ensured by companies, therefore, for a more detailed

analysis of public trust in banks, it is necessary to consider deposit deposits, but in the

context of deposits from legal entities [25].
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Table 2
Reliability rating of banks of Ukraine among the population in terms of deposit deposits of

legal entities

N

o

Banks Deposit funds of individuals, thousand UAH

1 Alfa Bank 108,312,973

2 PrivatBank 70,446,043

3 Ukreximbank 60,992,565

4 OshchadBank 58,566,989

5 Raiffeisen Bank Aval 53,097,387

6 Ukreximbank 33,928,460

7 PUMB 32,238,857

8 OTP Bank 31,319,822

9 Credit Agricole Bank 25,790,847

10 CityBank 25,581,535

Source: based on [22]

Having analyzed the level of public trust in banks in terms of deposit deposits,

both individuals and legal entities, we can come to the conclusion that banks almost do

not meet the sufficient level of conducting socially responsible business. This is

evidenced by the low positions of "PUMB" and Credit Agricole Bank. Yes, the question

arises. And as for Alfa-Bank, it is in the first place in the rating of deposit funds of legal

entities. The answer to this question lies in the numbers. Deposits of legal entities to

Alfa-Bank are half as much as deposits of individuals to PrivatBank. This situation has

a very unimpressive character, because it is legal entities at this stage of the economic

development of our country that occupy the leading positions.

The next step for understanding the situation of conducting socially responsible

business in terms of banks will be to identify the reason for the public's distrust of

banks. And no, it will not be the usual stereotypes that banks have lost public trust since
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2008, when the crisis began and most of the population lost their funds. It is necessary

to analyze the main provisions of the formation of social responsibility of banking

institutions in the system of ensuring competitiveness. Therefore, all areas of work are

important in the banking sector, including charity events, which primarily shape the

views and imagination of citizens towards one or another problem, involving a large

number of outsiders; in addition, we can talk about the obligation to make contributions

for such cases; so-called corporate social marketing aimed at protecting environmental

rights and safety; philanthropy; volunteer work, in particular, in the direction of

educational projects; other investment projects. [26]. Now the question arises whether

banks comply with these provisions. It is actually quite difficult to give an answer to

this question, because on the one hand, banks are almost not engaged in charitable

activities, and on the other hand, each bank provides preferential terms for service for

charitable organizations. If the bank sets the goal of socially responsible work, for

society, in our opinion, this will create a vision of an efficient, reliable, high-trust entity,

which will definitely increase the level of trust in everyone else.

With the growth of public demands on banking institutions, in order to achieve a

certain level of competitiveness, it is necessary to take into account the moral, ethical,

religious values ​​and peculiarities of the cultural development of the region in which

they operate. In other words, it is vital for banks to start changing and start doing more

charitable activities directly, and not through the mechanisms of service of charitable

organizations.

The bottom line for banks is that if they want to increase their profits, they need

to regain the trust of the public and generally develop in step with the times. They need

to engage more in activities that will primarily benefit society, and only then profit. In

our opinion, the first bank that will start more intensively engaging in social

responsibility during the introduction of business will take the lead among all Ukrainian

banks in terms of indicators for a long time.

However, the issue of implementing social responsibility of business, or

corporate social responsibility, is considered not only from the point of view of the

problems of the social sphere of society and the need to ensure social guarantees of the
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working population, but also from the position of using social responsibility of business

to create competitive advantages for an individual enterprise, not only banks ,

establishing relations with the public and central and local authorities, maintaining a

positive image of the company. Entrepreneurs who implement programs of corporate

social responsibility receive competitive advantages in various areas of their activity. It

is emphasized that the set of advantages does not manifest immediately, and they, as

positive aspects of the company's activities, will only later provide an advantage over

competitors [27]. But in our opinion, we think it's worth it.

Competitive advantages are a criterion of competitiveness of any enterprise,

their presence and implementation provide an economic advantage over competitors.

Therefore, the question arises about how to maintain responsibility at an appropriate

level until the moment when they begin to manifest. There is a need to conduct a

socially responsible business for a long time, but for this, human resources are needed,

which for a rather large period of time will be devoted to 100% of work and "live" the

issue of socially responsible business, because as practice shows, the company's profit at

the time of intense conducting a socially responsible business is significantly lower than

when conducting activities with the aim of maximizing profit. However, not everyone

agrees to fully meet the criteria of socially responsible business, therefore the problem

of conducting socially responsible business depends not only on the enterprise, its

director, the state, but also on the psychologically outdated non-market system.

Unfortunately, at this stage of the development of our country, there is an insignificant

share of citizens who are ready to work for a long period of time for the benefit of

socially responsible business. This is evidenced by Maslow's pyramid, which

consistently represents all human needs, from the most basic to the highest. It reflects

one of the most widespread motivational concepts - the theory of the hierarchy of needs

developed by the American psychologist Abraham Maslow. This is no longer a problem

of people working at the enterprise, but a problem of managers and company leaders

who are unable to provide favorable working conditions and a sufficient level of

motivation for employees of socially responsible businesses.
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So, until the moment when the managers do not take care of their workers and

do not make appropriate conditions for work, as dictated by the International Labor

Organization, no changes are expected for the socially responsible enterprise.

In order to create favorable conditions for personnel, it is not enough to simply

detect the level of use of socio-psychological methods, it is necessary to develop the

correct approach in which these methods will be used for personnel management. This

means that it is important for management to be able to identify and solve: specific

personnel problems, understand the causes of certain phenomena that are possible when

the enterprise is mismanaged, and also be able to apply tools to solve problems today

and in the future. All this, in turn, will make it possible to create a good social and

psychological climate. One of the ways to improve the working conditions of

employees and increase the level of motivation is to create a certain "anti-stress" room.

In this room, employees will be able to relieve the tension that arises during the work

process with the help of so-called "toys", for example: lollipops, bubble wrap, spinners

and others. In these rooms, the staff will have the opportunity to listen to relaxing

music, look at some pleasant pictures, perhaps drawn by the employees themselves, or

even look at something eternal, such as a fireplace, or at how fish swim. This room will

work as a rest room, so to speak, in which you can regain your strength after heavy

psychological stress. This room will be aimed at: restoring the psychological state;

distraction from the manager's reprimands; reflections on problems that may arise as a

result of a difficult working day; tension relief; creation of a positive mood, thanks to

which new forces for new effective labor activity will appear.

The main feature of this room will be the opportunity to put on protective

equipment, pick up a hammer or a club and break a standing mannequin, in this way

you can release all the anger that has accumulated on the manager, for example, for

unheard requests or suggestions. Another way to be heard and have the opportunity to

convey your problems and suggestions to the manager is to allocate one wall in the

enterprise as a bridgehead for drawing. Each employee will be able to draw anything, of

course within reason, the purpose of these drawings should be a constant reminder to

managers that their staff is not satisfied with something. At the end of each week, this
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wall will be completely washed by the technical staff, and therefore the analysis of the

work of the managers will be carried out. If there are noticeable changes for the better

for employees, then it is concluded that the manager is worried about the working

condition and motivation of his subordinates. Otherwise, the manager risks being left

without his team, because it is unlikely that people will work in conditions that are not

convenient for them, of course excluding emergency situations. But the issue of

stimulation in the form of wages remains unresolved. Many employees complain that

they work too much, reworking their plan, and there is no initiative on the part of the

manager. If this continues, the company risks being left without its best specialists, so

we suggest introducing the so-called "motivation chain". Everyone understands that if

the company is going through not the best times, then you can't count on permanent

bonuses, but we are sure that no matter what the situation is, the company is able to

allocate some additional motivation in a few months. That is, we propose to award the

best employees, but not based on the results of one month, but based on the results of,

for example, two or three working months. At the end of these months, you will have to

identify the best employee, first of all, congratulate him in your social networks, then

you can hang his photo with the inscription of the best employee of the month directly

at the company, and the main prize can be, for example, a double bonus or a vacation

trip at the expense of the enterprise. And finally, make an announcement that the better

the company works, the more it is able to allocate such vouchers.

In this way, the staff will begin to work more actively for the sake of obtaining

free vacation tickets, thus the efficiency of the entire enterprise will increase, that is, it

will gain momentum. Another method can be receiving "penalty money". This means

that it is possible to introduce, so to speak, a "punishment basket", in which each

employee who uses obscene language during the work process will deposit a certain

amount of money, and at the end of the month, the worker who did not put anything into

it will be able to take the entire basket for himself . In this way, the company will be

able to "kill two birds with one stone", that is, reduce the level of obscene expressions

and introduce additional stimulation. If the winner is not found at the end of the month,



46

that is, everyone will put their money into this basket, then the accumulated amount can

be spent on a collective vacation or on the purchase of something necessary.

So, after analyzing the issue of competitiveness while running a socially

responsible bank, we can come to the conclusion that changes are necessary to increase

the level of competitiveness. In banking institutions, these are changes that will

completely change people's thinking about banks and their activities, that is, radical

changes in activities, namely an increase in social activities, such as charity. In our

opinion, social responsibility in the bank in various forms will significantly affect one of

the key aspects of ensuring the financial security of the banking system of Ukraine - the

level of trust of the population, business, and partners. In addition, it is extremely

important to change the management and methods of controlling and motivating

employees. After all, the management methods that exist now are not always effective

in order to meet the requirements of the time.

3.2 Foreign experience in the field of supervision and control of banking activities

Foreign experience in the field of supervision and control of banking activities

offers a valuable reservoir of practices, principles, and models that can serve as

benchmarks for refining domestic regulatory frameworks. Banking regulation and

supervision across the globe are critical for ensuring financial stability, mitigating

systemic risks, and fostering sustainable economic development. Countries adopt

diverse approaches to banking supervision, reflective of their unique historical,

economic, and cultural contexts. These approaches can be categorized into three

primary models: the "two peaks" model, the sectoral model, and the unified supervision

model.
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Fig. 3.1. Distribution of Banking Regulation Models

The "two peaks" model represents a dual approach where regulatory and

supervisory functions are shared between the central bank of the state and an additional

government body. This model is widely implemented in countries such as France, Italy,

Germany, the United States, and Japan. It ensures a balance of oversight responsibilities,

often dividing prudential regulation and market conduct regulation between two distinct

entities. For instance, in the United States, the Federal Reserve and other federal

agencies, such as the Office of the Comptroller of the Currency (OCC), collaboratively

oversee banking activities, offering a layered and comprehensive regulatory framework.

This approach aims to reduce regulatory blind spots by assigning specific

responsibilities to specialized entities.

The sectoral model, prevalent in countries such as Ukraine, the United Kingdom,

Greece, Spain, Portugal, and Switzerland, places regulatory and supervisory

responsibilities solely with the central bank of the state. This model centralizes

authority, which can lead to streamlined decision-making and enhanced coordination.
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However, it also requires the central bank to possess extensive resources and expertise

across a broad spectrum of financial operations. For example, in Ukraine, the National

Bank of Ukraine (NBU) plays a pivotal role in overseeing the stability and efficiency of

the banking sector. By centralizing supervision, the NBU can rapidly respond to

emerging challenges, ensuring cohesive regulatory actions across the sector.

The unified supervision model takes a different approach by establishing a

mega-regulator or an independent supervisory body separate from the central bank. This

model is observed in countries such as Poland, Austria, Denmark, Canada, and Norway.

The mega-regulator is responsible for overseeing the entire financial system,

encompassing banking, insurance, and securities markets. This comprehensive approach

aims to address systemic risks that transcend individual sectors, providing a holistic

view of the financial landscape. Poland exemplifies this model through the operations of

the Banking Supervision Commission, which integrates diverse expertise to enforce

consistent regulatory standards across the banking industry.

A notable development in the European Union underscores the region's

commitment to financial integration and systemic stability. In late 2012, the heads of

state and government of the 27 EU member states agreed to establish the European

Banking Union, a significant step toward deepening European financial integration.

This initiative represented a revolutionary change in the architecture of the European

banking system, aiming to enhance resilience through the creation of a single

supervisory mechanism. By transferring key supervisory responsibilities to the

European Central Bank (ECB), the Banking Union seeks to provide unified oversight of

significant financial institutions across the EU, addressing cross-border risks and

ensuring consistent regulatory enforcement.

In the United States, banking regulation and supervision exhibit unique

characteristics shaped by the federal structure of governance. The dual banking system

divides supervisory authority between federal and state governments, as outlined in key

legislative acts such as the Federal Reserve Act and the Banking Act. At the federal

level, multiple agencies, including the Federal Reserve System, the Federal Deposit

Insurance Corporation (FDIC), and the Office of the Comptroller of the Currency,
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oversee various aspects of banking operations. These bodies perform specialized

functions, such as regulating bank holding companies, insuring deposits, and conducting

audits. State-level bank controllers add another layer of supervision, ensuring

compliance with local laws and regulations.

Fig. 3.2. Supervisory Functions in U.S. Banking

An essential feature of the U.S. system is the periodic inspection of banks by

supervisory agencies. These inspections are carried out by qualified examiners who

assess a bank’s compliance with regulatory requirements, risk management practices,

and financial stability. The Federal Reserve Board of Directors also establishes

guidelines for foreign banks operating in the United States, ensuring that their activities

align with domestic financial policies. This multi-tiered approach reflects the country’s

emphasis on robust oversight to safeguard public trust and maintain economic stability.

Japan’s approach to banking supervision is deeply influenced by its cultural and

historical context. The homogeneity and insularity of Japanese society, shaped by a
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prolonged period of self-isolation until the mid-19th century, have informed the nation’s

emphasis on systemic safety and conservatism in banking practices. The Japanese

banking system comprises various institutions, including the Ministry of Finance, the

Bank of Japan, commercial banks, specialized long-term credit banks, and financial

institutions serving agriculture, forestry, and fisheries. Each of these entities operates

within a tightly regulated framework designed to ensure financial stability and address

the unique needs of different economic sectors.

In the European Union, supervision extends beyond national borders to

accommodate the interconnected nature of the regional economy. Non-resident

supervision is particularly important, allowing regulators to oversee the activities of

foreign banks operating within their jurisdictions. On-site inspections are often

delegated to certified external auditors, who conduct audits under the guidance of

national supervisory bodies. These bodies define the scope, methodology, and content of

the audits, ensuring consistency and reliability. For example, in Italy, the Interministerial

Committee, alongside the Central Bank of Italy, oversees compliance with banking

regulations and safeguards the interests of savings banks, as outlined in the 1993 Law

"On Banks."

Fig. 3.3. Responsibilities in Poland's Banking Supervision
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Poland’s model of banking supervision offers another illustrative example. The

Banking Supervision Commission, established under the laws "On Banks" and

"National Bank of Poland," embodies a collaborative approach. It comprises

representatives from various sectors, including the National Bank of Poland, the

Ministry of Finance, the President’s Office, and the Securities and Exchange

Commission. The Commission’s functions include enforcing regulatory standards,

evaluating the financial condition of banks, and ensuring the safety of client funds. By

incorporating diverse perspectives, the Commission enhances the effectiveness of

banking supervision, addressing both macroeconomic and microeconomic dimensions.

A critical takeaway from the analysis of foreign experiences is the importance of

tailoring regulatory frameworks to the specific needs and characteristics of each

country. While global best practices provide valuable insights, their effectiveness

depends on careful adaptation to local contexts. For instance, the delegation of audit

responsibilities to external auditors in some European countries may not be directly

applicable in jurisdictions where such practices are uncommon or where regulatory

capacity is limited. Similarly, the establishment of a mega-regulator, as seen in countries

like Poland, requires a robust institutional framework and a high degree of coordination

among stakeholders.

In conclusion, foreign experience in banking supervision highlights the diversity

of approaches and the shared commitment to ensuring financial stability. The "two

peaks" model, sectoral model, and unified supervision model each offer distinct

advantages and challenges, reflecting the unique contexts in which they are

implemented. By learning from these experiences, countries can enhance their

regulatory frameworks, ensuring that their banking systems remain resilient, efficient,

and capable of supporting economic growth. The integration of international best

practices, coupled with local adaptations, provides a pathway to achieving robust and

sustainable financial systems in an increasingly interconnected world.
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3.3 The main areas of ensuring the bank's financial security

The financial security of the banking system is a cornerstone of national

economic stability. It encompasses measures designed to protect financial institutions

from potential threats, ensure their resilience in times of crisis, and facilitate recovery in

the aftermath of adverse events. The ability of banks to maintain financial stability is

critical not only to their survival but also to the broader economic system. Banks act as

intermediaries for funds, provide credit for businesses and individuals, and are integral

to the functioning of both domestic and international markets. Consequently, the

financial security of banks extends beyond individual institutions, influencing national

economic stability and growth.

Current research into the financial security of banking systems underscores the

importance of addressing modern challenges and threats effectively. These challenges

include political and economic instability, the emergence of global health crises such as

the COVID-19 pandemic, and the rapidly changing nature of financial markets due to

technological advancements and globalization. By examining these challenges, it

becomes possible to identify weaknesses in existing frameworks and propose

comprehensive strategies for strengthening the banking sector. These strategies must be

both adaptive and forward-looking, capable of responding to an unpredictable and

dynamic environment.

Ukraine's banking system, like those of many other countries, has faced numerous

challenges over the decades. Since the country’s independence, the financial sector has

undergone significant transformations, driven by political changes, economic reform,

and the integration of international practices. Each stage of the banking system’s

development has presented unique obstacles. For example, during the post-Soviet

transition, the sector grappled with issues such as insufficient regulation, weak

governance structures, and limited public trust. Subsequent periods were marked by

crises, including the global financial crisis of 2008, which tested the sector's resilience.

More recently, the COVID-19 pandemic introduced unprecedented challenges,
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highlighting vulnerabilities in liquidity management, credit risk assessment, and

operational resilience.

The COVID-19 pandemic serves as a stark reminder of the need for adaptability

in ensuring financial security. The sudden and widespread economic disruptions caused

by the pandemic exposed weaknesses in existing frameworks. Many banks struggled to

manage liquidity, maintain solvency, and support customers facing financial hardship.

The crisis also accelerated the adoption of digital banking services, creating new

opportunities but also introducing additional risks, such as cybersecurity threats and

operational challenges associated with rapid digital transformation.

One of the fundamental principles of financial security is its multidimensional

nature. It involves a combination of organizational, financial, legal, and informational

measures designed to create a resilient and stable banking system. These measures must

address both the internal operations of financial institutions and their external

environment, including market conditions, regulatory requirements, and customer

behavior. Achieving this requires a coordinated effort involving various stakeholders,

including government authorities, financial institutions, academic researchers, and

international experts.

Collaboration among stakeholders is essential for ensuring the effectiveness of

financial security measures. Educational and research institutions play a crucial role by

conducting studies that inform policy and practice. For instance, universities and think

tanks can analyze global trends, assess the impact of regulatory changes, and propose

innovative solutions to emerging challenges. Government authorities, including the

National Bank of Ukraine, provide oversight and regulatory guidance, ensuring that

financial institutions operate within a stable and predictable framework. International

experts bring valuable perspectives and experiences, helping to integrate global best

practices into the national context.

Establishing platforms for collaboration, such as advisory councils or working

groups, can facilitate these efforts. These platforms can serve as forums for dialogue,

enabling stakeholders to share insights, coordinate actions, and develop comprehensive

strategies. For example, an advisory council on financial security led by the National
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Bank of Ukraine could bring together representatives from government agencies,

financial institutions, and academia to address pressing issues and develop long-term

plans.

The legislative framework governing the banking system is another critical

component of financial security. Effective laws and regulations provide the foundation

for a stable and predictable operating environment. They set clear rules for financial

institutions, establish mechanisms for oversight and enforcement, and protect the

interests of customers and other stakeholders. However, the legislative framework must

also be flexible enough to adapt to changing circumstances. This requires a balance

between stability and adaptability, ensuring that laws and regulations remain relevant

and effective in the face of evolving challenges.

One of the key areas for legislative improvement is the adoption of best practices

from other countries. While it is important to learn from international experiences, these

practices must be carefully adapted to the specific context of Ukraine. This involves

evaluating their relevance, feasibility, and potential impact, as well as considering the

unique characteristics of the national economy and financial system. For example,

regulatory approaches that have been successful in advanced economies may need to be

modified to address the challenges faced by emerging markets, such as limited access to

capital, lower levels of financial literacy, and weaker institutional capacity.

Continuous monitoring and evaluation are essential for ensuring the effectiveness

of financial security measures. Regular assessments of financial institutions and the

overall banking system help identify vulnerabilities and prevent problems from

escalating. This requires the analysis of key financial indicators, such as liquidity,

solvency, profitability, and risk exposure. By maintaining a comprehensive

understanding of the system’s health, policymakers and regulators can take timely and

effective measures to address emerging threats. This proactive approach can

significantly enhance the resilience of the banking system, reducing the likelihood of

crises and mitigating their impact when they occur.

The example of JSC CB "PrivatBank" illustrates the importance of proactive and

comprehensive approaches to financial security. As one of Ukraine’s largest banks,
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PrivatBank has faced significant challenges, including its nationalization and

subsequent restructuring. Despite these difficulties, the bank has made notable progress

in improving its financial stability and operational efficiency. However, challenges

remain, particularly in areas such as personnel management and corporate social

responsibility. Addressing these issues is essential for ensuring the bank’s long-term

success and its contribution to the stability of the broader financial system.

Corporate social responsibility (CSR) represents an important but often

overlooked dimension of financial security. CSR initiatives can help build public trust,

enhance the reputation of financial institutions, and strengthen their resilience during

times of crisis. For example, during the COVID-19 pandemic, many banks extended

support to vulnerable customers, such as offering loan deferrals, waiving fees, and

providing financial education. These initiatives not only helped customers navigate the

crisis but also reinforced the role of banks as trusted partners in the community.

The integration of digital technologies is another critical factor in ensuring

financial security. Digital transformation has created new opportunities for financial

institutions, including improved efficiency, enhanced customer experience, and

expanded access to financial services. However, it has also introduced additional risks,

such as cybersecurity threats, data privacy concerns, and operational challenges

associated with the rapid adoption of new technologies. Addressing these risks requires

a comprehensive approach that combines technological innovation with robust risk

management practices.

In conclusion, ensuring the financial security of Ukraine’s banking system is a

complex and dynamic process that requires a multidimensional and collaborative

approach. By integrating organizational, financial, legal, and informational strategies,

the sector can build resilience against current and future challenges. The involvement of

diverse stakeholders, continuous monitoring and evaluation, and the adoption of

innovative practices are key to achieving this goal. Furthermore, the integration of

social responsibility into financial security strategies underscores the importance of trust

and reputation in building a stable and sustainable banking system. Through these
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efforts, Ukraine’s financial sector can become a pillar of national economic stability,

contributing to the prosperity and well-being of the country as a whole.
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CONCLUSIONS

Conducted research on the theoretical foundations of financial security, in

particular, the concept of financial security, definition of the essence of financial

security of the banking system; organizational and legal foundations of the security of

the banking system and the technical and economic characteristics of JSC CB

"Privatbank" - allows making a number of theoretical conclusions.

The study of indicators, financial condition of the banking sector, analysis of

features, rating and financial condition of JSC CB "Privatbank" made it possible to

identify important scientific and practical problems regarding the influence of financial

and other factors on the banking system in modern realities.

The study of foreign experience in the field of ensuring the security of the

banking system made it possible to see the positive and negative side of the

implementation of such experience in the domestic system. The position of focusing

also on the institution of social responsibility in the banking business has become

essential. The logic of the research made it possible in the end to propose the main

directions of ensuring the financial security of the banking system and, in general, to

solve the task and achieve the goal of the qualifying master's thesis "Ensuring the

financial security of the banking system: modern challenges and problems".

Thus, the institution of financial security should be understandable to specialists,

detailed and systematized. The key components together with the definition will be

contained in legislative acts. The stages of ensuring financial security will consist of

seven points:

1) study and analysis of existing and potential problems;

2) drawing up measures to prevent and counteract existing and potential

problems;

3) study and research of threats that have already arisen and affect the security of

the bank;

4) their elimination;
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5) minimization of consequences;

6) return of the state of the institution to its initial state - before the impact of

negative actions;

7) development of ways to ensure financial security, taking into account the

experience of the influence of newly discovered threats.

And the definition itself is presented as follows. Ensuring the financial security of

the banking system is a process of developing a set of measures of an organizational,

financial, legal and informational nature with the aim of maintaining a state in which the

position of the system or institution does not undergo negative changes due to the

influence of threats, or can quickly return to a primary state in which threats and in

general did not advance.

Based on the analysis of the state of regulatory and legal support, several

significant conclusions can be drawn. First of all, the complex of acts in this area can be

united in a single institute of the field of law, science and educational discipline -

banking law.

But, unfortunately, there is a fundamental problem that still remains, related to the

lack of a systematized legal act that will serve the banking industry in a qualitative and

effective manner, will create an appropriate logically structured basis, and in the end

will ensure its financial security. It is also right that this should be done as a result of the

implementation of the Strategy for the Development of the Financial Sector of Ukraine

until 2025 after properly implemented reforms, which largely concern the banking

system [12].

And in this process, we would like to emphasize the consideration of exclusively

the best practices of international experience. Here, the implementation of the

provisions of the regulatory legal acts of foreign countries should take place only in the

proven part of the effectiveness in national conditions. Regarding the future

systematized act, the document should provide a clear interpretation of the concept of

financial security, and the definition of criteria, indicators and, accordingly, the process

of ensuring the financial security of banks or the banking system.
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Regarding a specific bank. JSC CB "Privatbank" has a significant level of assets,

the dynamics of income is positive, the bank steadily attracts funds from all business

entities, citizens and increases capital, while increasing the loan portfolio; continues to

successfully improve its products, makes excellent use of marketing technologies.

A significant place in lending is occupied by the financial leasing model. At the

moment, the basis for consumer lending by credit cards is open again on the market.

The dynamics of indicators indicate the end of the results of 2021 of JSC CB

"Privatbank" as a leading and profitable bank.

On the basis of the above, taking into account the imperfection of the financial

security system, it is possible to note a high level of financial security of JSC CB

"Privatbank", with some caveats for the future. And mostly it will concern work with

the bank's personnel - personnel security as a part of financial security.

External factors have a significant impact on the banking system. The most

significant changes began in 2014-2015. However, along with negative consequences,

there were also positive changes, such as the "cleaning" of the banking sector and the

improvement of bank performance indicators. At the same time, the number of

institutions in the banking sector has been reduced by almost half, and those institutions

that have improved their activities and currently have high financial stability and

solvency. So, after analyzing the activity of banks, it is possible to assert the gradual

successful development of the banking sector in Ukraine. As for Privatbank JSC CB,

certain tendencies towards the deterioration of the leading positions, which the bank

occupied along with others, can be seen.

It is known that social responsibility is the case when a business entity works for

the purpose of obtaining profit in accordance with its statutory goals, and at the same

time its activity is significantly directed, so to speak, to help society, which benefits it in

that other direction of life. In this case, the business must share values ​​and actually be a

part of society, and sometimes generate something new and useful for it.

Having analyzed the issue of competitiveness while running a socially

responsible bank, we can come to the conclusion that changes are necessary to increase

the level of competitiveness. In banking institutions, these are changes that will
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completely change people's thinking about banks and their activities, that is, radical

changes in activities, namely an increase in social activities, such as charity.

In our opinion, social responsibility in the bank in various forms will significantly

affect one of the key aspects of ensuring the financial security of the banking system of

Ukraine - the level of trust of the population, business, and partners. In addition, it is

extremely important to change the management and methods of controlling and

motivating employees. After all, the management methods that exist now are not always

effective in order to meet the requirements of the time.

Regarding the development of specific practical and methodical

recommendations of a strategic and tactical nature to ensure the financial security of the

banking system, taking into account modern challenges, they are outlined in subsection

3.3. of the master's thesis. The main directions of ensuring the financial security of the

bank.
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