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APPROACHES TO RISK MANAGEMENT OF ENERGY ENTERPRISES 

 

In the current conditions of development and maintenance of the national 

economy at a sufficient level to meet the needs of producers and consumers, 

energy resources play a key role. The sustainability of energy companies is 

possible only if security is maintained at all stages of the company's life cycle, i.e. 

during design, operation, modernisation, work beyond the project timeframe, and 

decommissioning (mothballing) of equipment and facilities. The security of an 

energy company involves assessing the consequences of threats and their impact 

on the continuity of fuel and energy supply for consumers (population, business, 

state and society), as well as analysing the ability of energy security actors to 

prevent the development of negative scenarios[1]. 

To ensure a comprehensive approach to security, as required by energy sector 

regulations, it is necessary to develop a strategy for diagnosing, monitoring, 

identifying and forecasting possible threats, which can be done through risk 

analysis and risk management. 

Risk management is a globally recognised comprehensive approach that 

involves the development of appropriate targeted measures and their inclusion in 

state planning documents. The ultimate goal is to prevent the emergence of new 

risks and reduce the known risks of negative developments by implementing 

comprehensive measures at the facility, industry and national levels. 

It should be noted that there are different approaches to risk assessment. A 

generalised approach to risk assessment includes[2] 

- Identification of threats, assessment of the frequency (probability) of each 

threat; 

- assessment of vulnerability to each threat, which, taking into account its 

frequency 

- determines the likelihood of damage; 

- assessing the consequences (damage) for the worst-case scenario. 

Risk-based approaches are widely used in the world's leading countries. For 

example, in 2015, the EU approved the Risk Assessment Methods for Critical 

Infrastructure Protection. Part II. A New Approach [3]. This document is based on 

the analysis of threats and risks. In addition, in the EU countries, it is 

recommended to use a risk matrix for the purpose of National Risk Assessment, 

depending on the relative impact of certain threats (Relative Impact) and their 

probability (Relative Likelihood). This document is based on the analysis of threats 

and risks. In addition, in EU countries, it is recommended to use a risk matrix for 

the purpose of National Risk Assessment, depending on the relative impact of the 

identified threats (Relative Impact) and their probability (Relative Likelihood). 

Risk analysis in leading countries has become an important element in the 

national security system. 

National risk assessment, which ensures the implementation of a number of 

important elements of the national resilience system, namely 



- Foresight (risk identification) - a broad search for information is carried out 

to determine where a problem may arise and what potential threats exist; 

- Risk register - identification of the most probable threats, the realisation of 

which may cause the most severe consequences for the country in the next five 

years (based on the analysis of information, analytical and scientific judgements 

and intelligence on the probability and consequences of the realisation of threats); 

- risk assessment - the actual formation of an understanding of the complex of 

risks that the national security system should be set up to prevent, which forms the 

overall national risk assessment. 

The generalised experience of risk management is reflected in the 

international standard IEC/ISO 31010:2009 Risk management - Risk assessment 

techniques and the corresponding national standard of Ukraine DSTU IEC/ISO 

31010:2011[4, 5]. This standard is also useful because it describes almost all the 

methods used in risk analysis in a sufficiently complete manner. It should be noted 

that, depending on the entities targeted by energy security activities, these activities 

have some differences, since with regard to facilities, they are primarily aimed at 

reducing the level of threats and vulnerability of facilities, minimising the 

consequences, and with regard to processes and functions, at the continuity of their 

provision and rapid recovery in case of interruption. In this regard, modern crisis 

management technologies based on a business continuity management system can 

be useful. 
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