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AHHOTaU,S

Ha Tai noctynoBoro fo3piBaHHA LEeHTpanb30BaHMX cucteM 6a3 gaHunx
po3MogineHi cnMcteMn 3'ABUANCA | MPOAOBXYHOTb PO3BMBATUCA. Y CBOO
Yyepry, TEXHONOTIT penaikaLii Ta CMHXPOHI3aLil JaHWX CTaau npiopuTeTamu
B ranysi g4ocnigkeHb umx cucteM. CroXXeTHI cuctemMmn penikauii 6a3 gaHmx
MarOTb ABI apXiTeKTYpHI GOpMU: apXIiTEKTYPY Ha PIBHI cMcTeMn 6asm gaHux
Ta apXiTeKTypy MPOMIXKHOIO MPOrpamMHOro 3abesneyveHHs, He3aNeXHOro
BiA4 oKpemux cuctem 6a3 gaHux. lNMepia mae BIAHOCHO BULLY ePEKTUBHICTb
pennikalii, B TOA 4ac K Apyra Ma€ BiAHOCHO Oifblly YHIBEPCaNbHICTb.
Binbwicte 3apybixkHUX BUPOBHMKIB 6a3 AaHWX peanizoByrOTb CUCTEMMU
pennikauii 6a3 gaHWMX Yy CBOIX MNpOAyKTax. Y Halwii KpaiHi, 3a3Bu4yain
BMKOPWUCTOBYETLCA apXiTeKTypa NPOMI>XKHOrO NPOrpamMHOro 3abesneyeHHs,
fika Ma€ BIAHOCHO HWX4Yy edeKkTUBHICTb. TOMy HeobXifHO NpPOBOAUTU
AocnigxeHHa QyHKUIT penaikauii Ha piBHI cuctemun 6a3m gaHmx. OCHOBHI
3aBJaHHA Ui€l pobOTM BK/AKOYAKOTb HACTymHe: OonuMcatu  KOHTeKCT
AOCNIAXKEHHA Ta CTaH AOCAIAXEeHb Ha BHYTPIWHLOMY Ta MIDXHapPOAHOMY
pUHKax cucTemM penikauii 6a3 gaHnx, NpoaHanisyBaTt OCHOBHI TEXHOAOTII,
NoB'A3aHl 3 UMMM CUCTEeMamK, MICAA YOro BCTaHOBWUTW MepesymMoBM AnA
pernnikauii TpaH3akuUil Ta aCMHXPOHHOI pennikauii; BMKOHATX aHani3
notpeb Ta BW3HAUMTU 3arajbHy apxiTekTypy CUCTEeMMW, MPOBECTU
MOPIBHAHHA Ta aHani3 TEeXHONOri, MOB'A3aHWX 3 ABOMA OCHOBHMMMW
KOMMOHeHTaMW cepBepa peniikauii, Ta po3pobutu BIANOBIAHI MeTOAM
OTPUMaHHA Ta nepegavi JaHWX; KOHKPETHO po3pobuTn Ta peanidyBaTu Ui

ABa OCHOBHI KOMMOHEHTH, Hanpukiaad, BAOCKOHaJINTN KOHTpOﬂbHi



Tabanyi, BUKOPUCTOBYBATM MOAENb Mnepedadi 3 NPOMDKHVMMW areHTamu,
pO3B'A3yBaTM KOHOAIKTM JaHMX 33 [JOMOMOrOH MapKyBaHHA 4acy,
peanisyBati ynpaBAiHHA MapLipyTM3aLi€0 Ta po3pobutn npouesypu
aBapiMHOro o06pPOGAEHHS; HapewTi, 3BaXatum Ha OLIHKY CUIbHOI
KOHCUCTEHTHOCTI, KIHLEBY KOHCUCTEHTHICTb, JAOCTYMHICTb  CUCTEMMU,
CNOXWBaAHHA MPOMNYCKHOI 34aTHOCTI MepeXi, CNOXMBaHHA pecypciB
36epiraHHA, CNOXMBaHHA OBOUYUCAIOBANbHUX PecypcCiB, MPOAYKTUBHICTb
ornepauin YMTaHHA Ta 3anucy, 3anpoOnoHyBaTW METOAM Ta A€l OLHKW
NPOAYKTUBHOCTI MPOTOKOANIB penikaLii AaHUX A8 PO3MOAINEHNX CUCTEM,
wo 3abe3neuytoTb UiHHY iHbOpMaUil Ana AOCAIAXEHb Ta MNpPaKTUKK,
NOB'A3aHNX 3 penikauiero AaHUX B PO3MOAiNeHux cuctemax. Karouosi

cnosa: Po3nogineHa, Pennikauia 6a3 gaHux, NpoayKTUBHICTb.

summary

As centralized database systems mature, distributed

systems emerge and continue to develop, and data



replication and synchronization technology becomes a key
research area. Database replication systems have two forms:
database system—level architecture and independent
middleware architecture. The former has relatively high
replication efficiency, while the latter has relatively
stronger versatility. Most foreign database vendors have
implemented database replication systems in their products,
while domestic vendors tend to prefer middleware
architectures with slightly lower efficiency. Therefore,

it 1is necessary to study the database system—level

replication function. The main work of this paper covers:

introducing the research background and the current status
of database replication systems at home and abroad, and
establishing transactional replication and asynchronous
replication as the premise after analyzing the main related
technologies; carrying out demand analysis and determining
the overall architecture, comparing and analyzing the
technologies involved in the two core components of the
replication server, and designing corresponding data
acquisition and transmission modes; carrying out specific

design and implementation of the two core components, such
as improving the control table, adopting the intermediate

agent transmission model, relying on timestamps to resolve
data conflicts, implementing routing management, and

designing emergency handling procedures; finally, giving



methods and ideas for the performance evaluation of
distributed system data replication protocols from many
aspects such as strong consistency evaluation, eventual
consistency evaluation, system availability, network
bandwidth consumption, storage resource consumption,
computing resource consumption, read operation
performance, and write operation performance, which
provides a valuable reference for the related research and
practice of distributed system data replication.
Keywords: distributed, database replication,

performance



Chapter lintroduction

1.1 Research background and significance

1.1.1 Research Background

With the rapid advancement of information technology,
the amount of data has shown an explosive growth trend, and
the requirements for data processing and storage are also
increasing. Distributed systems have emerged, which can
achieve efficient processing and storage of large—scale
data by relying on the computing resources and storage
capabilities of multiple nodes, meeting the diverse needs
of modern enterprises and Internet applications.

In a distributed system, data is usually stored in
multiple nodes to enhance the availability, reliability,
and performance of the system. However, this also raises
the problem of data consistency. Due to factors such as
network latency, failures, and concurrent operations
between nodes, data may be inconsistent on different nodes.
For example, in an e—commerce system, multiple users may
operate on the inventory data of the same product at the
same time. If there is no effective data replication
protocol to ensure data consistency, it may lead to serious

problems such as overselling or inventory data errors.



Traditional centralized database systems are
relatively easy to maintain data consistency because data
is stored on a single node or a few tightly coupled nodes.
However, the architectural complexity of distributed
systems makes data replication protocols a key technology.
Different application scenarios have different
requirements for data replication. For example, financial
trading systems may focus more on strong consistency and
data integrity, while social media applications may allow
eventual consistency to a certain extent in exchange for
higher system response speed and availability.

1. 1.2 Research significance

Ensure data consistency and integrity: Data
replication protocols ensure data consistency on multiple
nodes through specific mechanisms, such as master—slave
replication, multi—master replication, or consensus—based
replication. In applications such as distributed databases
and file systems, this is crucial to maintaining data
accuracy and reliability, and can avoid business errors and
data loss risks caused by data inconsistency.

Improve system availability and reliability: When some
nodes fail, the data replication protocol can ensure that

the data on other normal nodes is still available, so that



the system can continue to provide services. For example,
in a distributed storage service in a cloud computing
environment, even if a storage node fails, through data
replication, the user's data can still be obtained from
other replica nodes, which significantly improves the
overall reliability and fault tolerance of the system.

Optimize system performance and scalability: A
reasonable replication protocol can dynamically adjust the
data replication strategy according to the system load and
node performance to achieve efficient data distribution
and access. For example, by replicating hot data to nodes
close to users, data access latency can be reduced and the
system response speed can be improved. At the same time,
as the scale of the distributed system expands, the data
replication protocol can adapt to the addition of new nodes
and the exit of old nodes, ensuring that system performance
is not affected and achieving good scalability.

Promote the widespread development of distributed
system applications: In the current digital age, many
fields such as big data analysis, the Internet of Things,
and blockchain rely on distributed system technology.
Reliable data replication protocols have laid a solid

foundation for applications in these fields, enabling them



to operate stably in complex distributed environments,
promoting the innovation of related technologies and the
expansion of application scenarios, and bringing new
opportunities and changes to social and economic
development.

1.2 Current research status at home and abroad

1.2.1 Current status of research in Ukraine

In terms of theoretical research: Ukrainian
universities and research institutions have paid a certain
degree of attention to the theoretical research of
distributed system data replication protocols, and have
carried out relevant research work in data consistency
theory and distributed algorithms, providing theoretical
support for the design and analysis of data replication
protocols. For example, some universities in Ukraine will
involve the basic theoretical teaching of data replication
protocols in courses such as distributed computing and
database systems to cultivate students' understanding and
mastery of relevant knowledge.

Application research: In the field of practical
application, some Ukrainian enterprises and scientific
research projects have begun to pay attention to the

application of distributed system data replication



protocols. For example, enterprises in the fields of
telecommunications and finance have begun to study and
apply data replication technology to improve the
reliability and availability of the system in order to cope
with possible system failures and data loss problems.

International cooperation and exchange: Ukrainian
researchers actively participate 1in international
cooperation and exchange, and cooperate with foreign
research institutions and enterprises to carry out
research projects on distributed system data replication
protocols. Through cooperation, Ukrainian researchers can
obtain the latest international research trends in a timely
manner, introduce advanced technologies and methods, and
improve their own research level.

1.2.2 Current status of foreign research

Basic theory and model research: Foreign countries
have conducted in—depth research on the basic theory of
distributed system data replication protocols, and have
begun to explore basic theories such as data consistency
models and distributed transaction processing many years
ago. For example, the sequential consistency model
proposed by Lamport provides an important theoretical

foundation for subsequent research. By defining the



sequential rules of data operations, it ensures that the
consistency of data in a distributed system conforms to a
specific logical order, providing a theoretical basis for
the design and analysis of data replication protocols.
Development and optimization of mainstream protocols:
Paxos and its variants: As a classic distributed
consistency protocol, the Paxos protocol has always been
one of the hot topics of research. Foreign researchers have
continuously optimized and improved it, such as the Raft
protocol, which simplifies the implementation complexity
of Paxos while maintaining high availability and strong
consistency. Raft uses clear mechanisms such as leader
election and log replication to enable distributed systems
to reach consensus more efficiently during data
replication. It is easy to understand and implement and is
widely used in distributed systems such as Apache Kafka.
Two—phase commit (2PC) and three—phase commit (3PC):
2PC and 3PC protocols are also widely used in distributed
transaction processing and data replication. Researchers
have conducted in—depth research on their performance,
reliability, and applicable scenarios, and proposed

various improvement plans to solve problems such as



blocking and data inconsistency that may occur in a
distributed environment.

New technology integration: With the rise of emerging
technologies such as cloud computing, big data, and the
Internet of Things, foreign research has integrated
distributed system data replication protocols with these
technologies. For example, in a «cloud computing
environment, research is conducted on how to dynamically
adjust data replication strategies based on the
characteristics of the cloud platform and user needs to
improve resource utilization and reduce costs; in an IoT
scenario, considering the heterogeneity of devices and the
instability of the network, a data replication protocol
adapted to the IoT environment is designed to ensure
reliable transmission and consistency maintenance of data
among a large number of distributed devices.

Performance evaluation and optimization: Focus on the
performance evaluation and optimization of data
replication protocols. By building various performance
models, analyze the protocol's throughput, latency,
resource consumption and other indicators in different
scenarios, and propose corresponding optimization

strategies. For example, use simulation experiments,



actual system tests and other methods to evaluate the
performance of different replication protocols in
large—scale distributed systems, providing a reference for
practical applications.

1.3. Main research contents

There are two architectural designs for mainstream
database replication systems, one is the replication
architecture within the database system, and the other is
the replication architecture based on middleware. Compared
with the replication architecture based on middleware, the
replication architecture based on the database system has
more advantages in terms of replication efficiency and can
fully exert the performance of the database system. At
present, domestic database system technology lags behind
foreign countries, and China is more inclined to conduct
research on replication architecture based on middleware.
This paper chooses to adopt the replication architecture
of the database system to achieve an efficient replication
system in the SYBASE database system. Therefore, this paper
first analyzes the various technologies required for the
database replication system in an all-round way, selects
some efficient technologies and improves them, and plans

the application architecture of the replication system and



its implementation strategy. The main research contents of
this paper are as follows:

1. Design an optimized control table for data capture
to improve data capture efficiency and reduce resource
usage during the capture process.

2. Design efficient data transmission components for
data transmission: mainly configure a dedicated
transmission process for each transmission path to improve
data transmission efficiency.

3. To ensure the consistency of data copies, design and
implement conflict data handling strategies suitable for
database replication systems.

4. Design a flexible routing management module and
reasonably configure the connection structure of the
master—slave database in the distributed system through
routing management.

5. Design an emergency handling procedure. When the
master database fails, properly arrange for a slave
database to become the master database and update the data

of the new master database.

Chapter 2 Analysis of Related Technologies



2.1 Distributed Transactions

Distributed databases can support distributed
transactions. Transactions consist of one or more SQL
statements. Database transactions usually consist of a
series of read and write operations. When the database
management system (DBMS) receives a submitted transaction,
it must ensure that all operations in the transaction are
successfully executed and their results are permanently
stored in the database. If only some operations are
successfully completed, all operations in the transaction
must be rolled back and the data must be restored to the
unoperated state. This transaction must not affect the
execution of other transactions in the database.
Transactions must meet the four characteristics of ACID,
namely atomicity, consistency, isolation, and durability.

Atomicity: Atomicity means that all operations
contained 1in a transaction are either completely
successful or completely failed and rolled back.
Therefore, if the operation of a transaction is successful,
it must be completely applied to the database; if the
operation fails and cannot have any adverse effects on the
database, it must be rolled back to restore to the state

before the operation.



Consistency: Consistency means that the database is in
a consistent state before the transaction operation, and
the database remains in a consistent state after the

transaction operation.

Isolation: Transaction isolation is aimed at
concurrent access to data resources and specifies the
degree to which transactions affect each other. When
multiple users operate on a data table at the same time,
each user's transaction operation should not be interfered
with by others' transaction operations, and each user
should be kept independent and non—interfering.

Persistence: Persistence means that when a transaction
is submitted to the database, the changes made to the data
in the database by this transaction are permanent,
regardless of any failure or unrecoverable situation that
the data encounters. In a centralized database, the control
of transactions is relatively simple, because the control
of transactions only involves one central node. When the
data is inconsistent, the transaction can be rolled back
or redone through the transaction log. However, in a
distributed database system, the situation is much more

complicated. It is necessary to ensure the integrity of



multiple copies of data on multiple data nodes at the same
time, and to meet the ACID characteristics of transactions
locally.
Inadistributed database system, ideally, data is kept
consistent in multiple child node databases through
replication. When a data node updates data, the data of
other nodes should also be updated, so that the data of
multiple nodes can be kept consistent. Then a relatively
simple solution is to define transactions in each node as
local transactions, and global transactions as distributed
transactions, including local transactions of all nodes.
Local transactions are only responsible for modifying and
updating a local database data. For example, the local
transaction of node 1 is only responsible for the ACID
characteristics of node 1, and the local transaction of
node 2 is only responsible for the ACID characteristics of
node 2. Only when all local transactions are completed can
the global transaction be committed, so that the ACID
characteristics of the global transaction can be
maintained. Then the existing solution is the two—phase
commit (2PC) technology. By introducing an intermediate

negotiator to coordinate the behavior of the participants,



the negotiator decides whether the transaction
participants perform the transaction operation.

1. The first stage (voting stage): The negotiator node
asks all transaction participant nodes whether they can
perform the commit operation (vote), and starts waiting for
the response of each participant node. The participant node
executes all transaction operations up to the time of the
inquiry, and writes the Undo information and Redo
information into the log. (Note: If successful, each
participant has actually performed the transaction
operation here) Each participant node responds to the
inquiry initiated by the coordinator node. If the
transaction operation of the participant node is actually
executed successfully, it returns an "agree" message; if
the transaction operation of the participant node is
actually executed unsuccessfully, it returns an "abort"
message.

2. The second stage (submission execution stage):

When the corresponding messages received by the
coordinator node from all participant nodes are "agree":
The coordinator node sends a "formal commit" request to all
participant nodes. The participant nodes formally complete

the operation and release the resources occupied during the



entire transaction. The participant nodes send a
"completion" message to the coordinator node. When the
coordinator receives the completion information from all
participants, the transaction 1is completed. If the
response message returned by any participant node in the
first phase is "abort", or the coordinator node cannot
obtain the response message of all participant nodes before
the query timeout of the first phase: The coordinator node
sends a "rollback operation" request to all participant
nodes. The participant node uses the previously written
Undo information to perform a rollback and release the
resources occupied during the entire transaction. The
participant node sends a "rollback completion" message to
the coordinator node. After the coordinator node receives
the "rollback completion" message fed back by all
participant nodes, it cancels the transaction. At this
time, regardless of the result, this phase will end. 2PC
is a distributed transaction that tries to ensure strong
consistency, so it is synchronously blocked, which leads
to long—term resource locking problems. In general, it is
inefficient and has single point failure problems. In
extreme cases, there is a risk of data inconsistency. For

this reason, the academic community introduced the 3PC



protocol, which is a non-blocking commit protocol. The
non-blocking protocol mentioned here is only a relative
model and cannot completely achieve non—blocking, but it
can reduce blocking in a certain way.

2.2 Data Replication Technology

2.2.1 Data Replication Overview

Data replication refers to the process of replicating data
across multiple different databases in a distributed
environment. In this process, data from a node is copied
from the node to another different node. This process is
an important part of distributed computing solutions.
Database replication technology needs to meet the
following characteristics:

1. Accurate data replication: If there are errors in the
data replication process, the replication process is
unreliable, and the accuracy of the data in the replication
process must be guaranteed.

2. Online data query: The replication system should provide
the function of querying at any time to verify the
correctness and real-time nature of data replication.

3. Independent data replication: Database replication
software cannot be installed in the main database and

cannot affect the main database, otherwise it may have



unpredictable impact on the entire system.

2.2.2 Classification of replication technologies

1. According to the update transmission time, it is divided
into synchronous replication and asynchronous replication .
(1) Synchronous replication: Synchronous replication is
also called real—-time replication. Synchronous
replication is used to ensure data consistency. During the
replication process, data copies are synchronized at any
time. If a node fails to replicate at a certain time, the
entire transaction will fail. Synchronous replication
requires frequent communication between nodes, consumes a
lot of resources, has low replication efficiency, and has
a high probability of deadlock. The principle diagram of

synchronous replication is shown in Figure 2.1 below.
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(2) Asynchronous replication: Asynchronous replication is
also called lazy replication, which means that the source
database can be updated at any time. The transaction does
not need to ask the remote database node whether it can be
submitted. Instead, it is saved locally first and will be
replicated to other nodes at the appropriate time. At a
specific time point, the data of each database may be
inconsistent. When the system crashes, if a node cannot
complete the replication work, asynchronous replication is
still feasible, but the replication work will be carried
out after the system returns to normal. The main
disadvantage of this method is that it cannot guarantee
data consistency at any time, but the data will remain
consistent after all nodes have completed the update. If
the transaction fails to replicate on a node, the
transaction of that node will be rolled back and will not
affect other replication nodes. Asynchronous replication
has low requirements for network and device hardware,
reducing communication volume. The schematic diagram of

asynchronous replication is shown in Figure 2.2 below.
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Synchronous replication focuses on consistency, while
asynchronous replication focuses on practicality. However,
asynchronous replication may lead to non—serial operations.
For example, the local database updates data and retains
it locally, but has not yet been transmitted to the remote
database. However, the remote database modifies the data,
which causes a conflict. Both the local data and the remote
database data have been modified, resulting in a conflict.
Therefore, current commercial databases generally use
reconciliation mechanisms, such as using timestamps to add
timestamps to each update. Each time an update operation
is performed, the timestamps are compared. When an update
conflict occurs, the valid update is determined based on

the timestamp. As a result, most of the current mainstream



commercial databases use asynchronous replication to
implement database replication.

Based on where the updates are performed, it can be
divided into master—slave replication and peer—to—peer
replication.

(1) Master—slave replication mode:

In the master—slave replication mode, there is only one
master database, and the rest are slave databases. The
master database receives update requests from each slave
database, and then sends the data update to each slave
database. In this mode, only the master database can
receive update requests, and the slave database can only
receive data from the master database. The performance of
the entire system is limited by the master database.

(2) Peer—to—peer replication mode:

In the peer—to—peer replication mode, there is no
master database or slave database. Each node can replicate
data to other nodes, and each node has equal status. In this
mode, since there is no distinction between primary and
secondary nodes, different nodes may modify the same copy,

which will cause conflicts and need to be handled.



According to the content and method of replication, it
is divided 1into ‘transaction replication, snapshot
replication and merge replication.

(1) Transaction replication: The transactions
generated during the source database replication process
are copied to the target database. This type of replication
replicates the data operation statements (INSERT, DELETE,
UPDATE, etc.) of the source database. Transaction
replication needs to ensure that the source data and the
target database table structure are the same, and that the
primary key exists and can execute SQL commands. After the
transaction is copied to the target database, the target
database needs to execute the received transaction in the
local database to implement the same transaction operation
as the source database. The process of transaction
replication is to transfer the transaction and transfer the
changed transaction to the target data. The network
requirements are low and the performance requirements are
not high because it does not need to copy data, thus saving

a lot of resources.

(2) Snapshot replication: Snapshot replication refers

to taking a photo of the data in the source database at a



specific point in time, and then generating a static file
that records all the data in the source database at the
current moment. This static file is copied completely
according to the state of the data at the time of
presentation. Snapshot replication does not require
continuous "photographing" of the data in the source
database, but rather takes photos at intervals and then
completely copies the data in the source database to the
target database. Therefore, the amount of data transmitted
by snapshot replication is very large, and the network
requirements are extremely high. Not only does it require
bandwidth transmission speed, but the accuracy of the
transmitted data must also be guaranteed.

(3) Merge replication: Merge replication is based on
the "publish-subscribe" model, which has the following
components:

Publishing Server: A publishing server is a server that
can store all the data of a site, specify the specific data
to be replicated and monitor the changes of the data during
the data replication process. The publishing server is the
server of the original owner of the data.

Distribution server: The distribution server is used

to distribute data, record the distribution history of the



data after distributing the data, and record all
synchronization records.

Subscriber: A subscriber is a server that receives data.
It manages data updates and can decide whether to return
data to the publisher or publish it to other subscribers
based on data type and data options. A subscriber is a
server that receives subscription data. Therefore, the
subscriber is where the actual data is updated. The
subscriber can choose whether to receive data. If it
refuses, it returns it to the publisher. If it chooses to
receive, it sends the data to other subscribers.

Release: A release is a collection of one or more items

within a database.

Project: A project is the basic unit of replication,
which can refer to a data table, a data object, certain rows,
or a stored procedure.

Subscription: Subscription is a request for a
replicated data copy or data object, including the specific
publications to be received, the specific items to be
received, and the specific method of receiving. In summary,
merge replication is a subscription in the subscription

server by the user, and then the subscription will monitor



the data changes in the database, merge the data changes
and send them to the subscribers. If a user modification
conflict is found in the data merge, merge replication will
determine the user's permissions, and the user with
permissions will successfully modify the data.

2.3 Sybase Replication Technology

This article implements a replication system based on
the Sybase commercial database, so it focuses on the
replication technology used by Sybase. Sybase is a
relational database system that implements cross—network
data replication based on a "publish-subscribe" model.
Users "publish" the data available in the database, and
then other users "subscribe" to the data and pass it to a
replication database. Its replication modes are:

1. Basic master replication mode: The master
replication mode sets up a master database, which sends
updates to multiple slave databases.

2. Distributed primary segment: The replication server
at each site distributes changes to local data to other
sites and applies changes received from other sites to the
locally replicated data.

3. Cooperative mode: This mode has multiple

distributed master segments and a collective merge



replication table. The table on each master site contains
only the data that is primary data for that site. No data
is replicated to these sites. The cooperative table
"collects" the data from each master site together.

4. Agency cooperation model: This model is similar to
the cooperation model.

The master tables distributed on various remote nodes
are concentrated into a table on the master site. At the
site where these tables are merged, a replication agent is
set up to process the merged table as master data. The
merged data is then sent to the subscriber through the
replication server.

Sybase supports replication between different
databases through various interfaces, and can use any data
storage system with basic data operation functions as a
data server. Users use Sybase's replication agent to
retrieve data from the data server and then replicate it
to the target database.

2.4 Middleware—based replication architecture

The replication architecture based on middleware is
different from the replication architecture of database
system (i.e. the replication component built into the

database system (or a thread that implements replication)).



The replication architecture based on middleware sets up
middleware between databases. Users operate the middleware,
and the middleware obtains the data of the master database
and sends it to the slave database to achieve replication.
However, since the middleware needs to maintain
communication with the database, there will always be
transmission loss, so the replication performance is not
as good as the database system replication. Next, we will
introduce a middleware product — SymmetricDS.
SymmetricDS is a platform—independent data
synchronization and replication solution. SymmetricDS is
written in Java and requires JRE or JDK6. 0 and above. Any
database with Trigger technology and JDBC driver can use
SymmetricDS. The database is abstracted through Database
Dialect to support different database features.
SymmetricDS synchronizes through the trigger mode, records
database changes in a system table, then establishes a
buffer on the client, and regularly pushes changes to the
receiving end. The receiving end and the sending end
establish a channel, and regularly pull new data changes
and play them back in the target database. This process will

have certain delays and performance impacts, but as long



as the database supports triggers, SymmetricDS can be used
for database synchronization.

A SymmetricDS engine is called a Node. The database
connection information is configured by the database
connection string, database username, and database
password provided in the properties configuration file.
SymmetricDS can synchronize any database table that the
database connection can access, as long as the database
user 1s assigned the appropriate database permissions.
Database triggers enable SymmetricDS to capture data
changes. SymmetricDS automatically installs triggers
based on the user's configuration. Database triggers
record data changes in the DATA table (DATA table is a
system table in SymmetricDS). The database is designed to
be non—intrusive and as lightweight as possible. After the
SymmetricDS triggers are installed, all data changes
generated by DML statesment executed by external
applications will be captured. Note that the user's
application does not need to add additional libraries or
make any changes; SymmetricDS does not need to be online
to capture data. Data is sent to remote nodes via HTTP or
HTTPS. Data can be sent in one of two ways, depending on

the type of transmission link between the configured node



groups. A node group can be configured to push changes to
other nodes in a node group, or it can be configured to pull
data from other nodes in a node group.

Figure 2. 3 below shows the three nodes of the database.
One node will represent a master database, and the other

two nodes will represent two separate slave databases.
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2.5 Common methods of data replication

Given the different ways of capturing changes in data
replication, data replication methods generally cover the
following five categories: snapshot—based capture,
trigger—based capture, log—based capture, timestamp—based
capture, and API-based capture.

2.6 Data Conflicts and Solutions



In the process of asynchronous replication, each
database accepts the modifications made to the data by
other databases while also accepting the modifications
made to the database by local transactions. In this process,
the local database modifies the data, the system records
the local transaction, and sends the local transaction to
the remote target database for execution. However, due to
the possible existence of a time window, it is very likely
that the target database has modified the data after the
local transaction is committed and before the remote target
server is committed, which leads to data conflicts. In
addition, due to the use of timed incremental replication
technology and the lack of concurrency control mechanism,
operations such as adding, deleting, modifying, and
querying may cause conflicts in database systems with large
concurrency. Therefore, conflict resolution methods need
to be added in actual application development.

2.6.1 Data Addition Conflict

For conflicts caused by data addition operations, you
can use table grouping. Table grouping means granting table
addition permissions to a certain person or important
decision maker in the table. For example, in a school or

class, designate an adder for the entire school, and the



adder divides each class into set tables. As long as the
intersection between different table sets is an empty set,
there will be no data addition conflict.

2.6.2 Data Update Conflict

Update conflict refers to the situation when multiple
copies of the same data are modified into different data
by different people, resulting in inconsistent data. The
principle of incremental database replication is to record
the value before and after the modification when modifying
the database data, find the database record of the value
before the modification during the replication process,
and then replace it with the modified value.

Resolve the corresponding conflicts :

1. Resolve conflicts through reasonable design
procedures

In the process of designing an application, reasonable
planning can be used to avoid conflicts. Different
priorities can be set for different areas or different
operation objects, and the ones with higher prioritieswill
be operated first, thus resolving conflicts.

2. Resolve conflicts by grouping by field

When a record may have more than one updater, you can

further group the fields, group the fields according to the



requirements, and specify a unique updater for each field
group. In this case, the principle of database replication
is: before updating a field, first record the key attribute
value in the record and the values of each field in the field
group where the updated field is located, and then record
the key attribute value and the new value of each field in
the field group. When performing the replication operation,
search and update based on the key attribute value and the
original value of each field in the field group.

2.6.3 Data Deletion Conflict

Weak consistency can also cause deletion conflicts in
database data. Data deletion conflicts refer to conflicts
caused by the deletion of data from one of the multiple
copies of a record when the value of the data is modified
by another copy or copies. Since the deleted copy data has
been deleted, the data cannot be copied under the premise
of incremental replication. However, the deletion conflict
problem can be solved by adding a deletable marker. By
adding a marker to indicate that the data can be deleted,
if someone encounters this data in the future and finds that
it is a deletable marker, the data modification operation

will not be performed. Therefore, data with a deletable



marker will not cause data deletion conflicts. This method

of adding a marker can solve the problem.

Chapter 3 Requirements Analysis and Overall

Planning of Distributed Database Replication System

3.1 Demand Analysis

3.1.1 Data consistency requirements

(1) Strong consistency requirements: In some key
business scenarios, such as transfer operations in
financial transaction systems and order status updates in
order processing systems, the distributed database

replication system must ensure that the data of all



replicas remains completely consistent at all times. This
means that no matter which replica node the user reads data
from or performs a write operation, the result obtained
should be the same as the result of the operation on other
nodes. For example, in the bank transfer process, if the
balance of an account on a certain node is updated, then
the balance of the account on all other replica nodes should
also be updated immediately and remain consistent to avoid
miscalculations of funds or transaction disputes caused by
inconsistent data.

(2) FEventual consistency requirements: For some
business scenarios that do not have particularly strict
requirements for real-time consistency, such as user
dynamic updates on social media platforms and article view
counts in news and information applications, it is possible
to allow inconsistent replica data for a certain period of
time, but consistency must be achieved in the end. For
example, in social media, after a user posts a new dynamic,
users in different regions may see the update of this
dynamic in their local copies at different times, but as
the system's automatic synchronization mechanism
operates, the dynamic data in all copies will eventually

remain consistent. This eventual consistency requirement



can enhance the performance and availability of the system
to a certain extent, because there is no need to perform
strong consistency synchronization operations every time
the data is updated, which reduces the system's overhead
and response time.

3.1.2 Availability Requirements

(1) High availability requirements: Distributed
database replication systems need to be able to continue
to provide data read and write services stably in the face
of various types of failures (including node failures,
network failures, storage failures, etc.). For example,
when a node shuts down due to hardware failure, the system
needs to be able to automatically transfer the workload of
the node to other normal nodes to ensure that the user's
business operations are not disturbed. During the
e—commerce promotion period, a large number of users access
the product database at the same time. If some nodes fail,
the system needs to be adjusted quickly to ensure that users
can browse product information, place orders, and perform
other operations smoothly, avoiding economic losses caused
by system unavailability.

(2) Fault recovery requirements: Once a system fails,

whether it is a single node failure or a local network



failure, the system needs to be able to recover quickly.
After the fault is eliminated, the failed node needs to be
able to automatically rejoin the system and synchronize
data with other nodes to restore to normal working status.
For example, in a distributed database cluster, if a node
is temporarily offline due to network fluctuations, when
the network is restored, the node needs to be able to
automatically obtain data updates that occurred during the
offline period from other nodes and become a normal member
of the cluster again to ensure the integrity and
availability of the entire system.

3. 1.3 Performance Requirements

(1) Read and write performance requirements: The
system needs to meet the performance requirements of
concurrent read and write operations of large—scale users.
For read operations, data should be obtained from local or
nearby replica nodes as quickly as possible to reduce the
delay in data transmission. For example, in a scenario
where a content distribution network (CDN) is combined with
a distributed database, when a user accesses web content,
he or she should be able to quickly read data from a database
replica node that is close to their own geographic location

to increase the page loading speed. For write operations,



the delay of write operations should be minimized while
ensuring data consistency, thereby increasing the system's
throughput. In the order processing system of a large
e—commerce platform, there may be a large number of order
write operations every second. The system needs to process
these write operations efficiently to prevent delays in
order processing due to write operation delays, thereby
affecting the user's shopping experience.

(2) Data synchronization performance requirements:
During the data replication process, data synchronization
between replica nodes should be carried out efficiently to
minimize the impact on the overall system performance. Data
synchronization should be able to automatically adjust the
synchronization strategy and bandwidth usage based on
factors such as network conditions and node load to achieve
the best performance balance. For example, in an
enterprise's internal distributed database system, there
may be differences in network bandwidth between nodes in
different departments. The system should be able to
prioritize the synchronization speed of key business data
between high—-bandwidth 1link nodes based on actual
circumstances, while reasonably arranging the

synchronization tasks of low—bandwidth 1link nodes to



ensure that the data consistency and performance of the
entire system are not overly affected.

3.1.4 Scalability Requirements

(1) Node expansion requirements: As the business
develops and the amount of data increases, the system
should be able to easily add new nodes to the distributed
database cluster. After the new node is added, it should
be able to automatically synchronize data with the existing
nodes and share the system's read and write load. For
example, in a rapidly developing Internet social platform,
as the number of users continues to increase, the original
database nodes may not be able to meet the growing storage
and performance requirements. At this time, the system's
capacity and processing power can be expanded by adding new
database nodes. The new nodes can be quickly integrated
into the system and start working without the need for
large—scale downtime adjustments to the entire system.

(2) Data volume expansion requirements: Distributed
database replication systems should be able to adapt to the
ever—increasing amount of data. Both structured data (such
as table data in relational databases) and unstructured
data (such as documents, pictures, videos, etc.) should be

efficiently stored and managed in the system. For example,



in a big data analysis platform, a massive amount of new
data is generated every day, including user behavior data,
sensor data, etc. The system needs to be able to dynamically
expand storage capacity and data processing capabilities
to cope with the explosive growth of data volume while
ensuring data reliability and consistency.

3.2 Overall planning

3.2.1 Architecture Design

(1) Master—slave replication architecture: When the
master—slave replication architecture is adopted, there is
a master node (Master) and multiple slave nodes (Slave) in
the system. The master node is responsible for processing
all write operations and synchronizing data changes to the
slave nodes in the form of logs or transactions. The slave
nodes are mainly responsible for processing read
operations, thereby achieving read-write separation and
improving system performance. For example, in an online
game database system, the master node receives players'
game data update operations, such as character level
upgrades and equipment acquisitions, and then synchronizes
these updates to the slave nodes. The slave nodes are
responsible for processing read operations such as other

players' queries for the character information, which can



reduce the load on the master node and improve the overall
read and write efficiency of the system. The advantages of
this architecture are that it is relatively simple to
implement and data consistency is easy to control; the
disadvantages are that the master node may become a
performance bottleneck and there is a risk of single point
failure.

(2) Peer—to—peer replication architecture: In a
peer—to—peer replication architecture, each node has equal
status and can initiate read and write operations. Nodes
coordinate data replication and consistency maintenance
through consistency algorithms (such as Paxos, Raft, etc.)
or message passing mechanisms. For example, 1in a
distributed file storage system, each node can store file
data and communicate with other nodes to synchronize data
updates. When a file on a node is modified, it broadcasts
the modification information to other nodes, and other
nodes perform corresponding update operations after
receiving the message. The advantages of this architecture
are that there is no single point of failure, high system
reliability, and good scalability; the disadvantages are
that data consistency maintenance is complex and difficult

to implement.



(3) Hybrid architecture: A hybrid architecture is
designed by combining the characteristics of master—slave
replication and peer—to—peer replication. For example,
under normal circumstances, the system uses a peer—to—peer
replication architecture to improve performance and
scalability. When data conflicts or system failures occur,
it switches to master—slave replication mode and uses the
authority of the master node to quickly restore data
consistency. In a distributed database system of a large
enterprise, the database nodes of various departments can
work in a peer—to—peer manner and share data read and write
loads. However, when a department performs large—scale
data updates or the system detects data inconsistencies,
the system automatically designates a master node to
coordinate data synchronization and repair to ensure data
accuracy and consistency.

3.2.2 Data replication strategy settings

(1) Full replication strategy: When the system is
initialized or a new node is added, a full replication
strategy is adopted. That is, the new node copies all data
from the source node or other replica nodes. For example,
in a newly built distributed database cluster, the newly

added node needs to obtain the initial data of the entire



database. At this time, full replication can be used. The
advantage of this strategy is that it can obtain a complete
copy of the data at one time to ensure the integrity of the
data; the disadvantage is that when the amount of data is
large, the replication process may consume a lot of network
bandwidth and time, which has a great impact on system
performance.

(2) Incremental replication strategy: During the
operation of the system, an incremental replication
strategy is adopted for daily data updates. That is, only
the data that has changed since the last replication is
replicated. For example, in an e—commerce database, each
time the product information is updated (such as price
adjustment, inventory change, etc.), only the changed data
is synchronized to other replica nodes instead of
re—copying the entire product database. This strategy can
greatly reduce the network overhead and time of data
replication and improve the performance and efficiency of
the system. However, it is necessary to accurately record
the changes in data and establish an effective incremental
data transmission mechanism.

(3) Log—based replication strategy: Data replication

is achieved by recording logs of database operations (such



as binary logs, redo logs, etc.). The master node sends the
operation log to the slave node or other replica nodes, and
the slave node updates its own data copy based on the
operation instructions in the log. For example, in the
master—slave replication of the MySQL database, the master
database sends the binary log to the slave database, and
the slave database parses the SQL statements in the log and
executes them, thereby achieving data synchronization. The
advantage of this strategy is that the data replication is
highly accurate and can ensure data consistency; the
disadvantage is that the management and parsing of the log
requires certain computing resources, and if a failure
occurs during the log transmission process, it may cause
data synchronization delays or failures.

3. 2.3 Consensus Algorithm Design

(1) Application of Paxos algorithm: Paxos algorithm
can be applied in scenarios with extremely high consistency
requirements. For example, in a distributed financial
trading system, in order to ensure the consistency of each
transaction on all replica nodes, the Paxos algorithm is
used to coordinate decisions between nodes. When there is
a transaction request, each node determines whether the

transaction is accepted and how to update the data replica



through multiple rounds of message transmission and
negotiation of the Paxos algorithm, thereby ensuring
strong consistency of transaction data in the presence of
node failures and network delays.

(2) Application of Raft algorithm: For general
distributed database systems, especially scenarios that
focus on system availability and performance balance, the
Raft algorithm can be used. In a distributed storage
system, nodes elect a leader through the Raft algorithm.
The leader is responsible for receiving read and write
requests from clients and copying data update logs to other
nodes. Other nodes act as followers and update data copies
according to the leader's instructions. When the leader
fails, the system quickly selects a new leader through an
election mechanism to ensure the continuous operation of
the system. For example, in a distributed file system, the
Raft algorithm can effectively manage the replication and
consistency maintenance of file data, and can quickly
restore system functions when a node fails, thereby
improving the overall reliability and availability of the
system.

3.2.4 Fault handling mechanism design



(1) Node failure handling: When a node failure is
detected, the system should immediately start the fault
handling mechanism. For the master—slave replication
architecture, if the master node fails, a new master node
needs to be elected from the slave nodes. During the
election process, the consistency and integrity of the data
must be ensured to avoid the expansion of system failures
due to data confusion during the election process. For
example, in a database system based on master—slave
replication, after the master node goes down, the slave
nodes select a slave node with the latest data and better
performance as the new master node through heartbeat
detection and election algorithm, and notify other slave
nodes to update the master node information. Then the new
master node begins to receive write operations and
synchronize data to the slave nodes. For the peer—to—peer
replication architecture, when a node fails, the other
nodes will automatically adjust the data replication
strategy to bypass the failed node for data
synchronization. After the failed node recovers, it will
be included in the data synchronization scope again.

(2) Network failure handling: When a network failure occurs

(such as partition, packet loss, delay, etc.), the system



should be able to adjust the data replication strategy
according to the network conditions. If communication
between nodes is interrupted due to partial network
partition, the system can adopt a local priority strategy
within the partition to ensure the availability and
consistency of data within the partition, while trying to
repair the network connection and synchronize data after
the network is restored. For example, in a distributed
database system that spans multiple data centers, if the
network connection between two data centers fails, the
nodes within each data center can continue to read and write
data and maintain data consistency locally. When the
network is restored, cross—data center data
synchronization is performed to ensure data consistency
across the entire system. In the case of severe network
packet loss or delay, a cache and retransmission mechanism
can be used to ensure the integrity and accuracy of data

replication.



Chapter 4 Design and Implementation of Replication

System

As the core element of the replication system, the
replication server has two key components: the change data
capture component and the data transmission component. The
change data capture component is mainly used to obtain the
data or operations that need to be processed in the
database, while the data transmission component is used to
transmit the changed data to the target database. In this
section, the design of these two components and the
implementation of the replication system based on the
SYBASE database will be described in detail.

4.1 Overall Design Ideas
Research is conducted on the data replication system based
on data changes, with the focus on properly handling the

issues related to data replication in distributed systems



under the master—slave replication model. For example,
suppose that in a large enterprise, there are multiple
sub—data centers within the enterprise, the main site is
set up at the headquarters, and there are three sub—data
centers, namely A, B, and C. There is a type of data that
is updated and modified by the company headquarters based
on relevant data, so the three sub—sites need to obtain the
same data copy from the head office. At this time, there
is such a situation that if a sub—site fails and cannot
receive data transmission, how should the data be restored
if the node can be repaired in the future? In the design,
snapshots of the master database at different times are
recorded according to the timestamp. When recovering from
the database, the snapshot is found according to the
timestamp corresponding to the time of the failure for
recovery. In this way, the design of the timestamp is
particularly important. The timestamp is a unique value
generated by the system based on the system time. Its size
depends on the order of the system time. Every time the data
is updated, the timestamp is added to the transaction
table. The transaction table will be introduced below. By
using timestamps, we can use timestamps to determine

whether data has changed and whether data needs to be



replicated. In another case, if the master site fails, a
subsite needs to be able to become the master site to
provide services for other subsites in the entire
replication system, and it needs to be able to flexibly add
or delete subsite nodes to achieve reasonable deployment,
so a complete routing design is crucial. How to capture data
when it changes and how to transmit it between the master
database and the slave database are the core contents of
the design. The following will introduce the design of the
data change capture component and the data transmission
component in detail.
4.2 Design of Data Change Capture Component

The data change component captures the operations
performed in the transaction table and the data objects of
the operations, and stores the corresponding transaction
information in the control table. The data change capture
component contains two subcomponents, one is the capture
operation component, which can capture specific operation
types, namely insert, update, and delete operations, and
the other is the data storage component, which is used to
store the data corresponding to the operation and

transaction information in the control table.



4.2.1 Control Table Design
The data capture method based on the control table method
is the most effective. In view of the disadvantages of the
global control table, which has large resource consumption
and low performance, a new improved method is designed,
that is, to create a dedicated control table for each
replicated table. This method has better performance. The
information that needs to be recorded in the control table
is as follows:

1. The operation information in the control table needs
to be reproduced when it is transmitted to the target
database, so the control table must at least cover the type
of operation and the specific data of the operation.

2. If the target database fails during the replication
process, the data cannot be copied to the target data table,
so the operation needs to be rolled back locally to restore
the data to the previous state, so the control table also
needs to record the data before the operation. When the
operation is inserting, the data table does not need to
record the previous state, and the previous state is empty,
so there is no need to save the previous data. But when the

operation is deleting and updating, the information in the



data table changes, so the previous data content needs to
be recorded.

3. Based on the above requirements, the content of the
control table should be as concise as possible, and the data
successfully copied to the target data table should be
deleted from the control table. Based on these
requirements, this article adopts the following
improvement method, which subdivides the control table
into transaction table and archive table. The transaction
table is used to store the transaction information to be
executed on the target database and the primary key
information involved. The archive table is used to store
the data before the update and delete operations. Configure
a transaction table and archive table for each replication
table. Since the control table is divided into two tables,
an additional table needs to be designed to record the
mapping relationship between the two tables. The
transaction table, archive table and mapping table will be
designed separately below.

(1) Transaction table design

The purpose of the transaction table is to ensure that
the transaction information on the table can be executed

with the same transaction operation in the target database,



so the transaction table needs to record: the primary key
of the changed data, specific transaction information, and
whether the primary key 1is updated. Transaction
information covers specific transaction numbers, sequence
numbers, operation types, and timestamps. The transaction
number is the unique identifier of the transaction,
represented by a field, but when an operation in a
transaction involves many records, it is impossible to
locate the specific record, and an additional sequence
number is required to identify each specific record. The
transaction number and sequence number can uniquely
determine the specific data information. Operation types
include insert, update, and delete. Timestamps are used as
a comparison mark to resolve data conflicts when data
conflicts occur. They will be described in detail below.
Whether the primary key is updated will affect the results
of replication in a distributed environment, and whether
the primary key is updated also needs to be recorded. The

structure of the transaction table is shown in Table 4. 1.
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4.2.2 Capture operation module design

The capture operation module must ensure that it can
capture immediately when the source data table is updated.
Generally speaking, general middleware often adopts the
form of triggers, but this method is very inefficient. The
most effective way is to rely on the support of applicable
algorithms inside the database to capture. There is no need
to set up additional triggers. By designing a marker inside
the data structure, the marker is processed when the
database carries out the query plan. This is the processing

method adopted by this system. This module designs a key



data structure - the information body structure. The
information body structure contains the table name in the
data table, the table session information, the actual data
address and the copy flag. The copy flag is the most
critical part. If the copy flagis 1, it means that the table
participates in the copy, so it will be captured by the
capture operation module. The information body structure

is shown in Figure 4.1 below.

struct table info {

char* table name;
char* owner;
void* data;
linl : Ll
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4.2.3 Data Storage Module
After the capture operation module captures the specific
operation, it needs to perform different processing
according to different operation types and then store them.
1. Insert module
The implementation of the insert module is relatively

simple. When the captured operation is insert, the captured



primary key information, operation type, transaction
number, sequence number and other information are stored
in the transaction table. Insertion has nothing to do with
the source data, so the changed data is the inserted new
data, and there is no need to record any information in the
archive table.
2. Update module

The update module involves whether the primary key is
involved in the update. If the primary key is involved in
the update, it means that the table structure is different,
so transaction replication cannot be performed. Under
normal circumstances, the old data needs to be deleted and
the new data needs to be inserted. If the primary key is
not 1involved in the wupdate, then the transaction
replication is performed directly to update the data of the
target database. However, this traditional method
increases the complexity of the system . This system also
considers whether the primary key is involved in the
update, but there is no need to delete the old data and
insert the new data. In view of the design of the archive
table, the data and transaction information are stored in
the archive table before the update. The update statement

is executed in the copy table in the local database, and



the updated primary key information, operation type
(update) and transaction information are saved together in
the transaction table. If the primary key is updated, the
transaction information of the transaction table and the
archive table is the same. The new primary key information
is located in the transaction department, and the archive
table stores the old primary key information. The
transaction table and the archive table are combined, and
the old primary key information is obtained from the
archive table. The specific data information can be found
on the target data table without inserting and deleting
operations. This simplifies the operation and makes the
system processing more concise. The data storage process

is shown in Figure 4. 2.
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4.3 Data transmission component design

After obtaining the changed data, the changed data
needs to be transferred to the target database, so a data
transmission component needs to be designed. The data
transmission component needs to clarify which target
databases the changed data needs to be sent to when data
changes occur in the local database. The specific
transmission is completed by the replication server, and
a rule needs to be formulated for the transmission of the
data path. The data transmission path needs to record the

information of the source database, the target database,



and the replication table. The database information must
include the specific database name and host IP. The source
database information is sent to the target database through
the data transmission path.

The designed data transmission rules are shown in Table

4. 3.
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4.3.2 Replication Server Design
The replication server is the core of this system, which
includes a series of replication service processes.
Through the replication server, the source database and the
target database can be connected, and the data update can
be copied to the data table of the target database according
to the content on the replication table. This system has

selected a transmission solution based on an intermediate



agent, and the replication server needs to fully support
this solution. The replication server can be deployed on
any server when the network condition is good, and it needs
to have no dependency on any database. Therefore, it is
necessary to configure relevant parameters for each
replication server. When the data replication thread is
started, the configuration parameters are read to make a
specific connection. The parameters include: the number of
the replication service process, which is unique and can
be used to find the corresponding server. The propagation
cycle, which specifies the working cycle of the data
replication process, and the replication service process
will run at fixed intervals according to the time of the
propagation cycle. Through the replication server
configuration parameters, the corresponding server can be
found uniquely, and then the corresponding transaction
table and replication table under the server can be found.
The replication server will regularly access the
replication table and replication table under the server,
and will connect to the target database if a new transaction
is generated. The interval of regular access is determined

by the parameters. The entire process of the replication



server is shown in Figure 4. 3.
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4.3.3 Data transmission process design

This process is the core functional module of the
entire replication system. Based on this data replication
process, data synchronization from the master database to
the slave database can be achieved. First, the slave
database sends a subscription application to the
replication server of the master database through the
replication server. If the master database fails to detect
the application, the connection will not be initiated and

the data replication will be canceled. If the master



database detects the application successfully, it passes
the validity test. Since transaction replication is used,
transaction information is stored in each replication
table. The system will then determine whether the current
replication table in the slave database belongs to a newly
added data table, that is, the current replication data
does not exist in the slave database, then the data
replication process in the slave database systemwill clear
the replication table, and the backup database will apply
for the transmission of complete data through the
replication server. If it is detected that the replication
table already exists, the replication operation will
continue. So if the table structure changes, how to perform
the replication operation. At this time, the modification
flag field value in the replication table will be used to
determine whether the table structure has changed. If it
has changed, the data structure of the record table in the
child database will be allowed to change. The flag field
value will be used to determine whether to accept the change
in the table structure. If the field value is true, it means
that the data table structure is allowed to change, and the
replication continues. Because the design table structure

changes, the table data of the local database must be



deleted. The local replication server initiates a
subscription application, and the master database sends
the complete table information to the replication table and
then generates a new table locally through the data
replication process at the end of the replication. The data
replication process will obtain the maximum timestamp
information of the current data from the replication table
and write it to the local information table for the local
timestamp value of the next replication data. If the field
value is false, it means that the data table structure is
not allowed to change, and the data replication operation

will terminate. The flow chart is shown in Figure 4. 4 below:
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4. 3.4 Record sheet design

In the process of data transmission, how to record the
local timestamp and how to recover the data when the machine
fails requires the use of the global record table of the
local database. The information in the global record table

is extremely important. It exists on any database server



in the entire system and records important information of
the server. It 1is an important basis for network
communication and the record table needs to meet the
following three conditions.

1. It is necessary to ensure that the operation can be
implemented on the local database based on the operation
information or transaction information in the record
table. The record table needs to contain the operation
information or transaction information, as well as the
changed data.

2. If a sub—database fails, the control table on the
sub—replication system records the last timestamp and
operation information before the failure, waiting for the
recovery of the sub—database. If the operation 1is
modification and deletion, the data before the change needs
to be recorded. If it is insertion, there is no need to save
the previous information.

3. Based on the above requirements, the design of the record
table should control the information as little as possible.
The record table is a table used to record local data. After
the replication table is transferred, it needs to be joined
with the replication table, which takes a long time.

Therefore, the size of the control table determines the



duration of the operation. The design of the record table

is shown in Table 4.4 below:
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4.4 Replication of emergency procedure design

When the master server encounters a devastating
problem, a sub—server must be selected as the master server
in the current system according to actual needs, and other
sub—servers must switch from the damaged master server to
the new master server to obtain data to ensure the normal
operation of the entire replication system. So, how to
ensure that the data of the current master server is the
latest? This requires sending a request to the latest copy
in the current system to obtain data so that the current

master server has the latest data. Next, a program will be



set up to enable the master server to obtain the most recent
data copy and set the current timestamp of the master server
to the timestamp of the latest data. When a sub—server is
determined to be the master server, it will send
information to each sub—node in turn through routing based
on the timestamp information in the local record table, and
compare the timestamp value of the last replication of each
sub—node. If the sub—node with the largest timestamp and
its corresponding sub—server are determined, and this
timestamp value is greater than the timestamp value of the
master node, it means that the data of the current sub—node
is newer than the master server, then it is necessary to
immediately synchronize and update the data table of the
master server. After completing the data replication work,
the timestamp in the local record table is updated. The

example is shown in Figure 4.5 below.
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4.5 Routing Management

In actual applications, enterprises usually have more
than one slave database, and there may be multiple slave
databases. Moreover, the data flow does not all originate
from the master database. Perhaps the data of a slave
database comes from another slave database. When the master
database fails, a slave database needs to quickly take on
the role of the master database to ensure the normal
operation of the entire distributed database system.
Therefore, it 1is necessary to plan reasonable routing
management. Routing is a one—way message flow from the
source replication server to the target replication

server. You can create a route for each replication server.



When creating a route, the source replication server will
do the following:

1. Create an outbound queue to hold messages for the
target node.

2. Starts a thread that logs in to the target
replication server and transfers transactions from the
outbound queue to the target replication server.

3. Before creating routes, you need to distinguish
which routes are direct routes and which routes are
indirect routes. Indirect routes pass messages to the
target replication server through one or more intermediate
replication servers. Whether to use direct routes or
indirect routes will have a significant impact on system

performance.

4.5.1 Direct Routing

Routes without intermediate nodes are called direct
routes. Systems with direct routes build network
connections between source and target replication servers.
For example, in the following figure, a five—node
enterprise is presented as a star configuration with one
master node and four replication nodes. Each replication

node has a route from the master node. All four routes from



the master node are direct management routes. Therefore,
the master replication server has four stable queues and
four threads connected to the four replication nodes
through the network. If replication node E wants to submit
a request function to master node D, in addition to the
direct route fromE to A, the systemwill also need a direct

route from A to D. This is shown in Figure 4.6 below.

network
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4.5.2 Indirect Routing

Routes with intermediate nodes are called indirect
routes, that is, the route connection is not directly
connected, but needs to go through an intermediate
connection. The example diagram is a replication system

with 5 nodes, with a master node and 4 slave nodes. Each



slave node has a route from the master node, but only two
nodes are direct routes, and the other two are indirect
routes. As shown in the figure, nodes A to B and A to C are
direct routes, nodes B to D and C to E are direct routes,
and nodes A to E and A to D are indirect routes. In an
indirect route, the master node sends the message sent to
the target node to an intermediate node, which uses a route
(direct or indirect) to connect to the target node. To build
an indirect route, create a direct route between each
consecutive replication server in the direction of the
expected indirect route. Once all direct routes are in
place, you can create indirect routes. For example, to
create an indirect route from A to C, first create direct
routes from A to B and B to C. Then create indirect routes
based on the existing direct routes. By setting up indirect
routing, you can reduce the processing workload on the

primary node and spread the load in the middle.
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When using indirect routing, the master replication
server is able to deliver the portion of the subscription
that is common to each target node through the same
intermediate node. When subscriptions overlap, the master
replication server 1is required to send only one
row—modified message to the intermediate replication
server that is common to each target node. In this example

of nodes with overlapping subscriptions, whenever a change

6



occurs at headquarters A, the intermediate replication
servers in B and C receive the row modification. The branch
replication nodes at B and C also need to perform A's
modifications. Because B and C are set up to distribute
changes to D and E, the A master replication server sends
only one copy of each change to B and C. By utilizing two
indirect routes from B to D and from C to E, the number of
direct routes is also reduced. Although indirect routing
helps distribute computing resources among nodes in the
network, the overall speed of data transmission is somewhat
reduced because messages are queued by multiple
replication servers. Direct routing is best when the number
of replication nodes is small. When using indirect routing,
the number of intermediate nodes should be minimized to
achieve the best transmission time. When using indirect
routing, the master replication server is able to deliver
the portion of the subscription that is common to each
target node through the same intermediate node. When
subscriptions overlap, the master replication server is
required to send only one row—modified message to the
intermediate replication servers that are common to each
target node. In this example of nodes with overlapping

subscriptions, whenever a change occurs at headquarters A,



the intermediate replication servers in B and C receive the
row modification. The branch replication nodes at B and C
also need to perform A's modifications. Because B and C are
set up to distribute changes to D and E, the A master
replication server sends only one copy of each change to
B and C. By utilizing two indirect routes from B to D and
from C to E, the number of direct routes is also reduced.
Although indirect routes help distribute computing
resources among nodes in the network, the overall data
transmission speed is reduced to some extent because
messages will be queued by multiple replication servers.
When the number of replication nodes is small, it is best
to use direct routes. When using indirect routes, try to
minimize the number of intermediate nodes to achieve the
best transmission time.

4.6 Implementation of  Sybase—-based Database
Replication System

4.6.1 Replication System Architecture

The overall architecture is divided into four layers,
from top to bottom:

The first layer is the tool layer, which covers core
tools and third-party tool categories. It can use command

line tools to pass messages to the second—layer modules.



At this layer, you can create a database, connect to a
database, or execute SQL and other commands. This tool
layer is at the top layer. Routing management can be
configured at this layer, different databases can be
created under different nodes, and connection operations
can be performed on databases of different nodes.

The second layer 1is the database's external
programming interface, which includes programming
interfaces and communication modules. The second layer
inherits the functions of the upper layer, achieves some
underlying communication protocols, such as TCP/IP, and
encapsulates  the underlying database connection
interface.

The third layer is the database layer, which includes
the servers in the database. It receives various
communication requests from the upper communication module
and then sends the requests to the underlying database. It
covers communication servers, DBMS servers (connecting to
Sybase databases) and external access servers (for
connecting to non-Sybase servers)

The fourth layer is the database kernel layer, in which
the operation acquisition module can be implemented.

The architecture design of each module is shown in Figure
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4.6.2 Calling the programming interface

The main code of this system is concentrated in the
first layer of the tool layer of the architecture. It needs
to use programming interfaces and communication modules to
communicate with the third layer database. Through the
programming interface, it can connect to the server and
then execute the written SQL commands. In the C/S mode
(client/server) operation, the client sends a request to
the server, and then the server starts the database
response request. The server returns the successful or

failed operation information of the database to the client.

7



If successful, the relevant data after the operation is
returned, and if failed, the failure information is
returned. However, it may take several seconds for the
replication request to be sent from the client to the server
to receive the response returned by the server. In the past
synchronous replication processing, the client cannot
perform any operation before receiving the response
information returned by the server. However, in the
asynchronous processing mechanism adopted by this system,
there is no need to wait for the response returned by the
server, and the next operation can be continued, which
greatly improves the performance of the entire system.
Therefore, the asynchronous processing mechanism 1is
adopted. When the replicator completes its non—database
operation, the control is returned, and the function can
be used to complete the request to the database. The
function takes the control away from the replicator, and
the replicator enters a waiting state until the database
operation 1is completed or exceeds the user—-defined
response time limit.

When achieving the designed system functions through

calling programming interfaces, it is key to consider



capturing changed data, distributed transaction
processing, and processing of vector map data.

1. Capture change data through programming interface
calls.
This process captures change data and stores it in the
replication table. There are mainly the following steps.
(1) Establish a connection with the server
First, establish a connection with the server through the
corn function. The server can be any DBMS server. The
connection parameters can be configured through the set
conn parm function. The duration and mode of the connection
can be set. When communication with the server is no longer
needed, the connection can be disconnected by calling the
disconn function.

(2) Data updating and acquisition

Common data operations include query, insert, update,
and delete. You can use query to perform query operations,
insert to implement data insertion operations, update to
implement data update operations, and delete to implement
data deletion operations. After the replicator calls the
query function, it will query the specific information of
the data. For the insert operation, it is also necessary

to specify the format information of the data by setting



the length, precision, range, data type, etc. Finally, the
defined actual data is sent to the server by calling the
bind function. For ordinary data records of non—vector
data, the format information of the defined data can be
returned by calling the get function, and the flowchart of
the data update capture programming interface call can be

shown in Figure 4.9 below.
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1. Distributed Transaction Processing

The distributed transaction processing of Sybase
programming interface is implemented by adopting two—phase
commit. In the first phase, the query and connection
establishment of distributed transaction are performed,
and the second part is commit and release. The distributed

7



transaction first registers the ID of the distributed
transaction by calling the regis ia function, and then
queries the transaction by the query function. This
function inputs the return value of regis as a parameter,
then executes the commit operation, and finally executes
the release id to release the transaction.

The specific process is as follows:

(1) In the first stage, the replicator performs
initialization work through the init function, then calls
the conn function to establish a connection with the
server, and then registers the ID of the distributed
transaction through the regis id function. However, this
is just registration at this time, and the system has not
allocated this transaction. The return value information
of regis id is passed in through the query function. The
system now formally allocates this new transaction and
allocates system space and the initialization information
in the init function. At this time, it is in the pre—commit
state.

(2) In the second phase, based on the pre-commit status
of the first phase, the transaction is formally committed
by calling the commit function. After the transaction is

completed, the release id is called to release resources



and then the discormet function is called to close the
connection of the distributed transaction operation.

The two—stage process is shown in Figure 4. 10 below.
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2. Processing of large amounts of map vector data

In actual development work, we will encounter a large
amount of vector data such as maps. The scale of each map
may reach GB level, so it is impossible to transmit through
ordinary buffers. When the data is transmitted, additional
operations are required to process such data by calling the

programming interface. In the above programming interface



call to capture data, the query function is designed for
query operations, the insert function is used for insert
operations, the set—desc function is used to set the
descriptor, the bind function is used to bind the copied
data parameter information, and the wait function puts the
replicator into a waiting state. If there is such big data
in the operation data, it can be processed by disassembling
the data into segments, transferring part of the data each
time when calling the programming interface to transmit
data, and then checking whether there is any untransmitted
data each time, and repeating the process in a loop, so that
the map—type big data can be processed. The process of

processing such big data is shown in Figure 4.11 below.
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4.7 Summary of this chapter

This chapter elaborates on the design and
implementation of the key modules of the replication system
based on the Sybase system. The basic replication mode of
the replication system is determined by designing a
timestamp—based data replication method. Then the key
module data transmission component of the replication
system is designed, and the core is the replication server.
Then the replication process, replication table and local

information table are designed. Then the functions of the

8



replication system are implemented in the middle layer and

the upper layer through the Sybase programming interface

call.

5. Performance Evaluation of Data Replication

Protocol in Distributed Systems

5.1 Consistency-related indicators

b.1.1 Data consistency

(1) Strong consistency assessment

1. Definition: Strong consistency requires that all
replica data remain completely consistent at all times
without deviation. It can be measured by comparing the
content of the same value on different nodes at the same
time. For example, in a distributed database system, within
a very short time after the write operation is completed,
check whether the corresponding values on each replica node
are exactly the same.

2. Evaluation method: You can use a dedicated
consistency test tool. After the system writes a new value,
this tool will read the value from multiple nodes at the
same time and compare it. You can also embed a consistency

check module in the system code to trigger the check during



key operations (such as after the write operation is
completed). For example, in the evaluation of the
distributed database replication protocol of the financial
trading system, after each account balance is updated, the
balance value is immediately obtained from all replica
nodes for comparison, and the number and proportion of
inconsistencies are counted.

(2) Final consistency assessment

1. Definition: Eventual consistency allows replica
data to be inconsistent for a period of time, but will
eventually become consistent. It is necessary to evaluate
the time it takes for replica data to become consistent and
the degree of impact on system functions during the
inconsistency period.

2. Evaluation method: Simulate a high—concurrency
write operation scenario, record the time when the values
on each node begin to become inconsistent and the time when
they finally reach consensus. For business functions that
are more sensitive to inconsistencies (such as inventory
management in e—commerce systems), observe whether the
business logic can run normally during the inconsistency
period or the frequency of errors. For example, in a

distributed inventory management system, record the time



points when the inventory values of goods become
inconsistent on different nodes, and the time when
consistency is restored through data synchronization, and
count the number of orders that have errors such as
overselling during the inconsistency period.

b.2 Availability-related indicators

5.2.1 System Availability

1. Definition: System availability refers to the
ability of a system to provide services normally in the face
of various failures (such as node failures, network
failures, etc.). It can be measured by the ratio of system
uptime to total uptime.

2. Evaluation method: Through fault injection testing,
simulate node failures (such as shutting down a node) and
network failures (such as setting network delays or packet
loss) to observe whether the system can continue to provide
value reading and writing services. At the same time,
record the time it takes for the system to resume normal
service from the occurrence of the failure. For example,
within a one—month test cycle, count the total time the
system cannot provide services due to failures and

calculate the availability ratio. Availability = (total



running time — total failure time) / total running time X
100%.

5.3 Performance Overhead Related Indicators

5.3.1 Network bandwidth consumption

1. Definition: During data replication, data needs to
be transferred between nodes, which will occupy network
bandwidth. Evaluate the network bandwidth usage of the
replication protocol under different data wupdate
frequencies and data volumes.

2. Evaluation method: Use traffic monitoring tools on
network devices to record network traffic during data
replication. Compare network bandwidth consumption under
different replication strategies (such as full replication
and incremental replication) and different data update
frequencies. For example, in a distributed storage system,
when updating numerical data at different rates, observe
the network bandwidth occupied by the full replication
strategy and the incremental replication strategy to
evaluate which strategy saves more bandwidth resources.

b. 3.2 Storage Resource Consumption

1. Definition: Storing multiple copies of a value

consumes storage resources, including disk space, memory,



etc. Evaluate the storage space occupied by each node's
storage copy and the size of the memory cache value.

2. Evaluation method: Check the storage system
information of each node and count the disk space usage for
storing value copies. For memory cache, you can use system
performance monitoring tools to obtain the memory size
occupied by cached values. For example, in a distributed
database system, record the growth of disk space used to
store value copies on each slave node, as well as the size
changes of cached popular values in memory, to evaluate
whether the consumption of storage resources is within a
reasonable range.

5.3.2 Computational resource consumption

1. Definition: The operation of the data replication
protocol consumes the computing resources of the node, such
as CPU usage. Evaluate the CPU usage of the node during the
data replication process, especially when processing
operations such as value updates and consistency checks.

2. Evaluation method: Use system performance
monitoring tools, such as top or htop, to observe the node
CPU usage for value replication—related operations under
different loads (such as different data update frequencies

and concurrent read and write request numbers). For



example, in a high—concurrency value write operation
scenario, record the changes in node CPU usage when
performing replication protocol-related operations (such
as logging, data transmission, and consistency algorithm

execution).

5.4 Read and Write Performance Indicators

5.4.1 Read Operation Performance

1. Definition: Evaluates the speed and efficiency of
reading values from a node, including read latency and
throughput. Read latency refers to the time interval from
issuing a read request to obtaining a value, and throughput
refers to the number of values that can be successfully read
per unit time.

2. Evaluation method: Use performance testing tools to
simulate a large number of read requests, record the
response time of each read request, and calculate the
average read latency. At the same time, count the total
number of values successfully read within a certain period
of time to calculate the read throughput. For example, in
a distributed cache system, use tools to simulate 1,000

read requests per second, record the response time of each



request, and count the number of values successfully read
per second to evaluate the read operation performance.

5.4.2 Write Operation Performance

1. Definition: Evaluates the speed and efficiency of
writing values to the system, including write latency and
throughput. Write latency refers to the time interval from
issuing a write request to the completion of the write
operation on all replicas, and throughput refers to the
number of values that can be successfully written per unit
time.

2. Evaluation method: simulate a high—concurrency
write request scenario, record the response time of each
write request, and calculate the average write latency.
Count the total number of values successfully written
within a certain period of time and calculate the write
throughput. For example, in a distributed database system,
simulate 500 write requests per second, record the time
from the start of each request to the completion of all
replica updates, and count the number of values
successfully written per second to evaluate the write

operation performance.



Chapter 6 Summary and Outlook

With the continuous development of database technology,
the enterprise environment is gradually tending towards a
decentralized operation mode, and this trend is also
driving enterprises to move towards distributed database
systems. In order to achieve data sharing in a distributed
environment, ensure that users can quickly and efficiently
access the database, and ensure the consistency of shared
data, the requirements for replication technology are
constantly increasing. By investigating the technologies
involved in database replication, and conducting demand
analysis and design for the replication system, and then
conducting system architecture design and core component
design and development, the successful construction of the
replication system under the distributed system was
finally proved through comparative experiments.

6.1 Summary of this work

This paper mainly carries out the following work:

1. In—-depth exploration of the overall theory of
distributed systems, explaining the basic concepts of
distributed systems and distributed transaction

management.



2. Introduced data replication technology and common
replication forms, and proposed solutions to data
conflicts. Introduced replication system planning based on
middleware SymmetircDS.

3. The demand analysis and overall planning of the
replication system were carried out, and the replication
server, the core component of the system, was designed in
detail. The overall replication was completed by selecting
a timestamp—-based data replication solution and then
replicating transactions through replication tables. The
data replication process and routing management solution
were discussed in detail.

4. The methods and ideas for performance evaluation of
distributed system data replication protocols are given
from multiple aspects, including strong consistency
evaluation, eventual consistency evaluation, system
availability, network bandwidth consumption, storage
resource consumption, computing resource consumption,
read operation performance, and write operation
performance, providing a valuable reference for related
research and practice of distributed system data

replication.

6.2 Outlook



The entire replication system is implemented through
the design of this article, but further exploration is
still needed to optimize it, as follows:

1. This article implements the replication system
based on transaction replication, which can detect data
changes caused by the three operations of insert, delete,
and update. This is only at the DML level and does not
provide support for DDL operations. If the replication is
based on tables, that is, the data nodes do not have the
same table structure, then transaction replication will be
difficult to implement and needs to be improved to a
snapshot—based implementation or other more efficient
implementation methods.

2. Further study the theory of distributed systems and
research the replication technology of current database
vendors to improve this system and enhance replication

efficiency and availability.
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