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PE®EPAT

B nosicHroBanbHIN 3aMKCIll O AUTUIOMHOT poOOTH € : 43 cTopiHku, 24 pucyHka, 1
Tabnui, 1 qonatok Ta 33 moCUIaHHS Ha JKEpena.

MeTor0 AUMIIOMHOTO MPOEKTY € PO3p0oOKa METOAMKH IMOIIYKY BPa3IUBOCTEH AJIs
peryisipHoro ckanyBaHss. [IpoBeneHuii aHai3 CydacCHUX METO/[IB CKaHYBaHHS Ta BUOID
HaWKpalux BapiaHTIB JJii BUKOPUCTaHHS y BiacHii Mmeroauti. IlpoBenenuit anami3
HAWMOMySPHIMIUX METOJUK CKaHYBaHHsS, BHSIBICHHS X HEMONIKIB IJISI PETYISPHOTO
CKaHyBaHHS Ta BHECEHHS mepeBar 0 cBoei metoauku. [IpoBeneHuil aHami3 Bpa3muBUX
MICI[b CYYaCHMX MEPEX JJI1 PO3YMIHHS Ha sIKI MPOOJIeMHU MPHU TECTyBaHHI Ha Oe3MeKy
KOPIIOPaTUBHUX MEpPEeX NOTPIOHO 3BEpTaTH yBary MOpH MIATOTOBII 1HIMBIIYaldbHOT
METOIMKHN TecTyBaHHs. OTJIsA] CydacHHX IHCTPYMEHTIB /Uil CKaHyBaHHS Ta BHOIp THX,
10 HAWKpaIIe MiIX0IITh I METOTUKH.

Mertoauka € THY4KOIO JIs il 3MIHM MEHeIKepoM iH(opMariiiHoi Oe3mekn s
notped kommanii. BakJiuBUM acriekToM po3po0JIeHO] 3aIMIIAEThCS JTIOACHKUNA (HaKTop,
TOMY PO3POOJIEHO OKPEMHH IMYHKT IS MIEPEBIPKUA 0013HAHOCTI MPAIIBHUKIB KOMIIaHIi B
chepi iHboOpMmariitHOT Oe3mekn. TakkuM YMHOM, KOMITaHISI MOXKE POOHWTH BHCHOBKH
II0JI0 TOJAJIBIIOrO MPOBEJAECHHS TPEHIHTIB 3 1HGOpMaIiiHOI Oe3MeKn Ta CTae OLIbII
CTIHKOIO JI0 aTaK COIliaJbHOI IHXKEHEePIi.

Kouosi cnosa: CKAHYBAHHS BPA3JIMBOCTEN, CKAHEPU BESITEKM,
I[NEHTECT, KIBEPBE3IIEKA, BPA3JIMBICTH, PTES, ISSAF, PO3POBKA
METOJIVKHA



ABSTRACT

The explanatory note to the thesis contains: 43 pages, 24 figures, 1 table, 1
appendix, and 33 references.

The purpose of the thesis project is to develop a methodology for finding
vulnerabilities for regular scanning. The analysis of modern scanning methods and the
selection of the best options for use in their own methodology. Analyzing the most
popular scanning methods, identifying their disadvantages for regular scanning and
adding advantages to your own methodology. An analysis of vulnerabilities in modern
networks to understand what problems in corporate network security testing should be
taken into account when preparing an individual testing methodology. Review of
modern scanning tools and selection of those that are best suited for the methodology.

The methodology is flexible enough to be modified by the information security
manager to meet the needs of the company. The human factor remains an important
aspect of the developed methodology, so a separate item has been developed to test the
awareness of the company's employees in the field of information security. In this way,
the company can draw conclusions about further information security trainings and
becomes more resistant to social engineering attacks.

Keywords: VULNERABILITY SCANNING, SECURITY SCANNERS,
PENTEST, CYBERSECURITY, VULNERABILITY, PTES, ISSAF,
METHODOLOGY DEVELOPMENT
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[NEPEJIIK YMOBHUX ITO3HAYEHD

I — [ITyyHuii iHTENEKT

CWE - Common Weakness Enumeration

DDOS - Distributed Denial of Service

IP - Internet Protocol

IPSec - IP Security

0T - Internet of Things

ISSAF - Information System Security Assessment Framework
L2F - Layer 2 Forwarding Protocol

L2TP - Layer 2 Tunnelling Protocol

Nmap - Network Mapper

OpenVAS - Open Vulnerability Assessment System
OSSTMM - Open Source Security Testing Methodology Manual
PPTP - Point-to-Point Tunneling Protocol

PTES - Penetration Testing Execution Standard

TCP - Transmission Control Protocol

UDP - User Datagram Protocol

VPN - Virtual Private Network



BCTVII

JleHb cydacHOi JIOJMHU  TMOYMHAEThCS Ha0araTo JIErmie HLK s Jiojen
munynoro. Cporojgni Oararo peudeid € aBTromaTu3zoBaHuMu. I[HTepHer peueit (loT —
Internet of Things) — e Mepeka Gi3MUHUX 00'€KTIB, SKI MIAKIOYCHI 10 IHTEpHETY Ta
OOMIHIOIOTBCA JaHUMHU 0€3 HeOoOXITHOCTI JIOJICHhKOI 1HTerpaiii. 3aBIsSKd IIBUAKOMY
po3BUTKY TexHoJoriid, [oT crae Bce OUIbII MOMMPEHUM 1 3aTpeOyBaHUM Yy PI3HUX
rajgy3six, aje 3pocTae M KUIbKICTh KiOeparak Ha mnpuctpoi [oT, mo 3ymonitoe
BaXXJIUBICTH KiOepOe3neKku MUX TeXHOIOT1M. [1]

Po3yMHI KOHAMIIIOHEPU PETYNIOIOTH TEMIIEPATYpy B MPUMIIIEHH], 0a3yl0unuch Ha
JAHUX TIPO TeMIepaTypy, COHSYHE CBITJIO, Yac JOOH, BOJOTICTh, MOTOAY. AHAII3YIOUH
BC1 MOKA3HUKW BiH BU3HAYAE SK 3pOOUTH KIMHATY MaKCUMaJIbHO KOMMDOPTHOIO IS
moned. | Takoxk OaraTo IHIIMX MOPUCTPOIB, SKI POOJATH KUTTA JIIOJUHU OLUIBII
KOM(OPTHUM.

Cy4acHHi1 CBIT TaKOXK J1a€ MOXIIUBICTh CKOPUCTATUCS OE3MUTOTHUMHU MAaIlllMHAMH,
1€ «BOJI» TOYHO HE OyJe MepeBUIIYBATH MIBUAKICTH Ta 1HIIMM YHHOM TOPYIIYBaTH
npaBWiia JOPOKHBOIO pyxy. HaTomicTh, cama MammHa npopaxye Hal3pydyHIIIUN Ta
HAWIIBUAIINNA MapLIPYT.

Takox 3a JOTIOMOTOIO JPOHIB B arpOKyJbTypi MOKHA MEPEBIPATH CKIIAJ IPYHTY,
IIPOTHO3YBATH KJIIMAaTUYHI 3MIHM YW TIEPEBIPATH CTaH 3JI0POB’S TBapuH. B pureitni
PO3yMHI TPHUCTPOI JOMOMAraroTh HAWTOYHIINIE HAJANITOBYBATH pEKIaMy, aHATI3yIOYd
JIOCB1JI TIOKYTIIIS Ta TOKA3y4YHu caMe Te, 10 MOTPIOHO KOHKPETHOMY KITIEHTY.

HaiironoBuimum Oyne 3rajgatu 1HTEpHET peueit y cdepi oxoponu 310poB’s. Bin
JoTioMarae Kparie mpoaHaji3yBaTd CTaH 370pOB’S Malli€HTa - MOXKHA CIIOCTEpiratu 3a
CeprueOnuTTsM, pIBHEM TIIOKO3U, MYyJbCOM Ta pIBHEM KHCHIO Y KpOBi, 3HAWTH
IHAUBITYaTbHAM ITIX1JT 10 KOXKHOTO, 00 mi1idpaTu moTpioHe JTiKyBaHHS.

Tenep MoOXHa AUCTAHUIMHO CIHIJKYBaTH 3a CTaHOM 3JI0POB’Sl JIOJEH, HE
TPUMAIOYH iX MiJ] HOCTIHHUM HATrJSIOM B JIIKaApHSAX - II€ BCE MPUCTPOI, SIK1 B peaibHOMY
yacl HaJICWIAIOTh JaHl J0 MEIWYHUX TMPaIiBHUKIB Ta 3a MOTPEeOH MOBITOMIISIOTH, KOJIH

MOTPIOHO MITH 0 JiKaps.
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3a JIONOMOIOI0 TAKOTO MOHITOPUHTY 3HAYHO MOJIMUIIMIKMCS JOCTOBIPHICTh
€KCIIEPUMEHTIB Ta KITHIYHUX AOCHIKEHb. AJIKE Ternep MOKHa He MOKJIaJaTUCh Ha Te,
91 3MOXE JOCIIKYBaHUH TOYHO KOHTPOJIFOBATH Ta OMUCYBATH CBOE CAMOITOYYTTS, BCE
1 Tak OyAe 3pO3yMUIO 3 MOKa3HHUKIB, a JIOJUHA MOXKE IMPOJOBKYBAaTH CBOE 3BUYHE
KUTTA.[2]

Crupatourch Ha 3BiT Unit 42 [oT Threat Report [3] — 30% Bin ycix nmpuctpois
MIAKIIOYEHUX 10 Mepexi B cepeaHbomy mianpuemctsi - 1ie [oT. Takox mociimkeHHs
PO3IOBIJIa€ MPO TE, IO OUIBIIICTh MPUCTPOiB [0T MarOTh Bpa3IMBOCTI /10 aTaK BUCOKOTO
Ta cepeHboro piBHIB. A 6a3a nanux Gartner Machina loT Forecast nmporuosye, mo Bxe
10 2030 poky KUTBKICTh MPUCTPOIB, 0 Oy[e MaTU JOCTYH A0 MEpexi OyJae B 4OTUPHU
pasu OUIbIIA HIXK KUTBKICTh MPAIIBHUKIB Ha MIANPUEMCTBaX. ToOTO 6GaunMo TEHACHIIIIO,
IO KUTBKICTHh MPUCTPOiB [HTEpHET Peueil cTpiMKko 3pocTae, a 6e3mneka 3anuiiae oaxaru
Kpaioro. [3]

A 10 K IOCTYI 0 HAIIUX MPUCTPOIB MOXKYTh MaTH 3704yuHII? OnucaHe BUILE
Jla€ 3pO3yMITH HACKUIBKH Ba)KJIMBOK YACTHHOIO HAIIIOTO KUTTS CTalIM iHGOpMaIliiHi
TEXHOJIOT1i 1 HACKUIBKHU Il TEXHOJIOT1i € Bpa3JIMBUMH J0 XaKepchbkux atak. [[ns Toro,
00 3pO3YMITH SKMMH MOXYTh OYTH HACHIIKH XaKEPChKOI MiSUTBHOCTI PO3TISHEMO
PUKIIAI.

Crmparourck Ha 0a3y 3Hanb cloudflare mam Bigomo, 110 mporpama-BuMarad
WannaCry ctanom Ha 12 tpaBus 2017 poky nomkoaus noxaa 200 000 koM 1oTepiB y
noHax 150  kpaimax cBity. IIporpama-BuMarad — 11¢ 3J0BMHCHE MpOTrpamMHe
3a0e3nedeHHs, Mo OJI0OKye AOCTym 10 (paitniB, MO0 OTpUMATH BUKYN Yy KOPHUCTyBadya.
[Ticns ommatu 3momii OOINSIIOTH MOBEPHYTH IOCTYI 10 (paitnmiB, mpoTe B 0Oaratbox
BUIIAJIKaX KOPUCTYBa4 HE OTPUMYE CBOT JaH1 HABITh MICIS OIUIATH. XaKepH HE JTI00JIAThH
3aJMIIATH 3aUBUX «CIIIB», aJDKE TaK 1X JIETIIC BUSBUTH, TOMY PO3IMUGPYBaHHS JaHUX
€ HeBUT1THUMM ISl HUX. [4]

TunoBuii npuHIKMI pOOOTH IPOrpaMu BUMaraya:

1. Cnouatky mporpami-BuMarayy moTpiOHO 3aKpIMUTHUCS HA MPUCTPOi ado B

Mepexl.



2. [ToTim BiH mmdpye ¢aiinum KopucTyBaya.

3. OcraHHIM eTamoM TMOKa3ye TOBIIOMJEHHS 3 1HGOpMaIi€0 Mpo
MOXJIMBICTh BUKYITUTH JaH1.[5]

Binomumu sxeptBamu ataku Oynu: HamioHanpHa ciy’k0a OXOpOHH 370pOB’s
Benuxob6puranii (Bimoma sik NHS), Honda, FedEx Ta Nissan. Lleli mpukian nmokasye,
[0 HaBiTh BEJMKI KOMIIAHIT 3 PO3BUHEHOI 1HPOPMAIIHHOW OE3MeKo 1
KBaTI(pIKOBAHUMH CIELIAICTAMU € BPa3JIMBUMU JI0 XaKEPChKUX aTak, IO BXe U
TOBOPUTH MPO 3BUYANHUX KOPUCTYBaUiB. AK€ B KOXKHOTO 3 HAC € BXKIIMBI JJOKYMEHTH,
dotorpadii 3 piiHUMHU, K1 JETKO MOXYTh CTaTH NMPUYMHOIO IIAHTAXY 3apajyd BUKYIY.
[4]

OTpuMaBImIK JIOCTYH JO MEPEXKi, XaKepd MOXKYTh B TOJAIBIIOMY OTPUMATH
JOCTYM 10 OaHKIBCHKUX PEKBI3UTIB, BUAAIUTH BAXJIUBI JIJaH1, MaTH JOCTYI IO KaMEpH,
CIIKyBaTU 3a KOPUCTYBA4e€M, BUKOPHUCTOBYBATH PECYPCH CHUCTEMH, THUM CaMUM
CYTTEBO YIOBUIHHIOIYH pOOOTY KOMIT IOTEpA.

Tenep mu 6auumMo K came HaM MOXXYTb HAIlTKOJUTHU Jii XaKepiB, OTKE BAXKIIMBO

3aIyMaTUCh PO 1HPOpMaIliiHy Oe3IeKy.



1 AKTYAJIBHU CTAH 1 IEPCITIEKTHMBU PO3BUTKY METO/IIB
BIJJJTAJIEHOI'O CKAHYBAHHS JUIS BUSIBJIEHHS BPA3JIMBOCTEN

1.1 CyuacHuil cTaH BiJIJ1aJIECHOTO CKaHYBaHHS

B 3B’s3xy 3 COVID-19 Bce 6iunbie kommnaniid 3 2019 poky nodano nepexoauTu
Ha BiJJaJeHy poOoTy, IO CTajJl0 CEpPHO3HUM BHUKIMKOM JUJIs CHELIaNICTIB 3
ki0epOe3nexku. Kommanii Oynu Ounbliie 30cepepkeHi Ha yTpUMaHHI Oi3HEC-TIPOIIECiB,
aHik Ha Oesmemi. CrerjanicTd, SIKl paHille 3aiiManucs 0OCIyrOBYBaHHSAM JIOKAJIbHUX
KOMIT FOTEpiB 3IMITOBXHYJHUCS 3 3arpo3aMd BHKOPUCTAHHS BiIJaJIEHOTO MOCTymy. Bce
Outblie KoMmaHiii modano BukopuctoByBath RDP, VPN, xmapnHi pecypcu. Ane
BXIJIMBO 3a3HAYUTH, 110 repexin He 3amumuBcsa B 2019 pori, Tak sk 3a0e3meueHHs
Oe3nekr — 1€ MOCTIMHHUI MpoIlec, KOHTPOJIb KOPUCTYBayiB, MEpexii Ha XMapHI
1HGPACTPYKTYpPH, CUHXPOHI3allisi 3 HUMH, IpoOieMu KOoHQIrypamiil Ta BiJAaJIeHOTO
JOCTYIy BCE II[€ 3alUIIAIOThCA aKTyaJbHUMHU 1 OYIyTh aKTyallbHUMHU B HaWOIMXK4i
poku. [13]

3MiHU B MEpeXKEBIM CTPYKTYpi Ta Oe3melli Mpu3BeIn 10 HOBUX BPa3IMBOCTEH, 110
B CBOIO Yepr'y BIUIMHYJIO 1 HA CKaHYBaHHS MEPEXKi.

[adopmarriiina 6e3meka - e CuCTeMa 3aXOoiB, IO Ja€ 3MOT'y BUSIBJISTH Bpa3JIUBI
Micug  iH(popMamiiHO-KOMYHIKATUBHOT CHCTEMH INJINPUEMCTBA, HEOE3IMEKH, SKi
3arpoKyrOTh i, 1 METOJIM HeUTpasizallii BUSBICHHUX 3arpo3. [6]

Komm’torepna mepeka — 1€ CYKYyIHICTh KOMITIOTEPIB Ta IHIIMX MPHCTPOIB,
3B’SI3aHUX KaHaJlaMH TIepeIaBaHHs JaHUX. 3a JOIMOMOI'OK KOMIT FOTEPHOT MEpexXi cTae
MOXXJIMBUM CIIUJIbHE KOPUCTYBAaHHS TMepU(BEpIiHUMU TPHUCTPOSIMU : TPUHTEPAMHU,
CKaHepaMH, MOJeMaMH TOIIO. [7]

MepexeBuil mopT - Iie YHIKIbHUH 1IeHTH(]IKATOpP MEpEekKEBOTO CepBiCy Ha
oKpeMoMy KoMI'toTepi. [15]

Bume 6yno HammcaHo mpo MpOHUKHEHHS XakepiB B Mepexi [oT, Tomy 3a3HaunmMo

MOHSTTS MEPEKEBOT OC3MEKHU.
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MepexeBa Oe3neka — 1€ MPOLEC 3aXUCTy HUPPOBUX 1HPOPMALINHUX AKTHUBIB,
HUIIMHU O€3MeKH € 3aXUCT KOH(1ICHIIHHOCTI, MIATPUMKA IUTICHOCTI Ta 3a0e3nedyeHHs
JOCTYIHOCTI. [8]

Ckanepu Oe3rneku - 1€ NporpaMHi Ta amapaTHl 3acoOu, MPU3HAYCH1 IS
TIarHOCTUKM 1 MOHITOPUHTY PI3HUX €JIEMEHTIB MEpexi, 10 JO3BOJISIIOTH HUISIXOM
CKaHyBaHHS MEpeXi, MEepPCOHAJbHUX KOMM'IOTEPIB 1 JTOAATKIB, OLIHIOBATU 1 YCyBaTu
BpasnuBICTh. [20]

[lacuBHa po3BigKka - MOUIYK 1H(pOpMAIi y BIIKPUTHUX JKEpesax, KOJIU >KepTBa
HISIK HE MOY€ JI3HATUCS NP0 PO3BIAYBaIbHI Ali. [24]

AKTHBHA PO3BiJKa - PO3BiJKa 3a JOMOMOTOI0 CIELIAJIBHOIO MPOTPAMHOTO
3a0€3IeUeHHsI, SIKE MOXKe OyTH BUSBJICHO 3aXUCHUMH CUCTEMaMH JKEPTBHU. [24]

Jlesiki 3 MOXKIITMBHX 3arpo3 Mepexi: [9]

e [lIximmuBi nporpamu

e [Iporpamu-sumaraui

e ATakH «IIOJUHA TOCEPETUHI»
o OimuHT

e DDoS

e [HcaifnepchKi 3arpo3u

besrnieky mepexi MOXHa JOCSATTH 3a JOIMOMOI'OK HaJIMHOTO 0araTopiBHEBOTO
3aXUCTY: 3aXUCT pOyTepa Ta 3aXUCT OKPEMUX MPUCTPOIB.

Crnoco6u 3abe3rneuenns 6e3mnexu mepexi: [10]

® T[IPOKCI-CEpBEPH;

® CHCTEMH BUSBIICHHS Ta 3am00iraHHs 3arpo3am 3JI0MYy;
® 3aco0M 3aXUCTY BiJl MITbOBUX aTaK;

® MDKMEpEKEBI EKpaHU;

® CHCTEMHU MEPEXKEBOIr0 MOHITOPHUHIY;

e VPN;

e Ta 1H1ml.
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Ane BapTo 3a3HAa4YMTH, 110 B 3aco0ax 3abe3nedyeHHs O€3MEeKU TaKoK OyBarOTh
Bpa3JIMBOCTI, TOMY BaXJIMBOIO € MEpPEBipKa Ta Meperiisi 0e3neku caMux 3aco0iB.
3aiig 3aXUCTy MOTPIOHO 3HAUTH c1abKi MICLS B CUCTEMI JI0 TOTO SIK 1€ 3pO0JIsSTh
3JI0BMUCHUKH, TOMY HOTPIOHO MEPIOAUYHO MEPEBIPIATH CUCTEMH HA BPa3JIUBOCTI.
BpasnuBicts - ne crnabke wmicue abo HEOJIK, KU J03BOJIE€ 3JI0BMHUCHUKY
MOPYLIUTH UTICHICTb cucTeMu. [11]
Excruto#iT - TexHika, sika BUKOPUCTOBYE BPa3JIUBICTh IS 3A1CHEHHS aTaku. [11]
JlIis IesTkuX Bpa3IMBOCTEH BXKE MOXKE ICHYBAaTH €KCIUIONT, a JUIs JESKUX Hi.
B gxux MICISIX MOXYTb 3yCTpiyaTUCs Bpa3nuBOCTi: [12]
e OOnaaHaHHS, TPUCTPOI
e bizHec-nipoiiecu
e [Iporpamue 3a0e3nedeHHs
e [lepconan
o [lomiTuku 6e3nexu
JUis mepeBipku Oe3meKku opraHizauii 3 npaBaMu JIOAUHM, IO Ma€ JOCTYH J0
MepeXkKi — IPOBOAUTHCS BHYTPILIHE CKaHYBaHHSI BPA3JIUBOCTEH.
Jlns mepeBipku Oe3meku opraHizailii 3 TOUKHA 30py JIOJAUHH, 110 HE Ma€ JOCTYITY

710 MEPEXK1 — MPOBOAUTHLCS 30BHIIIHE CKAaHYBAaHHS BPa3JIUBOCTEH.

1.2 IIpo6ieMH1 MOMEHTH NpY CKaHyBaHHI [14]

Ha sxi mpoOiemu mpu TecTyBaHHI Ha O€3MEeKy KOPIOPATUBHUX MEPEX MOTPIOHO
3BEpTaTH yBary:

1)  OOmnikoBi 3aITMCU KOPUCTYBAYiB

Cucremu RDP wacto MawTh mnpobOiieMy 3 ClHaOKUMU KOPHUCTYBAIlbKUMH
napoisiMu. barato komMmaHiii He MPUAUISIOTH JOCTATHHO YBArd IMOJITHKAM YIPABIIIHHS
MapOJISIMU, IO TOJIETIITY€E POOOTY 3IOBMUCHHUKAM. Tak pealbHUMH CTalOTh aTaku Tpyooi
CWIH, Hampukiaa, password spraying, KoM 3J0BMHUCHUK BHUKOPHUCTOBYE HAWOLIBII

MOMYJISIPHI MapoJIi Ha BC1 BIIOM1 OOJIIKOB1 3aMUCH.
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2) Tloptm

HeobOmexenuii 1octyn 10 mOpTiB € mpodaeMoro. Oco0auBo 3apa3 1€ CTOCY€EThCS
3389 mopty, KUl BUKOPUCTOBYETHCS ISl BIAJIAIICHOTO MITKJIIOYEHHS 32 MPOTOKOJIOM
RDP. Bin mae OyTH 3aKpUTUM BiJl MIAKIIOYEHHS Yepe3 BIAKPUTUHN IHTEPHET O€3 CTpOoroi
MOJIITUKY Taposiei Ta BincyTHOCT1 Oe3nedynoro TyHeno VPN.

3) [Ipotunis atakam MeToA0M Nepedopy maposein

Taki araku JalOTh MOMKJIMBICTh 3JIOBMUCHHUKY MimiOpaTH Mapoiib 10 MOMEHTY,
KoM BiH iX Bce »x migoepe. OTxe crnpodbu BXoay MarTh OyTH OOMEKEHHMH 3a
KUIBKICTIO Ta KOMIIAHIS TOBMHHA BECTH JeTajbHE JIOTYBaHHS i B MEpPExi s
3armo0iraHHs IOCTYILy XaKepiB 0 CepBePIB.

4) BcTaHoBieHHsT OCTaHHIX OHOBJICHB Ta MATYiB

Bbarato Bpa3uBOCTEH B)Ke BUIIPABJICHI B OHOBJICHUX Bepcisfx. Ajie Oararo Jojei
HE CTaBIJIATHCS JIO OHOBJICHb 3 CEPHO3HICTIO, TaK SK HE MOBHICTIO PO3YMIIOTh PH3UKH
BpaslIMBOCTEH. 3ajauero creriamicTiB 3 KidepOeslnmekn B KOMMaHIi € CBO€YacHe
BCTAHOBJICHHSI OHOBJICHb, ITaTUiB Ta MPOBEJCHHS JIeKI[ii 3 iH(popMaIriiiHoT Oe3neKku s
CIIBpOOITHUKIB CTOCOBHO IIHOTO.

5) VYrpaBiiHHS TPUBLIESIMU KOPUCTYBAUiB

BaxxnuBe mpaBuibHE PO3MOAUICHHS MpaB MDK KOPHUCTyBadaMH 1 BHAA4a TUTbKH
TUX TpaB, sKI MOTPIOHI Ay poOOTH KOHKpeTHiN mroauHi. CuTyaiis e 3BUYAMHHUIN
KOPHUCTyBa4y Ma€ IpaBa aJMiHICTpaTOpa MEpeXkKi € KpUTUIHO HeOe3MeUHO0 Ta oTpedye
HeraifHoro pearyBaHHs. ToMy Iie Ma€e KOHTPOJIOBATHUCS Ta YITKO 3a3HAYATHCS TIpaBa
KOXXHOTO KOPHCTyBaya B JJOKyMEHTAIIli.

6)  Kinnesi Touku goCTyITy

BaxxnuBuM 1 CKIaAHUM aclEeKTOM € KOHTPOJIb KIHIIEBUX TOYOK JOCTymy. B
nepioJt BimmaneHoi poOOTH, KOHTPOJb MPOTPAMHOTO 3a0€3MeUYeHHs], III0 BCTAHOBJICHO HA
O0COOUCTHI MPUCTPiN KOPUCTYBada € CKIATHUM 3aBIaHHS JJIsT KOMaHAu 1HGOpMAIIHHOT
oesnekn. CKIaJHO KOHTPOJIIOBATH, $KI HOCIi BCTAaBISIOTHCA B TPUCTPIA Ta YU
CUCTEMAaTHYHO JIIOJIMHA BCTAHOBJIIOE OCTaHHI OHOBJICHHSI(MOLIMPEHA CUTYyallisl, KOJU

CUCTEMHI aJIMIHICTPaTOpU MOMIYaIOTh, III0 OHOBJIEHb JaBHO HE 0YyJI0, KOJIU KOPUCTYBau
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caM 3BEPTAEThCS Yepe3 HEempaBUIIbHY po0O0Ty cuctemu/mporpam). Kopucrysaui yacto
HEXTYIOTh MOJITUKAMH Oe3neKku. ToOMy MOJKJIMBI MIJKIIOUEHHSIM JI0 CEpBICIB KOMITaHi1
yepe3 0COOUCTHI 00IIKOBUH 3amuc,(1e MOKYyTh OyTH BCTAHOBJIEHI 3apa)KeHl BIpycamu
MpOrpaMM) a He OKpEeMHM poOOouYMid, Ha SIKUH PO3MOBCIOIKYIOTHCS MOJIITUKU O€3MEKH.
Jroncebkuit  ¢akTOop TaKk 1 3aJIUIIAETHCA OJHUM 3 HAWBPa3IUBIIIUX MOMEHTIB B
kibepOesmeri.

7) VPN

binbmiicte koMnaHid  MOIABUINYIOTH PIBEHb CBOEl 0O€3MEeKHM 3a paxyHOK
BukopuctanHss VPN, ToMy xakepu MOCTIHHO INYKalOTh 1 EKCILNTyaTylOThb HOBI

BPa3JIMBOCTI B JaHI/ TEXHOJIOTI].

1.3 TlepcrieKTHBY PO3BUTKY BiJJaJICHOTO CKAaHYBaHHSI

Bce Outbiiie cdep mounHarOTh IPAIIOBATH 31 IITYYHUM THTEJIEKTOM, KibepOesneka
HE € BUKIIOYEHHAM. MaitOyTHe iHdopmalliiiHoi Oe3neku Oyae BIUIMBaTH 1 Ha
NpOBEJICHHs BiAganeHoro ckanyBaHHs. LlTy4Huil iHTeNeKT 3MOXKe MOKpallyBaTu
BUSIBJIGHHS 3arpo3 3a JOMOMOIOI0 aJTOPUTMIB MAIIMHHOTO HaBYaHHA, OYyIyTh
MOXJIMBUM HEHMOBIPHO IIBHUIKHA aHalli3 BEIMKUX OOCATIB JaHuX. HoOB1 amropurmu
3MOXYTb 1IeHTU(IKYyBaTH Ma0JOHU Ta aHOMAJTIi, 0 MOXYTh CBIIUYUTH PO MOTEHIIINHI
3arpo3u. 3a JOMOMOTIOK0 HOBHX TEXHOJIOTIM KOMITaHIi 3MOXKYyTh paHille IeTeKTyBaTH
3JIOYMHHI Jii Ta pearyBaTy Ha HHX.

Ha BinmiHy Bif CydYacHHUX aJTOPUTMIB, IMITyYHUU IHTENEKT 3MOXKE IIBUIKO
aJanTyBaTUCA 10 HOBHX 3arpo3, HOBOi MOBEIHKH MIKIITUBUX TIPOTPAM.

ITydnuii iHTENEKT 3MOXKE CKaHyBaTH CHCTEMH, OIIIHIOBATH BPa3jIWBOCTI Ta
KepyBaTH HUMH, IIe¥ Tporiec Oyae MpoXoauTH HabaraTto MIBUAIIE HK 3apa3 1 3a MEHIIT
KOIITH, IO MOKpamuTh 3axucT kommadid. Il 3moke BusBuTH cnabKi Micii B
KoH(irypamisix, CHUCTeMax, [porpamax, HaJalo4yd 3BIT  OpraHizamisM i3
3aMpOTIOHOBAHUMH PIIICHHSMU YCYHEHHS 3 ypaxyBaHHSIM PU3UKIB.

Mopentoroun nii 3moBmMucHukiB, Il 3mMoke mOMOMOrTH 3pO3yMITH Bpa3luBI

Micisi B 1HQpacTpykTypi kommnaHiid. Toal s mpoueaypa Oyae MOCTYHHILIOKW st
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0i3HeCIB, aJKe 3apa3 3a MPOBEJCHHs MEHTECTY KOMIIaHii MOTPIOHO BUAUIMTU Oarato

KOIIITIB.

1.4 TlocTaHoBKa 3amaul 1OCIIKEHb

MeToro [aHOr0 JUIUIOMHOTO MPOEKTY € JAOCHKEHHS BIIOMUX METOJIB Ta
METOJMK TOIIYyKY BPa3IUBOCTEH, pO3poOKa HEBETUKOI METOAUKH JJIsi PEryJsIpHOT
nepeBipkyM KommnaHii Ta ii TecTyBaHHsA. Tak Mojonami ¢axiBui 3 KidepOe3neku 4Yu
CUCTEMHI aJIMIHICTpaToOpH (B 3aJI€KHOCTI BiJ] pO3MIpIB Ta PECYpCiB KOMIMaH1i) 3MOXKYThb
PETENIbHO MEPEBIPSATH CBOIO MEPEXKY Ta BYACHO pearyBaTH Ha KIOEPIHIIUIEHTH.

BucHOBOK:  METOI0  JUIUIOMHOTO  MPOEKTY €  pO3poOKa  METOIUKH.
[IpoananizyBaBIIM Bpa3iMBlI MICIS CYYaCHHX MEpEX, Telep pO3yMIEMO Ha SKi
npoOJieMH MpU TECTyBaHHI Ha Oe3MeKy KOPIOpPaTUBHUX MEpPEX MOTpiOHO 3BepTaTu
yBary mpu miAroToBIl IHAUBIIYaJIbHOI METOJAUKN TECTYBaHHS:

1) OO6.TIKOBI 3aITUCH KOPUCTYBaUiB

2)  Iloptm

3)  IIporumis atakamM METOIOM IepeOOpy maposiei

4) BcTanoBieHHS OCTaHHIX OHOBJICHD Ta MMAaTYiB

5) VYrpaBiiHHS TpUBLIESIMU KOPUCTYBAUiB

6)  Kinmesi Touku gocTymy

7) VPN
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2 BIZJIAJIEHE CKAHYBAHHA HA BA3I ITPOTOKOJIIB TPAHCIIOPTHOI'O
PIBHA

2.1 Iloptn

B 6inbiiocTi 3ac00iB CKaHyBaHHS NMOPTU MOJUISIOTHCS HA 3aKPHTI, BIIKPUTI Ta
¢inbTpoBani. [IpoTe BapTO BIAMITUTH, 11O B 3aJI€AKHOCTI BiJl CKAHEPY CTaTyCHU MOXKYTh
BIJIPI3HATUCS. 3a JOMOMOIOK BIIKPUTUX TMOPTIB MOXKHA BUSBUTH aKTUBHI XOCTH B
mepexi. Lle 103BosIsie BUSBUTH TOYKW BXOAY JJIs TIOTEHIIIHHUX aTak 1 BXKUTH 3aXO/liB
1010 YCYHCHHSI BPAa3TUBOCTCH.

BigkpuTuii.[16]

OCHOBHOIO IJUTIO CKaHYBaHHS € BU3HAUCHHS TOPTIB caMe 3 TaKUM ctartycom. Lle
O3HA4Yae, 10 Ha HbOMY aKTHUBHO 3aIlyIllcHa CIIy)k0a, TOpPT NMpHUMae 3aluTH, MOXKIIUBE
3'enHa”Hs 3a pornoMoror nmpotokoiiB TCP ta UDP. 3a monoMororw BiZKpUTHX MOPTIB
MO>KHA BUSIBUTH JOCTYITHI B MEPEXK1 CITyKOH.

dinpTpyeThes.[16]

Takuii craTyc MOXe O3Ha4yaTH, O[O0 TMOPT MOXKe OYyTH TMPUXOBAHUMA 3a
MDKMEPEKEBUM €KpaHOM 1 MOTr0 CTaTyc HEBITOMUM.

3akpuTHii.[16]

Takuii cTaTyc 0O3Hayae, Mo NOPT 3aKPUTHU.

JIns modartky, MoTpiOHO BUSBUTH BC1 XOCTH B Mepexi. sl boro iCHYIOTh pi3HI

MCTOJHU BHABJICHHSA aKTHMBHUX XOCTIB:

2.2 Ornspg MeToniB ckanyBaHHs [16, 17, 18, 19]

Ping ckanyBanns. [16, 17, 18, 19]

Take ckaHyBaHHS JOTIOMAara€ BU3HAYUTH aKTHBHI XOCTH B Mepexi. bazyeThcs Ha
ITUPOKOMOBHINA PO3CHIII Ha aKTUBHI XOCTH. 3acid Oe3meku Hajcuiae 3amuTe echo
request KOXKHOMY MPUCTPOIO 32 BKA3aHUM Jialla30HOM Ta 4YeKae y BiamoBias echo reply.
AKmo BIAMOBIAL HAIIMIIIA — MPUCTPIA € aKTUBHUM B Mepexi. Ilg ommis kopucHa
CUCTEMHHM aJIMIHICTpaTOpaM [JIsi MOHITOPUHTY JIOCTYNy IO CEpBEpIB, N1arHOCTUKHU.

BaxinuBe mnpaBuiibHE HAJAIITYBaHHS 3ac001B 3aXUCTy IMEPUMETPY, 1100 HE HaJaTu
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3aiiBy 1H(OpMAaIlil0 3JJ0BMUCHUKAM. 30BHIIIHE CKaHYBaHHS B KOPIIOPAaTUBHUX MEpPEkKax
MOXE€ HE CHpalloBaTH, TOMY WLI0 3aco0u 3axucty B OuibmiocTi 0n0kyroTs ICMP
BiMoB1A1 200 1 Bech mpoTokoJ. To6To MoxunBo, mo echo reply niiine no xocta, a echo
request — Hi. AJle 11e CTOCYETHCSl 30BHIIIHBOIO CKaHYBaHHS, B JIOKaNbHIN mMepexi Ping
CKaHyBaHHS MOXe J00pe MpaioBaTH.

TCP SYN ninrysanns. [16, 17, 18, 19]

Takuii MeTOJ € JTy’Ke TOIMYJISIPHUI, BUKOPUCTOBYETHCS B OUTBIIIOCTI BUTIAIKIB. 3a
JOTIOMOTOI0 HHOTO MOKHA JII3HATUCS MPO AKTUBHICTH XOCTa B MEPEX1 Ta YU BIJIKPUTI
noTpiOH1 HaM nopTu. [Ipu TakoMy ckaHyBaHHI1 3’€/THAHHSI HE BCTAHOBIIOETHCS JI0 KiHIII,
HAa MOTPIOHMI HaM TOPT BiAMNpaBiIseTbest MoBiMOMIIEHHS SYN(TOOTO maker 3
BcTaHoBIeHUMH SYN mpamopom, M0 O3Hadae, mo MU Xxodemo BcraHoButu TCP-
3’€IHaHHS 3 IIUJIEBUM XOCTOM ) 1 YeKaeMo BiamoBimi. Skmio BiAmoBiab Oyne
SYN/ACK(to6To maker 3 BctanoBiieHUM SYN/ACK mpamnopowm, 1o o3Hayae, Mo XOCT
TrOTOBU BCTAHOBUTH 3 HaMHU 3’ €JHAHHS 1O BKa3aHOMY MOPTY) — MOPT BIAKPHUTHIA, XOCT
akTUBHUHU. AKio kK y BianmoBias otpuMmanu RST — nmopT 3akputuii. Ajne 1i AB1 BiATOBIII
03HAYAIOTh OJIHE — XOCT aKTUBHHM.

TCP ACK minrysanns. [16, 17, 18, 19]

ACK minryBanHsi Onu3bke 10 SYN MiHTyBaHHS - TaKOXX BUKOPHCTOBYETHCS
npotokon TCP. Tlpote 3amicTh BigmpaBIEHHS IMAKETy 31 BCTAHOBICHHUM IIPAiopoM
SYN, BinmpaBnsietbecss maker 3 mnpamopom ACK. Ileit mnpamop BimmoBimae 3a
MiATBEpKEHHA oTpuMaHuX nanux B TCP. Ane Tak sk momepeaHbhoro 3’€THAHHS He
Oy70 1 TaH1 XOCT HE BIAIPaBISB — BiH BIAIPABUTH MAKET 3 OMKMCAHUM BHIIE MTPATIOPOM
RST. Tak mu ni3HAEMOCH MPO AKTUBHICTH XOCTA.

Jlesiki cUCTEMHI aIMIHICTpATOpHU TMPHU HAJAIMITYBAaHHA MIKMEPEKEBOTO EKpaHy
MOXyTh 3abmokyBatu BximHe TCP 3’emHaHHS, TOOTO KOPHUCTYyBad 3MOXKE
kopuctyBarucs [atepreroM Ta iHiniroBatu TCP 3’emnHanHs, ajne XTOCh 330BHI MEpexKi
poro 3pobutu He 3moxke. Came Tomy TCP SYN minryBanns Ta Ping ckanyBaHHS

MOXYTh HE JJaTU MPAaBUJIBHOTO pe3ynbTaTy Ha BiaMiHy By ACK miHryBaHHs. AJie iHIII
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HajalTyBaHHA MOXyTb He mnpomycTtuTtd 1 ACK miHryBaHHs depe3 po3Ii3HAaBaHHA
Hernepen0auyeHuX MaKeTIB K (PIKTUBHUX.

TCP ckanyBaHHS 3a JJOIIOMOI'OI0 CHCTEMHOI'0 BUKIUKY connect. [16, 17, 18, 19]

VY Bumajky, skmo SYN CkaHyBaHHS HE MOXE BUKOPHUCTOBYBATHUCH (KOPHCTYBad
HE Ma€ JOCTaTHIX MpaB i GOPMYBaHHS CUPUX MAaKETIB, a00 SKILO CKaHYEThCS MEpexa
3 BukopuctaHHsM IPv6) BukopuctoByerbcas TCP ckaHyBaHHS 3a J1OIOMOTOIO
CHUCTEMHOTO BUKIWKY connect. CkaHep uepe3 OMepaliiiHy CHUCTEMY BCTaHOBIIOE
3’€¢HaHHA 3 IHIIMM XOCTOM dYepe3 CHCTEMHUIl BUKIWK connect. J[ms Toro, 1mo6
orpumMatH iHdopMmalliro npo 3’eqHaHHs ckaHep BukopructoBye Berkeley Sockets API .

Takuii THN CckKaHyBaHHS BUMarae Ouibllle dYacy Bif craHgapTHoro SYN
ckanyBaHHA. SYN ckaHyBaHHS MpalIO€ 3 HAMIBBIAKPUTUMU MOPTAMH, HA BIIMIHY BiJ
pOOOTH 3 CHCTEMHHUM BUKIIMKOM — Ji¢ 3’ €THAHHS BCTAHOBIIIOETHCS TIOBHICTIO. 3 MiHYCIB
HE TUIBKM Yac, OMHCYBaHWUU CHOCIO TaKoXX € OUIbINE IMOMITHHM JIJIi CUCTEMHHUX
aJMIHICTPATOPiB Ta CUCTEM BHUSBICHb BTOPTHEHb — TaK SIK BCTAHOBJICHI 3’ €JIHAHHS
OyIyTh 3alIUCYBATUCH 3 JIOT (hailiin.

UDP ninrysanns. [16, 17, 18, 19]

Takuit meron BUKOpPUCTOBYE TmpoTokoa UDP s miHryBaHHS XOCTIB.
Buxopucranus UDP poOuth ckanyBaHHSI OUTBII MOBUIBHUM HIXK 3a qomomoror TCP
gyepes Te, [0 MU HE BCTAHOBJIIOEMO 3B’SI30K TEpe1 BIAMPaBKOIO NaHuX. OTxe HE MaEMO
noBiTOMIICHHS Mpo oTpuMaHHs sk B TCP. Tako CKJIaJHOCTI Ta MOBUIBHOCTI CIIPHSIE TE,
o OUIBIIICTh CIOYXKO OyIyTh ITHOPYBAaTH TMOPOXHIA MakeT 1 MH HE OTPUMYEMO
KOJTHOTO TIOBIIOMJICHHSI, TPOTE JEAKi BCE K BIANOBIAAIOTh. 3aci0 CKaHyBaHHS
HaJICUJIa€ TIOPOKHIA TIAKeT Ha IUIbOBHH XOCT. BiamoBiip 3 IMOMHIIKOK «IIOPT
HEJIOCSDKHHID) TOBIIOMIISIE TIPO 3aKPUTHUH TIOPT Ta MPAIE3AATHICTh CUCTEMU. SKIO X
MOBIAOMIIEHHs Oyae MICTUTH i1HGOpPMAIliI0 MPO HEAOCTYMHICTh IIILOBOI MAIIWHH,
Mepexi uu nepeBuiieHas TTL — mammHa BUMKHEHa a00 HemoctymHa. [IpoTokonu, siki
Haivacrime BukopuctoBytoTb UDP: DNS (53), NTP (123), SNMP (161), VPN (500,
1194, 4500), RDG (3391).

CkanyBanHs HecTangaptaumu ICMP 3anurtamu. [16, 17, 18, 19]
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[Iporokon ICMP mae He Tinpku echo 3amuTH, a mie ¥ 3a0UTH IS OTPUMAHHS
iHpopmarii. Lle MOKyTh OyTH SIK 3aIUT apEeCHOT MACKH YU MMOTOYHOro 4acy. Binmnosinb
XOCTa Ha Takui 3amut OyJe O3HadaTH, M0 XOCT akTuBHUU. Taki 3anuTu
BUKOPUCTOBYIOTHCSA PIAKO. SIKIIO CUCTEMHHUN aaMIHICTPATOP BIIKIIOYUB MOKIUBICTb
ctangapTHoro Ping ckanyBanHs echo 3amutamu , ane 3a0yB MpO IHIII BUAM 3alUTIB
nporokony ICMP — To MmoxHa cipoOyBaTH.

TCP NULL, FIN, Xmas. [16, 17, 18, 19]

Meronu TCP NULL, FIN, Xmas BUKOPUCTOBYIOThCS Habaratro pijaiie, BOHU
6a3ytotecst Ha RFC 793, 3rifHo 3 SKUM NpU 3aKpUTOMY TOPTI, HA BXITHUM MaKeT
BinminHUH Big RST, moTpibno Bianosimatu makerom 3 RST. Came depes Te, 110 METO
0a3yeThCs Ha 0COOMMBOCTI crenudikallii, BiH mpaitoe He 3apxau. Y meronai NULL-
CKaHYBaHHSI HE BCTaHOBIIOEThCS kojieH Oir B TCP-3aromoBky. Ha 3akputuii mopr,
cucTeMa BiJnpaBiisie BiAMoBiAb makeT 3 6iToMm RST. Skmio mopt BigKpUTHIA - BiICYTHIH
Biaryk. ¥ meroni FIN-ckanyBanHusi BcraHoBmoeThess 0iT TCP FIN y TCP-3arosoBky.
SAxio nopt 3akpuTuii - reHepyeThess RST y BianmoBinb. SAkino mopt BiAKpuTuii — Oyje
BIJICYTHIM BIATYK. ¥ Xmas-ckaHyBaHHI BcTaHOBIOIOThCS mpanopu FIN, PSH ta URG B
TCP-3aronosky. Konu nopt 3akputuii, ouikyerscs BimnpaBka RST y Bignosias. Skino
MOPT BIAKPUTHH - BIICYTHIH BIATYK.

TCP-ckanyBanus Meiimona. [16, 17, 18, 19]

Meronuka TCP-ckanyBanHs Meitmona myxke cxoka Ha NULL, FIN 1 Xmas-
ckanyBaHHsA, ane BukopuctoBye 3anuTu FIN/ACK.  3rigno 3 RFC 793 mnpu
BukopuctanHi TCP Ha Takwmii 3amut Mae rteHepyBaTucs RST-maker, sKmo mopr
BIIKpUTUN YU 3aKpUTUNA. MEeiIMOHA TTOMITHB BPa3JIMBICTh, OB’ s3aHy 3 TUM, 110 6arato
BSD cucrem, skmo mopT BIIKpUTHI HE TeHepyloTh HOBUM RST maker, a mpocto
BIJIKHIafOTh BX1THHM MTaKET.

CkanyBanHs TCP-moptiB mpanopamu SYN|FIN 3  Buxopucranusm IP-
¢parmenTanii. [16, 17, 18, 19]

Merton ckanyBanHs TCP-noprtiB nmpamopamu SYN|FIN 3 Bukopucranusm IP-

¢dparmenTanii cxoxuii To onucanux Buiie MeroAiB TCP SYN 1 TCP FIN ninryBanss.
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[Ipote mae pesiki monatkoBi aetami. Hesenukuit maket TCP moninserscs Ha asa IP-
(parMeHTH Ta HaJCUJIAETHCS HA HUIbOBY MalinHy. Ha cTOpoH1 IbOBOT MAIlIMHU 111 J1BA
MakeTu 3’ €AHYIOTbCSI B OJUH Ta OOpoOiseTbcst K oAMH 3BHuYaHuii maker TCP 3
nparmopoM SYN a6o TCP 3 mpanopom  FIN. TakumM uYuHOM MOXXHaA OO1NTH
MDKMEPEKEBUI eKpaH.

BucHoBku mo poszauny: IlpoananizyBaBiiM HaWBIAOMIIII METOAU CKaHYBaHHS,
BUOUpaeMo niisi BukopuctanHs B cBoii Meromuiii TCP SYN Ta UDP ckanyBanHHS.
[IpoTokonu, siki Haiyacrtime BukopuctoBytoTh UDP: DNS (53), NTP (123), SNMP
(161), VPN (500, 1194, 4500), RDG (3391). IlIpu nemocrynunocti TCP SYN ta TCP
ACK minryBanHs BukopuctoByemo TCP ckanyBaHHS 3a JOMOMOTOI0 CHCTEMHOIO
Bukinky connect. TCP SYN 3uaxonuthbcs Buie 3a mnpioputretom, Tomy 1o TCP
CKaHyBaHHS 3a JOTIOMOTOI0 CHCTEMHOI'0 BHUKIMKY connect 3aiiMae Oulbllie 4acy 1 €
OUIBIIIE TTIOMITHUM JIJII CUCTEMHUX aJIMIHICTPATOPIB Ta CUCTEM BHSBJICHb BTOPTHEHb —

TaK K BCTAHOBJICHI 3’ €IHAHHS OyAYyThb 3alMCYBATUCh 3 JIOT (haiiiIu.
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3 BIJJAJIEHE CKAHYBAHHSA HA TTPUKJIAJTHOMY PIBHI

3.1 3acobu Bia1aJeHOro NOLIYKY Bpa3IMBOCTEH

€ OaraTo pi3HHUX CKaHEpPIB, KOKEH 3 SKMX Ma€ yHIKaJIbHI MOXKJIMBOCTI, [0 POOUTH
iX KOPUCHUMH IJIsl Pi3HUX 3aBlaHb. JlJig TOCSTHEHHS MaKCHMAalbHO TOYHHMX 1 TIOBHUX
pe3yibTaTiB PEKOMEHIYETHCSI BAKOPUCTOBYBATHU KilbKa ckaHepiB. [33]

Nmap (Network Mapper)

Nmap € ogHuM 3 HaOUTbII BIIOMHUX MEpEKeBUX ckaHepiB. Bin minrpumye Bci
METOJIM CKaHyBaHHs, OMMCAHI B PO3JIUIL 2, 1 IPOMOHY€E MUPOKUIM CHeKTp QYHKLINA s
aHaJi3y MEpex.

Wireshark

Wireshark € monysspHEM iHCTPYMEHTOM IS aHAII3Y MEPEKEBHX HakeTiB. Moro
MOKHa BHUKOPHMCTOBYBATU K I aHali3y Tpadiky B MEpexi, Tak 1 s CKaHyBaHHS
MEPEK.

Zenmap

Zenmap - e rpadiuamii iHTepdeiic s Nmap, 1o poouTh HOro OUIBII 3pyIHUM
JUTSL 3BUYAHUX KOPUCTYBAYiB.

Angry IP Scanner

Angry IP Scanner - mpocTuii 1 IIBUAKUI 1HCTPYMEHT Il cKaHyBaHHs [P-aapec,
1110 Hajiae 0a30By 1H(OPMAITiIO PO MPUCTPOT B MEPEXKI Ta iXHI MOPTH.

OpenVAS (Open Vulnerability Assessment System)

OpenVAS € cucremMor IHCTpYMEHTIB /IS BUSBICHHS BpasnuBocTed. BoHa
MPOTIOHY€E TIUPOKHUM CIEKTP TECTIB HA MPOHUKHEHHS 1 € BIAKPUTHM MPOTPAMHHUM
3a0e3MeYeHHSIM, K€ YaCTO BUKOPHCTOBYETHCA K aibTepHAaTHBA Nessus.

Netcat

Netcat - me MmepekeBHii IHCTPYMEHT, sIKuii 103BoJisie BcTaHoBmoBatu TCP 1 UDP
3'€eIHAHHS AJI YUTAHHA Ta 3alKCy JaHUX y Mepexi. BiH KopucHHIl Ans TOCHiIKEHHS
MepeK, CKaHyBaHHS MOPTIB Ta TECTYBaHHS 3'€ JHAHb.

Masscan
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Masscan € BHUCOKOIIBHIKICHUM CKAaHEpPOM TIOPTIB, SKHM CTBOPEHUH s
IIBUAKOTO CKaHYBAaHHS BEIMKUX MEPEK.

Aircrack-ng

Aircrack-ng - e HaOip mporpam JjIs ayuTy Ta TECTYBaHHS OS3POTOBHX MEPEK,
110 BKJIFOYA€E IHCTPYMEHTH JJIsl CKAHYBAaHHS Ta aHAJI3Y.

Yacrime HWoro BUKOPUCTOBYIOTH JJIsS BUSIBJIEHHS BPa3JIMBOCTEH y BeO-I0oAaTKax,

ajie BIH TaKOXK Ma€ MOKJIUBOCTI AJIs1 CKaHYBAaHHS MCpC)Ki Ha BpaBJII/IBOCTi.

3.2 Nessus [22]

Nessus € HaUNOMyJSIPHIIIAM IHCTPYMEHTOM ISl BUSIBJICHHS BPa3jMBOCTCH Ta
NPOBEJICHHS TECTIB HA MPOHUKHEHHS B KOPIIOPATUBHUX Mepekax. BiH J1ae MOKIMBICTD
NPOCKAHYBAaTH TEPUMETP PI3HUMH METOJaMH Ta PI3HUMHU BXKE FOTOBHUMH IIa0JOHAMU
CKaHiB, ITICJII CKaHYBaHHS MOKa3ye BPa3IUBOCTI Ta METOIHU iX YyCyHEHHs. B pe3ynbTarax
CKaHyBaHHS BHBOJUTH 3aralibHI peKOMEHAIIi1, 1[0 3pYYHO JJIsl OLIHKH BPa3IUBOCTEH Ta
TIOJJAJTBIIIOTO TTOKPAIIEeHHS O€3MEKH CUCTEMH.

IaTepdetic Nessus:

Nessus mae 1Bi ocHOBHI cTopiHkH: Scans (puc. 3.1) ta Settings (puc.3.2).

DIE NessusProfessional ~ Scans Settings

Pucynok 3.1 — Iurepdeiic ctopinku Scans



Ha cropinui Scans Mu MOXeMO MOOAUUTH BXKE MPOBEJEHI CKaHYBaHHS,

OyiM po3MOAUIEH] MO ManKaM 1 CTBOPUTH HOBE CKaHYBaHHS.
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Software Update Encryption Password Events

Plugins
10.6.4 (#5) LINUX Last Updated
License Expiration
Plugin Set

Policy Template Version

Activation Code

February 18 at 11:02 PM

March 02, 2025 Upgrade to Nessus Expert

202402182302

202402121405

Z3BA-KWS8-NQHE-JFID

Takox HaBeeHI BiKe TOTOBI madIoHu ckanyBaHHs (puc. 3.3-3.5).

(Otenable NessusProfessional ~ Scans

Policies

Plugin Rules

® Terrascan

Customized Reports

Scan Templates

< Back to Scans

Scanner

Host Discovery

A

Basic Network Scan

5’ ¢

Advanced Scan

2/

Advanced Dynamic Scan Malware Scan

. o 3,
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Mobile Devi:}



Settings

essional ~ Scans

Web Application Tests

<

Ripple20 Remote Scan

4

Active Directory Starter
Scan

A"
4
(N

ContiLeaks

\

Credentialed Patch Audit

Zerologon Remote Scan

S
-

Log4Shell

)

Ransomware Ecosystem

Intel AMT Security Bypass

N

S

Solorigate

S

Log4Shell Remote Checks

Y

2022 Threat Landscape
Report (TLR)
icanto de

Spectre and Meltdown

ProxyLogon : MS Exchange

38

Log4Shell Vulnerability
Ecosystem

-

WannaCry Ransomware

D

PrintNightmare

CISA Alerts AA22-011A and
AA22-047A
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A“
K 4
‘\V

ContiLeaks

' o

Audit Cloud Infrastructure

E

Policy Compliance Auditing

0]

Ransomware Ecosystem

Internal PCI Network Scan

]

SCAP and OVAL Auditing

=N
2022 Threat Landscape
Report (TLR)

MDM Config Audit

=

Offline Config Audit

PCI Quarterly External
Scan

Pucynoxk 3.5 — Illabmonn ckanyBaHHS JIsl TPOBECHHS ayIUTY Ha BiMOBITHOCTI

IO TIOJIITUK

[Tpuknan ckanyBaHHS HaBeJIeHU HA puC. 3.6.
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Ripple20 Remote Scan@

< Back to Internal Windows

Scan Summary Hosts 9 Vulnerabilities 3 History 1
Scan Details
@ o o
Critical Vulnerabilities High Vulnerabilities
@ o t) 0
Medium Vulnerabilities Low Vulnerabilities
Details

Scan Name: Ripple20 Remote Scan
Plugin Set: 202401242321
CVSS_Score: CVSS_V2

Scan Template: Ripple20 Remote Scan
Scan Start: January 25 at 10:59 PM
Scan End: January 25 at 11:08 PM

Pucynok 3.6 — Ilpukian pe3ynbTaTiB CKaHyBaHHS

Ha octannpbomy pucyHKy Oauyumo, IO CKaHEp HaJa€ HaM 3arajbHUN OMUC Ta
OI[IHKY BHUSIBIICHUX BPa3NIMBOCTEN MO PiBHAX KputuyHOcTi. Ha cycimniil Bkmamii hosts
NpUBEACHUI CHOUCOK TpOCKaHOBaHMX xocTiB. Ha Bxmaami History moxHa

MEPEKITIOYATUCS MIXK ITUM CAMUM CKaHYBaHHSIM IIPOBEJICHUMH B PI3HMIA Yac.
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3.3 Ornsan Bukopuctanus OpenVAS [23] (puc. 3.7-3.18)

Greenbone Security Assistant — Mozilla Firefox

-

& Greenbone Security Assist= X @ mikesplain/openvas - Dock: X

=)
& @] O & https://127.0.0.1/omp?cmd=dashboard&token=83401000-b" ¥¥ ® @ 9 =
; Greenbone. Refresh every 30 Sec. ~ Logged in as Admin admin | Logout
Security Assistant Sun Apr 7 16:52:47 2024 UTC
Configuration Extras Administration

Secinfo

Assets

Dashboard Scans

Dashboard
Tasks
Reports ﬁ

Results
- Tasks by status (Total: 0)

Notes

Overrides

https://127.0.0.1/omp?cmd=get_tasks&token=83401000-bff4-4c44-9f68-bea92c5b9ae8
D€ E &0 Q1953

Pucynox 3.7 — CTBOpeHHsI CKaHyBaHHS

_@Q

Greenbone Security Assistant — Mozilla Firefox
%

[f] & Greenbone Security Assists X @mikesplain/openvas-Doci 23 -+
O G https://127.0.0.1/omp2cmd=get_tasks&token=83401000-bf ¥ © & & =
Logged in as Admin admin | Logout

« > C
Gl'eel_'lbone' Refresh every 30 Sec. ~
Security Assistant Sun Apr 7 16:53:34 2024 UTC

Dashboard Scans Assets Secinfo Configuration Extras Administration Help

s : Filter: [ %]
Task Wizard jod=70 af _ovemides=1 rows=10 first=1 sort=name
Advanced Task Wizard &3 |- ¥

— Modify Task Wizard

{ Tasks (0 of 0) 7

~ Tasks with most High result... - Tasks by status (Total: 0)

v Tasks by Severity Class (Tot...

No [Tasks with High severity found

https://127.0.0.1/omp?cmd=wizard&name=quick_First_scan&filter=&filt_id=&token=83401000-bff4-4c44-9f68-bea92c5b9ae8
O« E & ¢ QO 1953
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Greenbone Security Assistant — Mozilla Firefox - O Q
@ & Greenbone Security Assists X @ mikesplainfopenvas - Dock: X -+ v
« = C O & https://127.0.0.1/omp2cmd=get_tasks&token=83401000-bf/ ¥ ® @ 9 =

Quick start: Immediately scan an IP address

IP_address or hostname:
[127.00.1

The default address is either your computer or your network gateway.
As a short-cut | will do the following for you:

1. Create a new Target

2. Create a new Task

3. Start this scan task right away

4. Switch the view to reload every 30 seconds so you can lean back and watch the scan progress

In fact, you must not lean back. As soon as the scan progress is beyond 1%, you can already jump into
the scan report via the link in the Reports Total column and review the results collected so far.

When creating the Target and Task | will use the defauits as configured in "My Settings”.

By clicking the New Task icon &8 you can create a new Task yourself.

B E &0 [ 1954

Pucynok 3.9 — CTBOpEHHS IPOCTOTO CKaHyBaHHS

Greenbone Security Assistant — Mozilla Firefox - 0 o
[EJ & Greenbone Security Assist: X @ mikesplain/openvas - Dock: X + v
« - C O & https://127.0.0.1/omp?cmd=get_tasks&token=83401000-bf" ¥¥ O @ 9 =
Greenbone | Refresh every 30 Sec. v | Logged in as Admin admin | Logout

Sun Apr 7 16:53:34 2024 UTC |

Security Assistant

Dashboard Scans Assets Secinfo

Administration

Extras

Configuration

R BaE
Task Wizard pply_overides= =10 first=1 sort=name
‘Advanced Task Wizard 8-~
p Modify Task Wizard
v Tasks (0 of 0) %
~ Tasks by Severity Class (Tot... v Tasks with most High result... - Tasks by status (Total: 0)

No|Tasks with High severity found

https://127.0.0.1/omp?cmd=wizard&name=quick_task&filter=&filt_id=&token=83401000-bff4-4c44-9f68-bea92c5b9ae8

7 = , B€E & W O 1954
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Greenbone Security Assistant — Mozilla Firefox - 0 0

EJ & Greenbone Security Assist: X @ mikesplain/openvas - Dock: X + v

« - C O & https://127.0.0.1/omp?cmd=get_tasks&token=83401000-bf" ¥ ® @ 55 =

| can help you by
creating a new scan
task and

Quick start: Create a new task

g New Quick Task
automatically starting Task Name B Q
s Scan Config: | Full and fast a
All you need to do is .
enter a name for the Target Host(s):
new task and the IP == S =
of the target, and ’
select a scan empty —
configuration. Rt !

You can choose if you
want me to run the
scan immediately,
schedule the task for
a later date and time,

Full and fast ultimate

Full and very deep

or just create the task SSH Credential Full and very deep ultimate | g port [ 22 =
SO you can run it Host Discove

manually later. SMB Y

In order to run an authenticated scan, you have to e o

select SSH and/or SMB credentials, but you can ESXi = v |

also run an unauthenticated scan by not selecting Credential

any credentials.
Email report to

If you enter an email address in the "Email report to”

Be B & 0 O 1958

Pucynok 3.11 — CTBOpeHHS pO3MIMPEHOTO CKaHYyBaHHS

Greenbone Security Assistant — Mozilla Firefox — O 0
E] & Greenbone Security Assist: X @ mikesplain/openvas - Dock: X -+ v
< C O & https://127.0.0.1/omp2cmd=get_configs&token=83401000-' ¥ & 9 =
/#\ Greenbone | Refresh every 30 Sec. ¥ | Logged inas Admin admin | Logout
&2/ Security Assistant o Sun Apr 7 17:13:34 2024 UTC
Dashboard Secinfo Con,i}gllmtlpn Extras Administration
W '
(7 *x]T) Filter: [Pucgets
rOWE=10-first=1 T Port Lists
Credentials | & ¢

| » Alerts
&J Scan Configs (8 of 8) Schedules

Report Formats

Agents L s -~ © e bt
Filters

Tags 4 B@EC0

Discovery
(Network Discovery scan configuration.)

Permissions
empty =y o >
(Empty and static configuration template.)

Full and fast )

(Most NVT's; optimized by using previously collected information.) o2 Ld 49767 Ld EIG@hJld
Eull nnd fack aldimnda ~=
https://127.0.0.1/omp2cmd=get_configs&token=83401000-bff4-4c44-9f68-bea92c5b9ae8 | 49767

@ OB E & 0 O 2013

Pucynok 3.12 — KoHirypauist ckaHyBaHb



Greenbone Security Assistant — Mozilla Firefox

[3 & Greenbone Security Assist: X @ mikesplain/openvas - Dock: X +

&« > C O (Ga https://127.0.0.1/omp?cmd=get_configs&token=83401000-" ¥

Refresh every 30 Sec. *

Dashboard Asset Secinfo Configuration Extras Administration

a ﬂ Filter: l

rows=10firsk=1 sart=name

Name Myscanconf
Comment

Base () Empty, static and fast
(® Full and fast

SN F S AL LA &,
(Empty and static configuration template.)
:».'rv" »[l v'/'*, =

Full and
05t NV

i

fast ultimate
e o

ose tha

Pucynok 3.13 — CTBOpeHHsI HOBOI'O CKaHYBaHHS

Greenbone Security Assistant — Mozilla Firefox

=) £ Greenbone Security Assist= X @) mikesplain/openvas - Dock: X -+
e

= G O & https:;//127.0.0.1/omp?r=1&cmd=get_configs&token=c4e6f Ty

[ 20:51

- 0 Q

® ©® 8 =

Dashboard Scans Assets Secinfo Configuration Extras Administration

FuII and fast

) ‘
(Most NVT's; optimized by using previously collected information.) oz 8 4ok

Full and fast ultimate =
(Most NVT's including those that can stop services/hosts; optimized by using 62 Lo 49767
previously collected information.)

€l

Full and very deep

(Most NVT's; don't trust previously collected information; slow.) b & 49767

(3]

Full and very deep ultimate
(Most NVT's including those that can stop services/hosts; don't trust 62 e 49767
previously collected information; slow.)

Host Discovery = 5 -~
(Network Host Discovery scan configuration.) e
Myscanconf 62 61 49767
(Most NVT's; optimized by using previously collected information.) S

System Discovery = 6 B 20

(Network System Discovery scan configuration.)

[ vApply to page contents ~

(Appiied filter: rows=10 first=1 sort

L

L&)

3

i | #] o] ¥
BECO
B&Ea0
i [ ~{ o3
m]~{el}]

i |~ o]

https://127.0.0.1/omp?cmd=edit_config&config_id=1812f54d-...lter=&filt_id=&token=c4e6f04a-c628-4754-8ac9-4dda673cbde8

B E &0 3 2101
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Greenbone Security Assistant — Mozilla Firefox = m) Q
[f] & Greenbone Security Assistz X @ mikesplain/openvas - Dock: X -+ v
&« @, O & https://127.0.0.1/omp?r=1&cmd=get_configs&token=c4e6fl T ® @ 51 =

Dashboard Scans Security Checks
Brute force attacks 90f9 N ey es
Buffer overflow 562 of 562 .~
> Scan Confi CISCO 647 of 647 0O =

HE1-co Bl

CentOS Local Security 2528 of % Sione

Checks 2528

Bk Bk Bk bR BR O

Dlscevory & I : & y
Network Discovery scan confl  Cii 723l BEN
(Network Discovery scan con Citrix Xenserver Local 5 i s L -
ty § Security Checks 30 gkl L~
emp ; =
(Empty and static configuratig ) & BRia
Fullandfast R
(Most NVT's; optimized by usi 10767 1 Awl

Pucynok 3.15 — PenaryBanns koH]irypaiiii cCkaHyBaHHS

Greenbone Security Assistant — Mozilla Firefox - 0O Q
[—f] & Greenbone Security Assists X @ mikesplain/openvas - Dock: X + %
&« > G O & https://127.0.0.1/omp2cmd=get_targets&token=c4e6f04a-c ¥ ®@ ©® 9 =
SR Gree“bone. | Refresh every 30 Sec. v | Logged in as Admin jld:_m‘ivnl Logout
Security Assistant i Sun Apr 7 18:08:16 2024 UTC
Dashboard Scans Assets Secinfo Configuration Extras Administration Help

(7] %] Filter: BE

l_é_J Targets (1 of 1)
L R 1-1ofl e et)

Target for Scanl

(Automatically generated by 127.0.0.1 1 OpfenVAS BEE
wizard) Dt

v

_vApply to page contents v | [} Y

1-1of

https://127.0.0.1/omp?cmd=new_target&next=get_target&Fil...name&fFilt_id=&token=c4e6f04a-c628-4754-8ac9-4dda673cbde8 &t

D€ E &0 3 2108
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Greenbone Security Assistant — Mozilla Firefox - O o
E] & Greenbone Security Assistz X @ mikesplainfopenvas - Dock: X + v
&« D G O & https:;//127.0.0.1/omp2cmd=get_targets&token=c4e6f04a-c ¥¥ ® & =

Name

Comment

Hosts

Exclude Hosts
Reverse Lookup Only
Reverse Lookup Unify
Port List

Alive Test

Credentials for authenticated checks

SSH
SMB

ESXi

SNMP

=
[—

[17217.01

Scan Config Default

ICMP Ping

TCP-ACK Service Ping

TCP-SYN Service Ping —|

Browse... | No file selected.

ARP Ping
ICMP & TCP-ACK Service

Ping

ICMP & ARP Ping ]

Scap CofigDeimt. -
- ~ |on port[22 (>
- | *)

- v )&

DO E&

2 21:08

(=) & Greenbone

Pucynok 3.17 — HanamryBanss 1ijieli cCkaHyBaHHS

Greenbone Security Assistant — Mozilla Firefox - O 0
Security Assists X @ mikesplain/openvas - Dock: X -+ v
O G https://127.0.0.1/omp?cmd=get_targets&token=c4e6f04a-c ¥ ®@ ® &5 =

Name

Comment

Hosts

Exclude Hosts
Reverse Lookup Only
Reverse Lookup Unify
Port List

Alive Test

Credentials for authenticated checks
SSH

All IANA assigned TCP
2012-02-10

[17217.01

Browse... ] No file selected.

All IANA assigned TCP and
UDP 2012-02-10

All privileged TCP

All privileged TCP and UDP

All TCP ‘

All TCP and Nmap 5.51 top

100 UDP

|
8
)
| ©
| =
| 2
«Q
|0
o
|
=

~ |on port[22 [ |
| * |
-G

B E &

2 21:09

Pucynok 3.18 — HanmamryBanHs 1iiel CKaHyBaHHS



31

Skio Mu He MaemMo 1HGOPMAILIIIO TPO MEPEKY, AKY OyAeMO CKaHyBaTH — JOPEYHO
BUKOPUCTOBYBATH B)KE€ F'OTOB1 CKaHYBaHHs. SIKIIO MM MaeMO 1H(POPMAIIiIO TPO MEPEKY,
PO3YyMIEMO Ha SIKUX MOPTaX, HA AKUX Ip € CIyXOHu, IKi O MM XOTUIM MEPEBIPUTH Ha
Bpa3nuBOCTI — Oyzae JjoriyHime cdopmyBaTh cBoe ckaHyBaHHA B OpenVAS. Taxe
CKaHYBaHHS Mpoiife HabaraTo MBUJIIE Ta MOOAYMMO TUIBKU KOPUCHY 1H(POPMAIIIIO.

Mu MokeMO HallallTyBaTH CKAaHYBaHHS IiJ] Hallll NOTpeOH, MPOCKaHYBaBIIU
NoTpiIOHI HAM OPTHU, XOCTH, IPOTOKOJIM, BUIAJIUBIIN HEMOTPIOHE 3 0A30BUX CKAHYBaHb.

Hanpuknan, sxmo mu 3Haemo, mo Ham He moTpiOHe ckanyBanHs CISCO, To
MOKeMO Horo BuaanuTu. baunmo, 1o Bigpasy x BUAANSA€ThCA 647 CKPUNTIB B HAILIOMY
CKaHyBaHHI. Skio 3HaeMo, 1o He OyaeMo ckanyBatu CentOS — B Hamii kKoH(piryparii
cTae MeHmie Ha 2528 ckpunriB. TakuM YMHOM MOYXKHA HaJAIITYBaTH CKaHEp Mija Haili
noTpeou.

BucHoBku mno posauty: s po3mMpeHHS iana3oHy KOMIAHIA, SKI 3MOXYTh
KOPUCTYBAaTHCh PO3pPOOJIEHOI0 METOAMKOIO — 3aiuiiato BUOip Mix Nessus Ta OpenVAS
B 3aJICKHOCT1 BiJ OOJDKETy KommaHii Ha KiOepOesmeky. DYyHKIIOHAIN [IUX CKaHEpIB
HaWOLIBIIE MIAXOASITH JJIS IPOBEJCHHS TTOBHOI[IHHOTO CKaHYBaHHS KOMIIaHI1 3 YITKUMH

BUCHOBKaMH.
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4 PO3POBKA BJIACHOI METOJJUKHU ITOIIYKY BPA3JIMBOCTEN

4.1 Anani3 iICHyIOUMX CTaHJIapPTIB Ta METOJIMK TECTYBaHHS Ha MPOHUKHEHHS:[30]
OSSTMM [25]

The Open Source Security Testing Methodology Manual - e Bimomuii ctanmapt
TECTyBaHHS Ha TPOHUKHEHHS. ba3yrounch Ha HBOMY MOXHA 3pOOUTH YiTKHM
CTPYKTYPOBaHHMH TUTaH, COPMYIIIOBATH BIACHY INKAIy OIIHIOBaHHS pIiBHA Oe3meKu
koMraHii. ToOTO B KiHIII MU OTPUMAEMO JACTaIbHI Pe3yJIbTaTH MPOBEICHHS MEHTECTY.
Ils MeTomosorisi Mae eKiIbKa HAMPSAMKIB: Oe3MeKa Mepexi, Oe3rneka JrouHu, Oe3rnexa
TeJCKOMYHIKaIlll Ta Mepeki nmepeaadi 1anuX. TakoX METOAMKA OMUCYeE ACsKl peakilii Ha
kibeparaku Ta iHIHACHTH. [31] BaxkinBo 3a3HaunTH, 110 JaHA METOJMUKA OHOBIIOETHCS
3 MIEBHOIO MEPIOANYHICTIO, TOOTO 3AIUIIAETHCS aKTYaIbHOIO.

Henoniku:

Maro indopmariii mo mpakTHIll TPOBEACHHS TECTYBaHHS Ta HAOOPY IHCTPYMEHTIB
U1 11b0T0. BicyTHICTE Kiacudikailii Bpa3amBOCTEH.

ISSAF

OISSG € po3poonukom Information System Security Assessment Framework.
Meronuka € myXe NETaJbHOI0 Ta Ma€ IUIAaH BUKOHAHHS TMEHTECTY 3 MPOINUCAHUMHU
KOMaHJaMH JUIsl KOKHOTO 3 eTamiB aTak. MeToanka peasii3oBaHa B JBOX YaCTHHAX, 1€
pEKOMEHaITli: /I yIpaBIiHHA Ta 3 CAaMOT'0 TeCTyBaHHS. [32]

Peaizariis TectyBaHHS BKJIIOYA€ B ceOe eTamm:

1) [InanyBanHs Ta miAroroBka (TOOTO MIATOTOBKA ITUTAHY TECTYBaHHS Ta
HaJIaro/)KeHHsI BCiX MPABOBUX aCIEKTIB, IOTOBOPIB, TEPMIHIB).

2) Ominka (mi3HaemMoch Oimbine iHGOPMAIID TPO CHCTEMY, MEPEKY
oprasi3zaiiii, Bpa3JIMBOCT1)

[ToTim came TIpPOBENEHHS TECTyBaHHs, MPOOYyEMO OTpUMATH MPUBLIET
aJMIHICTpaTOpa, PO3IIUPHUTH CBOi MPHUBLIE], CKOMIIPOMETYBATH OLIBIIE KOPUCTYBadiB
Ta 3aJIUIIUTH 1J11 ce0€e MOKIIMBICTh MOAANBIIOT0 MIIKIIOUEHHS U1l Mepexi. BaxxnuBum

€ TAKOK IPUXOBYBAHHS CIIIB MICJIsI IPOBEACHHS TECTYBAHHS.
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Henoniku: metonuka Oyze 3aiiMaTu 6arato 4acy AJis perysipHOI NepeBipKU.

PTES [29]

Penetration Testing Execution Standard

Januii ctanmapT BKIIOYae B ce0e TEXHIYHI pEeKOMEHJalli 10J0 MPOBEACHHS
MEHTECTY: ONepalliiiHl CHUCTEMH Ta IporpaMHe 3a0e3NedeHHs, amapaTHl 3aco0u Ta
paaioTexHiyHi. BiH gae 3MOry 4iTKO ONMCATH LUl TECTYBAHHS Ta OTPUMATH AETaIbHUMI
YITKUWA pe3ynbTaT 0a3ylouuch Ha BHUXIIHMX JAaHMX aHai3y 3axUIIeHOCTi. Takox
METOJIMKa Ma€ PEeKOMEHJAalli JJIsi NEPEeBIPKU 3aKPUTTS BPA3JIMBOCTEH MICIS MEPIIOrO
POBEJICHHS TECTyBaHHSI.

3a PTES mnotpiOHO crnouyaTKy Yy3roAMTH BCI MOMEHTH IPOBEICHHS TOILIYKY
Bpa3iauBoCcTel 13 3amMoBHMKOM. [loTiM 3i0paTh BCIO MOXJIMBY 1HQOpMAIIIO PO
KOMIIaHII0 Ta 1HGOpMaIliiiHy cucTeMy KOMIMaHii, 3MOeoBaTu 3arpo3u. [IpoBoauTecs
aHai3 Bpa3JIMBOCTEH 3 MOJANBIION EKCIUTyaTalllel0 Ta MocTeKciutyaralieto. KineBum
€TalioM BUCTYyNAa€ MIiATOTOBKA 3BITYy PO IMPOBEAEHY pOOOTY 3 JETAIBbHUM OIMCOM
IPOBEACHHS KOXHOTO 3 €TalllB.

Henoniku: metonuka Oyze 3aiimaTu 6arato 4acy JJis peryspHOI MepeBipKu.

4.2 Po3poOka B1acHOT METOJMKHU Ta OOTPYHTYBaHHS ii BIaCTUBOCTEH
1)  IlnamyBaHHS.
e VY3romKeHHs IUIaHy MPOBEJCHHS TECTYBaHHS 3 KEPIBHUIITBOM
e OrtpumanHs noTpiOHOI iH(opMalii BiJg KEpiBHUIITBA IIOAO MPOBEACHHS
TECTyBaHHS
o [InanyBaHHS 4acy BUKOHAHHS
e BusnaueHHs aeianHy
o ®dopmary mojadi 3BiTY
2)  IlacuBHa po3Bigka
e Cnpoba 3HaiiTH 1HGOPMAIIIIO TIPO MIAKIIOYEHI MPUCTPOT KOMIAHIi 10 Mepexi
iHTepHeT ([HcTpymMeHTH, 110 BUKOpUCTOBYEThCS: Shodan abo ZoomEye).

e CmpobOa 3HaWTU BIAKPUTY 1HGOPMALIII0 TPO JIOMEHH, SIKI BUKOPHUCTOBYE
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koMmraHig (IHcTpyMeHT, 1o BUKopucToByeThes: Google).

Crnpo0a 3HalTH MOWITH MPALIBHUKIB, iX MOCaaU, BCIO 1H(OpMAILIIO, IKY BOHU
3aJIMIIAIOTh B COIMEPEXKax Mpo poOOTy Ha KommaHioo (IHCTpyMeHTH, IO
BUKOpUCTOBY€eThCs: Google, Social Media).

OO6’enHanHs Ta aHali3 310paHUX JAHUX JJIsI BUSBJICHHS MOTEHIIMHUX 3arpos,
AKI MOXYThb SBISATH €000 TmpaniBHUKKM KommaHii (IHCTpyMeHT, w10
BUKOPUCTOBY€EThCA: Maltego).

3) AKTHBHA pO3BiJIKa

BuxopucroByemo TCP SYN ta UDP ckanyBanns. [Ipu Hepoctynuocti TCP

SYN BukopucroByemo TCP Connect (mpuunHH JaHOTO BUOOpPY BKa3aHi B po3auii 2) .
O60B ' a3xkoB1 UDP noptu nnst ckanyBanns: DNS (53), NTP (123), SNMP (161), VPN
(500, 1194, 4500), RDG (3391).

B naniit MmeToauIll HalaHO pEeKOMEH/ Al 1010 BUKOPUCTaHHS Nmap Ta IHIIHUX

iHCTpyMeHTIB. Sk Oyno BkazaHo B po3aini 3 OpenVAS 1ie THydKUd IHCTPYMEHT, TOMY

Horo koH(iryparilis NpoBOAUTLECS MEHEIKepoM iH(opMalriitHoi 6e3reku 6a3yrouuch Ha

mporpaMHOMY 3a0e3IeueHH1, 1110 BUKOPHUCTOBYE KOMIIaHIsA Ta MOTpedax B CKaHyBaHHI.

o (CkaHyBaHHS MEpeX1 KEPTBH JJIs BUSBICHHS aKTUBHUX XOCTiB. (IHCTpymMeHTH,

10 BUKOPUCTOBYETHCS: nmap, Nessus ado OpenV AS)

e CkaHyBaHHSA MeEpeXi JKEPTBU [JIs1 BUSABJICHHS BIIKPUTUX TOPTIB 1 CIIYXKO.

(ImcTpymenTH, 110 BUKOPUCTOBYETHCS: nmap, Nessus abo OpenV AS).

Nmap TCP SYN ckanyBanus: [27]

nmap -sS 192.168.0.52

Nmap UDP ckanyBanHs:

Nmap -sU 192.168.0.52

Nmap TCP Connect ckaHyBaHHS:

nmap -sT 192.168.0.52

CkaHyBaHHS MepeXi IKEpTBH JUIA BHSABICHHS BEpPCid MPOTrpamMHOTO
3abe3neueHHst (IHCTpyMEHTH, 10 BUKOPUCTOBYEThCS: nmap, Nessus abo

OpenVAS). Jlana MeToauKa HE BKJIIOYAE MPOBEJICHHS €Tamy eKCIUlyaTallii,
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TOMY BHUCHOBOK IIOJO 3aXHIIEHOCTI CUCTEMH Oylie IPYHTyBaTUCS Ha OCHOBI
MOTOYHUX BEpPCi mporpaMHOro 3aoOe3neyeHHs. Tak Mpaiioe Ta aHajizye
cucteMy Ha BpasznuBocTi Nessus. B 3Biti matore Oytu Bkazani CWE
BpPa3NIMBOCTEH, 1O SAKUX Bpa3iIWBa TMOTOYHA BEpCis MPOTPaMHOTO
3a0€e3ne4eHHs.
e BusBrneHHsS MporpaMHOro 3a0e3meueHHs, 110 BHUKOPHUCTOBYETHCS Ta HOTO
Bepciil 3a JonoMoro Nmap:
nmap -sV 192.168.1.1
e (CkaHyBaHHS MeEpEeXi >KEPTBU JUIsl BUSABICHHS KOHQIrypauiiHUX JaHUX
(InctpymeHnTH, 110 BUKOPUCTOBYEThCS: nmap, Nessus a6o OpenV AS).
e CkaHyBaHHSI MEpPEXi JKEPTBH [UIsl BHUSIBICHHS HOBHX CIOCOOIB BTOPTHEHHSI
(InctpymeHnTH, 10 BUKOpPUCTOBYEThCS: nmap, Nessus a0o OpenV AS).
4) TlepeBipka BimomMux 3arpo3 [26]
Oco0nmBy yBary, sik 0ys0 3a3Ha4eHo B po3aiii 1 moTpioHo 3BepHyTH Ha VPN.
VPN 3abe3neuye:
e AyrteHTHdIKaIlII0 KOPUCTyBaya
e VYrmpaBiiHHS agpecamu
e IlludpyBanns gaHux
e KepyBaHHs KIIroUYamu
e [ligTpumKa KUIBKOX MTPOTOKOJIIB
ToMmy moTpiOHO TpPOTECTYyBaTH, MpOAHATI3yBaTH Ta OIIHUTH peati3alliio X
MYHKTIB Ta BKJIFOYUTH JIO KIHIIEBOTO 3BITY.
3naiitu VPN cepBep MOXHa MO BIAKPUTUX MOPTaX, AKI BUKOPUCTOBYIOTHCS TPHU

po6oti VPN Ta HaBeneHo B Tabnwmi 4.1.
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Tabnuus 4.1 — IIpoTokoau Ta NOpTU

PPTP IPSEC L2TP L2F
TCP/IP  Protocol — | IP- UDP — | UDP - | UDP -
Port/Option 47(GRE) 500(IKE) 1701 1701
TCP/IP  Protocol -|TCP-1723 |IP —
Port/Option 50(ESP)
TCP/IP  Protocol - IP —
Port/Option 51(AH)

[Tpuknaa BUKOPUCTAHHS 3a JOIMIOMOTOI0 nmap:

nmap —P0 -sU —p 1701 192.168.0.3

[acrpyment IpSecScan  BHKOPHCTOBYETHCS IS TOIIYKY  CHCTEM,  SIKi
niaTpumytoTh [PSec. [Ipukian BUKOpUCTaHHS:

IpSecScan 192.168.0.1 192.168.0.19

Icaye 6arato BpaznuBoOCTel 1MoB’a3aHux 3 peanizaiicro PPTP, tomy cHidep dsniff
MO>K€E PO3MI3HATH MPOTOKOJIN aBTeHTH (KA1 Mpy BCTaHOBJIEHHI ceancy PPTP.

e Jlns mepeBipkH CTIMKOCTI cucTeMHu 110 MeToay brute forde BHUKOpHCTOBYETHCS
notryxuuii iHcTpyMeHT THC-Hydra. B Garatbox mxepenax el IHCTPYMEHT
3a3HAYA€ThCA SK IMBHAKUN 3aBOSKH (YHKIT OJHOYACHUX 3aIlUTIB, TOMY
BUOUpaemo came roro. [lpuxan 3actocyBaHHS:

hydra -L logins.txt -P passwords.txt 192.168.0.32 ssh

e Bume takoxx Oyio 3a3Ha4eHO MPO BPA3IUBICTH CUCTEM IO aTak TUITy password
spraying, TOMy HaBeJIeMO MPUKJIa] peajizailii mepeBipKu:
hydra -L users.txt -p password 192.168.0.32 ssh
5)  IlepeBipka 00i3HAHOCTI IIEPCOHATY:

Jlroncekmii (akTOp € OMHMM 3 HalHEOEe3MEeUHImUX 3arpo3 B iHOpMaIiiHii
oesneni. ToMy BaXJIMBUM €TamoM € TEpeBipka OOI3HAHOCTI MEPCOHANy CTOCOBHO

1H(popMaliitHOT Oe3MeKu:
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a) Po3cunanHs (QINIMHTOBMX MOBIJIOMIIEHb 3 JCTEKTYBaHHSM BIIKpHUTTS 0e3
HIKIJUIMBOrO MpOorpaMHoro 3abesnedeHHs. 1IpoBoAMTHCS 3 LU0 3pO3YyMITH
HACKUIbKH MEePCOHAN BPa3JIMBHUI 10 JaHOTO BUAY aTak.

b) IlpoBeaeHHS KOPOTKOrO TECTy JUIs MPaIliBHUKIB CTOCOBHO OOI3HAHOCTI B
obnmacti iHQopMmamiiiHoi  Oe3meku. TecT CKIamaeTbcsi  MEHEIKEPOM
iHpopmMarliiiHoi Oe3neKkr KOMIaHil I1HAUBIIyalbHO, BPAaXOBYIOUYH KUTTEBUH
UK 1H(GOpMaIlii B KOMIIaHI].

6) 3BiTyBaHHs

B 3BiTI MatoTh OyTH 3a3Hau€Hi Pe3yJbTATH BCIX €TamiB MPOBEICHHS TECTYBaHHS.

3 onucOM BUSIBJICHUX BPA3JIMBOCTEH, MOPAJ 100 iX YCYHEHHS 00 3HI)KEHHSI PU3HKY.

Metoauka € peKOMEHJAIIMHO0 Ta MOXKE 3MIHIOBATHCS B 3aJICKHOCTI BiJ] TOTPeO

KOMITaHI1l.

4.3TecTyBaHHS PO3pOOIECHOT METOIUKH

1) IlnanyBaHHS

[Touryk Bpa3nMBOCTEH MPOBOIUTHCS MEHEKEPOM 3 iH(HOPMAITiifHOT OE3MeKH.

IToyaTok BukoHaHHs: 06.05.2024

Kineus Bukonanns: 17.05.2024

dopmary nogadi 3BiTy: ¢aiin .docx.

JlomatkoBa iH(opMaIlris, Mo CTOCYEThCsSI BUKOPUCTaHHS MeToauku: VPN B manii
KOMIIaH1i He BUKOPUCTOBYETHCS, TOMY TIEPEBIpKa HOTO BPa3IMBOCTEN HE MOTPIOHA.

2) IlacuBHa po3Bigka

Cnpoba 3HaiiTi iHpOpMaIliI0 MPO MIKIIOYEHI MPUCTPOi KOMIAHII 70 Mepexi

iHTepHeT(puc.4.1): [28]

'. SHODAN Explore Pricing @ burcorp.com E

n Note: No results found

Pucynok 4.1 — Pesynprat nomyky B Shodan
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Cnpo0a 3HailTM BIAKPUTY I1H(QOpPMALIIO MpPO JOMEHHU, SKI BHUKOPHCTOBYE
KOMITaHisl:

Ha caifti xomMmadii MoOXHa 3HAWTH JOMEH, SKUWA BHUKOPUCTOBYETHCSA IS
CIUIKYBaHHS 3 MOTCHIIIMHUMHU KJlleHTaMu. J{aHa iHpopmallis He Hece 3arpo3u.

Cnpo0a 3HalTH MOWITH MpalIBHUKIB, iX MOCaad, BCIO 1H(OpMaIil0, Ky BOHH
3aJIMIIAI0Th B COLIAIbHUX MEpexax Mpo poOoTy Ha KOMIAHIi1o:

[IpoananizyBaBIIM colliaJibHI MEpeki CHIBPOOITHUKIB, 3raJIKM PO KOMIIAHIIO Ta
MOTEHIIITHUX 3arpo3 BUSABIECHO HE OYII0.

BucHoBok: iH(popMaliii, sika MOxe OyTH BHUSBJIEHA MPO KOMIAHIIO B IHTEPHETI Ta
BUKOPHUCTaHa 3JJOBMUCHUKOM — HEMAE.

3) IlpoBeneHHs CKaHyBaHHS:

Nmap TCP SYN ckanyBanus (puc.4.3):

All 1080 scanned ports on 10.0.2.3 are filtered
MAC Address: B©8:80:27:52:2F:A7 (Oracle VirtualBox virtual NIC)

Mmap scan report for 10.8.2.7

Host is up (0©.00896s latency).

All 1080 scanned ports on 10.0.2.7 are closed

MAC Address: ©8:00:27:CD:FB:72 (Oracle VirtualBox virtual NIC)

Nmap scan report for 10.8.2.8

Host is up (0.80896s latency).

A1l 1080 scanned ports on 10.0.2.8 are closed

MAC Address: 88:00:27:82:9A:43 (Oracle VirtualBox virtual NIC)

Mmap scan report for 19.8.2.10

Host is up (©.0815s latency).

All 1080 scanned ports on 10.0.2.10 are closed

MAC Address: ©8:00:27:94:68:24 (Oracle VirtualBox virtual NIC)

Mmap scan report for mint-VirtualBox (10.8.2.11)
Host is up (0.0080888s latency).
All 1080 scanned ports on mint-VirtualBox (10.0.2.11) are closed

Nmap done: 256 IP addresses (7 hosts up) scanned in 20.10 seconds

Pucynok 4.3 — Pesynsrar TCP SYN ckaHnyBaHHS

Nmap UDP ckanyBanus (puc. 4.4):
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MAC Address: 08:08:27:CD:F0:72 (Oracle VirtualBox virtual NIC)

Nmap scan report for 10.0.2.8
Host is up (0.6012s latency).

PORT STATE SERVICE

53/udp closed domain

123/udp closed ntp

161/udp closed snmp

3391/udp closed savant

MAC Address: B8:00:27:82:9A:43 (Oracle VirtualBox virtual NIC)

Nmap scan report for 18.0.2.18
Host is up (0.0011s latency).

PORT STATE SERVICE

53/udp closed domain

123/udp closed ntp

161/udp closed snmp

3391/udp closed savant

MAC Address: 88:00:27:94:68:24 (Oracle VirtualBox wvirtual NIC)

Nmap scan report for mint-VirtualBox (16.8.2.11)
Host is up (0.00816s latency).

Pucynok 4.4 - Pesynsrar UDP crxanyBaHHS

Nmap TCP Connect ckanyBanus (puc. 4.5):

Nmap scan report for gateway (10.0.2.1)
Host is up (0.8092s latency).

Mot shown: 999 closed ports

PORT STATE SERVICE

53/tcp open domain

Mmap scan report for 10.8.2.7
Host is up (8.018s latency).
All 1000 scanned ports on 10.8.2.7 are closed

Nmap scan report for 10.0.2.8

Host is up (0.8097s latency).
All 1000 scanned ports on 10.8.2.8 are closed

Mmap scan report for 10.0.2.10
Host is up (0.8079s latency).
All 1000 scanned ports on 10.0.2.10 are closed

Mmap scan report for mint-VirtualBox (10.8.2.11)
Host is up (0.0081s latency).
All 1000 scanned ports on mint-VirtualBox (10.0.2.11) are closed

scanned in 5.99 seconds

Pucynok 4.5 — Pesynprar TCP Connect ckanHyBaHHS

BusiBneHHs: mporpamMHoro 3a0e3nedeHHs, 10 BUKOPUCTOBYETHCS Ta HOTO Bepcii

3a noromororo Nmap (puc. 4.6):
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Nmap scan report for 18.8.2.7
Host is up (0.8896s latency).
ALl 1800 scanned ports on 10.8.2.7 are closed

Nmap scan report for 18.8.2.8
Host is up (0.818s latency).
ALl 1800 scanned ports on 10.8.2.8 are closed

Nmap scan report for 18.8.2.10
Host is up (0.8893s latency).
ALL 1008 scanned ports on 10.0.2.10 are closed

Mmap scan report for mint-VirtualBox (10.8.2.11)
Host is up (0.818s latency).
ALl 1000 scanned ports on mint-VirtualBox (10.0.2.11) are closed

Service detection performed. Please report any incorrect results at https://nmap
.org/submit/ .
Nmap done: 256 IP addresses (5 hosts up) scanned in 27.90 seconds

PI/ICYHOK 4.6 — PCSYHBT&T CKaHyBaHH Ha BUABJICHHS IIPOTPaMHOTO 3a0e31neueHHs

BucHoBku: Bpa3nmuBocTi He 3HaiaeH0. CrucTeMa € 3aXHUIIeHOIO.
4)  TlepeBipka 00I3HAHOCTI IEPCOHATY
[TpoBeneHHsST KOPOTKOT'O TECTY JIJIsl TPAI[IBHUKIB CTOCOBHO 00i13HAHOCTI B 00J1acTi

iHbopMartiitHo1 6e3mexu (puc. 4.2):

) CratucTtuka

Cep.piBeHb CepepHin 6an LianasoH
Banu: 20,71/25 Banu: 25/25 Banu: 0-25

Poznopain 6anie

10

Pecnondermia: #
o (o] BN (s3] [se]

0 5 10 15 20 25
Habpani banu

Pucynok 4.2 — CratucTiiKka ONUTYBaHHS

CratucTu4Hi J1JaHi MOKa3yloTh, IO OUIBIIICTh MPaliBHUKIB KOMIIaHIi 0013HAHI B

obnacti iHpopmaliiiHoi Oe3neku. AJe He BCl.
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BucHoBok: 3arpo3a BUKOpPUCTaHHS 3JIOBMUCHUKOM METO/IB COIIabHOI 1HXKEHEep1i
€ Bucokoro. [IpoBeneHHss TpeHIHTY 3 iH(GOpMaIliiHOI Oe3leku € O0OB'I3KOBUM IS
3HUKEHHS PU3HKY.

BucHoBku: po3pobiieHa METOAMKA OXOIUIIOE MPOOJIeMH, OMHUCaHI B MOMEPEIHIX
po3auiax. Ha BigMiHy B OTJISHYTHX BUIIE METOJUK, il MOKHA MPOBOJUTU PETYISPHO.

Ile 7103BOJIMTH BUACHO Ta SIKICHO BUSBIIATH BPA3JIMBOCTI Ta YCYBATH iX.
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BHUCHOBKHA

B 3B’s3ky 3 COVID-19 Bce 6unbie kommnaniid 3 2019 poky nmodano nepexoauTu
Ha BiIJalieHy poOOTy, WO CTall0 CEpPHO3HUM BHUKJIMKOM JJI1 CHEIHaTICTIB 3
kiOepOesneku. Kommanii Oynau Ouibllie 30Cepe/’keHl Ha yTpUMaHHI Oi3HEC-TPOIIECiB,
aHik Ha Oesmemni. CrnemiamicTd, SIKl paHille 3aiiManucs 0OCIyrOBYBaHHSAM JIOKAJIbHUX
KOMIT I0TEpiB 31IITOBXHYJIUCS 3 3arpO3aMy BUKOPHUCTAHHS BIAJAJIEHOTO JAocTymy. Bee
Ounblle KoMIaHii nmoyano BukopuctoByBatu RDP, VPN, xmapHni pecypcu.

MeToro AMIUIOMHOTO TPOeKTy Oyna po3poOka metoauku. I[IpoananizyBaBiiu
Bpa3JIMBI MICISl CYy4aCHHX MEpEX, CTaJo 3p03yMUIO Ha SIKI MpoOJieMHU MpPU TECTyBaHHI
Ha Oe3neKy KOpIOpPAaTHUBHUX MeEpeX TMOTPIOHO 3BepTaTh yBary NpHU MIArOTOBIII

IHAUB1TYaTbHOI METOJUKHU TECTYBaHHS:

o OO611KOBI 3aMKMCH KOPUCTYBAUiB

o [Toptn

o [Ipotunais arakam MeToI0M Tiepedopy maposei
o BceraHoBneHHsI OCTaHHIX OHOBJIEHB Ta MaT4iB
o VYrpaBiiHHS TPUBUISSIMU KOPUCTYBaviB

o Kinnesi Toukn nocrymy

o VPN

byno mpoanamizoBaHO HaWBIIOMIIII METOIWKH IIONIYKY BPa3JIMBOCTEH, MPOTE
OyJIu BUSIBJICHI HEJIOTIKH:

o Mano indopmarnii Mo NpakTUIll TPOBEACHHS TECTYBaHHS Ta HaOOpy
THCTPYMEHTIB JIJIS I[HOTO.

o BincytHicTs knacudikaiiii Bpa3nmuBOCTE.

o Meroauka Oyze 3aiimMaTu 6araTo yacy AJisl peryJsipHOT IEPEBIPKH.

Po3pobnena MeTouka oXOoIToe mpodIeMu, OmicaHi B onepeaHix po3aiiax. Ha
BIIMIHY BiJl OTJISHYTHX BHIIIE METOJUK, il MOKHA MMPOBOJIUTH peryisipHo. Lle m03BoauTh

BUYACHO Ta SIKICHO BUSIBJISITA BPA3JIMBOCTI Ta yCYBATH iX.
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JIOJATOK A

[IpoToKO0a CKaHyBaHHA L1TLOBOT CUCTEMHU |
mint@mint-VirtualBox:~$ sudo nmap -sS 10.0.2.0/24

[sudo] password for mint:

Starting Nmap 7.80 ( https://nmap.org ) at 2024-05-21 00:35 EEST
Nmap scan report for _gateway (10.0.2.1)

Host is up (0.00041s latency).

Not shown: 999 closed ports

PORT STATE SERVICE

53/tcp open domain

MAC Address: 52:54:00:12:35:00 (QEMU virtual NIC)

Nmap scan report for 10.0.2.2

Host is up (0.0013s latency).

Not shown: 998 filtered ports

PORT STATE SERVICE

135/tcp open msrpc

445/tcp open microsoft-ds

MAC Address: 52:54:00:12:35:00 (QEMU virtual NIC)

Nmap scan report for 10.0.2.3

Host is up (0.00042s latency).

All 1000 scanned ports on 10.0.2.3 are filtered

MAC Address: 08:00:27:52:2F:A7 (Oracle VirtualBox virtual NIC)

Nmap scan report for 10.0.2.7

Host is up (0.00096s latency).

All 1000 scanned ports on 10.0.2.7 are closed

MAC Address: 08:00:27:CD:F0:72 (Oracle VirtualBox virtual NIC)



Nmap scan report for 10.0.2.8

Host is up (0.00096s latency).

All 1000 scanned ports on 10.0.2.8 are closed

MAC Address: 08:00:27:82:9A:43 (Oracle VirtualBox virtual NIC)

Nmap scan report for 10.0.2.10

Host is up (0.0015s latency).

All 1000 scanned ports on 10.0.2.10 are closed

MAC Address: 08:00:27:94:68:24 (Oracle VirtualBox virtual NIC)

Nmap scan report for mint-VirtualBox (10.0.2.11)
Host is up (0.0000080s latency).
All 1000 scanned ports on mint-VirtualBox (10.0.2.11) are closed

Nmap done: 256 IP addresses (7 hosts up) scanned in 20.10 seconds
sudo nmap -sU -p 53,123,161,3391 10.0.2.0/24

Starting Nmap 7.80 ( https://nmap.org ) at 2024-05-21 00:37 EEST
Nmap scan report for _gateway (10.0.2.1)

Host is up (0.00098s latency).

PORT STATE SERVICE

53/udp open domain

123/udp closed ntp

161/udp closed snmp

3391/udp closed savant

MAC Address: 52:54:00:12:35:00 (QEMU virtual NIC)

Nmap scan report for 10.0.2.2
Host is up (0.00045s latency).
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PORT STATE SERVICE

53/udp open|filtered domain

123/udp openlfiltered ntp

161/udp openlfiltered snmp

3391/udp openl|filtered savant

MAC Address: 52:54:00:12:35:00 (QEMU virtual NIC)

Nmap scan report for 10.0.2.3
Host is up (0.0013s latency).

PORT STATE SERVICE

53/udp closed domain

123/udp closed ntp

161/udp closed snmp

3391/udp closed savant

MAC Address: 08:00:27:52:2F:A7 (Oracle VirtualBox virtual NIC)

Nmap scan report for 10.0.2.7
Host is up (0.0029s latency).

PORT STATE SERVICE

53/udp closed domain

123/udp closed ntp

161/udp closed snmp

3391/udp closed savant

MAC Address: 08:00:27:CD:F0:72 (Oracle VirtualBox virtual NIC)

Nmap scan report for 10.0.2.8
Host is up (0.0012s latency).
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PORT STATE SERVICE

53/udp closed domain

123/udp closed ntp

161/udp closed snmp

3391/udp closed savant

MAC Address: 08:00:27:82:9A:43 (Oracle VirtualBox virtual NIC)

Nmap scan report for 10.0.2.10
Host is up (0.0011s latency).

PORT STATE SERVICE

53/udp closed domain

123/udp closed ntp

161/udp closed snmp

3391/udp closed savant

MAC Address: 08:00:27:94:68:24 (Oracle VirtualBox virtual NIC)

Nmap scan report for mint-VirtualBox (10.0.2.11)
Host is up (0.00016s latency).

PORT STATE SERVICE
53/udp closed domain
123/udp closed ntp

161/udp closed snmp
3391/udp closed savant

Nmap done: 256 IP addresses (7 hosts up) scanned in 3.23 seconds
mint@mint-VirtualBox:~$ nmap -sT 10.0.2.0/24
Starting Nmap 7.80 ( https://nmap.org ) at 2024-05-21 00:37 EEST



Nmap scan report for _gateway (10.0.2.1)
Host is up (0.0092s latency).

Not shown: 999 closed ports

PORT STATE SERVICE

53/tcp open domain

Nmap scan report for 10.0.2.7
Host is up (0.010s latency).
All 1000 scanned ports on 10.0.2.7 are closed

Nmap scan report for 10.0.2.8
Host is up (0.0097s latency).
All 1000 scanned ports on 10.0.2.8 are closed

Nmap scan report for 10.0.2.10
Host is up (0.0079s latency).
All 1000 scanned ports on 10.0.2.10 are closed

Nmap scan report for mint-VirtualBox (10.0.2.11)
Host is up (0.0081s latency).
All 1000 scanned ports on mint-VirtualBox (10.0.2.11) are closed

Nmap done: 256 IP addresses (5 hosts up) scanned in 5.99 seconds
mint@mint-VirtualBox:~$ nmap -sV 10.0.2.0/24

Starting Nmap 7.80 ( https://nmap.org ) at 2024-05-21 00:37 EEST
Nmap scan report for _gateway (10.0.2.1)

Host is up (0.011s latency).

Not shown: 999 closed ports

PORT STATE SERVICE VERSION

53/tcp open domain (generic dns response: NOTIMP)
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1 service unrecognized despite returning data. If you know the service/version,
please submit the following fingerprint at https://nmap.org/cgi-bin/submit.cgi?new-
service :

SF-Port53-TCP:V=7.80%I1=7%D=5/21%Time=664BC2C5%P=x86_64-pc-linux-
gnu%r(DNSV

SF:ersionBindReqTCP,20,"\0\x1e\0\x06\x81\x83\0\x01\0\0\0\0\0\0\x07version\

SF:x04bind\0\0\x10\0\x03")%r(DNSStatusRequest TCP, E,"\0\x0c\0\0\x90\x04\0\

SF:\0\0\0\0\0\0");

Nmap scan report for 10.0.2.7
Host is up (0.0096s latency).
All 1000 scanned ports on 10.0.2.7 are closed

Nmap scan report for 10.0.2.8
Host is up (0.010s latency).
All 1000 scanned ports on 10.0.2.8 are closed

Nmap scan report for 10.0.2.10
Host is up (0.0093s latency).
All 1000 scanned ports on 10.0.2.10 are closed

Nmap scan report for mint-VirtualBox (10.0.2.11)
Host is up (0.010s latency).
All 1000 scanned ports on mint-VirtualBox (10.0.2.11) are closed

Service detection performed. Please report any incorrect results at
https://nmap.org/submit/ .
Nmap done: 256 IP addresses (5 hosts up) scanned in 27.90 seconds
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