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PE®EPAT

[losicHIOBaNIbHA 3amucKa MICTUTH: 92 CTOPIHKM, / Tabnuib, 9/ pUCYHKIB,
40 BUKOpHUCTAHUX JIXKepel Ta 4 TOJaTKU.

Mera poboTu: — aHali3 ICHYIOUMX TEXHOJIOT1d 3HHILEHHS 1H(popMalii Ta
JOCIIHPKCHHS BIIACTHBOCTEH BIIOMHX MTPOTrPaMHUX 3aC00iB BUIAICHHS JTaHUX.

OO0'exT MOCHIIHKEHHS. — TEXHOJIOT1l 1 METOAM 3HUINCHHS JJaHUX Ha PI3HUX
TUNIAX HOCIIiB 1H(pOpMAIIii.

[Ipeamer nmociimkeHHs: — crnocoOM Ta 3aco0U 3HUILECHHS 1 BiAHOBJICHHS
iHOopMaIlii AJ11 OCHOBHU THIIIB HOCIiB JJaHUX.

OCHOBHUMH METOJaMHU JOCTI/DKCHb € aHalli3 Ta TOPIBHSIHHS pe3yJIbTaTiB
TECTyBaHHs mporpamMHuX 3aco0iB (I13) 3HUIIEHHS Ta BiTHOBICHHS JTaHHX.

B po6oTi gocmimkeHi BiloMi TEXHOJIOTII 1 CTaHIAPTH 3HUIIEHHS 1HpOpMaIlii.
Bu3HnaueHi OCHOBHI MNPUHIMIHN OpraHizamii (aiioBUX CHCTEM Ta CIOCOOH
PO3MITKH JIMCKOBOT'O IMPOCTOPY. Y3arajabHEHO BIJIOMOCTI IIOJ0 OCOOJIMBOCTEH
(GyHKITIOHYBaHHSI Cy4YaCHUX MoOJelie HakomuuyBauiB, Hacammepen HDD Ta
SSD nmuckiB. 3pobieH aHai3 AESKUX MOKA30BUX HOPMATHUBHHX BHMOT, CTOCOBHO
crienndiky 3HUIIEHHS JTaHUX y PI3HUX KpaiHax CBITY. BUKOHaHO Oruisi HAHOUIBII
BIJIOMHUX amapaTHUX Ta MPOrPaMHUX 3ac001B JJIs 3HUILNCHHS 1 BIIIHOBJICHHS JTaHUX.
[IpoBeneHo TecTyBaHHS HAWOUIBII MMOKA30BUX 3pa3KiB crerianxizoBaHoro 113 mis
3HUIICHHS Ta BIIHOBJICHHS JAaHUX 3 PI3HHX THMIB HOCIiB iH(popmarrii. OiiHeHo
pe3yNbTaTH TECTYBaHb Ta HAJAHO PEKOMEHJAIiil, MO0 iX BUKOPHCTAHHS Ta
MOKJIMBOCTEMN.

Pesynprat poboTH MOXYTH OyTH BHKOPHWCTaHI B OCBITHIX IUISX Ta, 5K
JOTIOMDKHUN MaTtepiai Juisl TiJBUIIECHHS PIBHS KOMIIETEHIIIH TIEpCOHATY Cy4aCHUX
opraHizaiiii TpW BHPINIEHHI 3aBAaHb yTHIi3allli HAKONMWYyBadiB JaHUX Ta
3HUIIEHHS «4YTIMBOD» KOPMOPATUBHOI 1HPOpMAILii.

KmouoBi cmosa: 3HUILEHHA JAHUX, BIJHOBJIEHHA JAHUX,
IHOOPMAIIMHA BE3IIEKA, HAKOIIMUYBAY JIAHUX, IHCAM/I.



ABSTRACT

The explanatory note contains: 52 pages, 7 tables, 97 figures, 40 used
sources and 4 appendix.

The purpose of the work: - analyze the existing technologies of information
destruction and study the properties of known data deletion software.

The object of research: - technologies and methods of data destruction on
various types of storage media.

Subject of research: - methods and tools for data destruction and recovery
for the main types of storage media.

The main research methods are the analysis and comparison of the results of
testing software for data destruction and recovery.

The work examines the known technologies and standards of information
destruction. The basic principles of file system organization and methods of disk
space allocation are defined. Information on the peculiarities of the functioning of
modern models of drives, primarily HDD and SSD disks, is summarized. Analyzed
are some indicative regulatory requirements regarding the specifics of data
destruction in different countries of the world. The most famous hardware and
software tools for data destruction and recovery are reviewed. The most
representative examples of specialized software for data destruction and recovery
from various types of storage media were tested. The test results are evaluated and
recommendations on their use and capabilities are given.

The results of this work can be used for educational purposes and as a
support material to improve the competence of personnel of modern organizations
in solving the problems of data storage utilization and destruction of “sensitive”
corporate information.

Keywords: DATA DESTRUCTION, DATA RECOVERY,
INFORMATION SECURITY, DATA STORAGE, INSIGHT.
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INEPEJIIK YMOBHUX ITO3HAYEHDb, CUMBOJIIB CKOPOYEHDb I TEPMIHIB

SSD
HDD
FAT

NTFS

Ext
APFS

HFS

GDPR

GNU

GDPR

JCTY

I1SO

I13

oC
NOR
NAND

SATA

TBepAOTLIMI HakonnyyBad (Solid-state drive);
xopctkuit nuck (Hard disk drive);
taOmui posminierns ¢aiis (File Allocation Table);

daitnosa cucrema HoBoi TexHosorii (New technology file
system);
posmupena daitnosa cucrema Linux (Extended file system);

daittosa cucrema, po3pobiecua Apple (Apple File System);
iepapxiuHa Qaitnosa cucrema (Hierarchical File System);

3arajbHUl periaMment 3axucty ganux (General Data Protection
Regulation);

IPOEKT BiIBHOTO mporpamuoro 3adesneuenns (GNU's Not Unix);

cucreMa 3arobiranas BTopraeHusaMm (Intrusion Prevention
System);

Jlep>kaBH1 cTaHIapTH Y KpaiHu;

MixHapoaHa oprasizaiiis 3i cranmapru3ariii (Internation
Organization for Standardization);

porpaMHe 3a0e3NeUeHHS
oreparliiiHa cucTema,

BUJ (prrernr-mam'siTi;

BUJ (prrenr-mam'siTi;

iHTepdeiic 0OMiIHY TaHUMU 3 HAKONMUYyBayaMu iHpopmalii

(Serial ATA).



BCTVII

VY cywyacHomy uudpoBoMmy CBITi, ¢ OOMiH Ta 30epiraHHs iHdopMmalii €
HEBIJI’€MHOIO CKJIQJIOBOIO KOKHOT'O acCIEKTy HAIOTO JKUTTS, MMUTaHHS 30epeKeHHS
Ta OE3MeKM JaHUX CTa€ HaJA3BUYalHO akTyanbHuUM. [lIBuakuii po3BUTOK
TEXHOJIOT1 CYHpPOBOJDKYETHCSA HE JUIe 30UIBIIEHHAM 00cCAriB  mudpoBoi
iHopMmarlii, ajie i NABUIICHHSAM 3arpo3 Oe3nenl ii 30epiranHs.

s poGoTa mpucBsiueHa MOCTIIKEHHIO HAWOLIBII MOUIUPEHUX METOJIB Ta
3ac00iB 3HUIIEHHS JaHUX Ha PI3HUX TUMNAX HOCIiB 1HMopmanii. JlocmimkeHHs
OXOIUTIOE aHali3 TPUHIMIIB opraHizamii ¢GaiJoBUX CHCTEM, a TaKOX METOJIIB
3HMILIEHHA 1H(opMalii Ha TBEPAOTUIBHUX Ta MAarHITHUX HaKOMWYyBaydax.
30cepe/KYIOUNCh Ha TAaKMX aclieKTaX, SK HOpMaTUBHI BUMOTH, arapaTHi 3ac00H Ta
BJIACTUBOCT1 CIeIliaiai3oBaHOTO mporpamHoro 3adesmnedeHHs (I13), pobGorta Oyme
chokycoBaHa Ha JOCHIHPKEHHSX OCHOBHUX IMPUHIMIIIB Ta METOJIB 3a0€3MeUeHHS
Oesneku mudpoBoi iHGpopmMarllii Tpu BUKOHAHHI Ipolenyp Oe3medHoi yTwrizaiii
BUKOPUCTOBYBAHUX HAKOMHUYYBaYiB Ta/4M BUIAICHHS OKPEMHUX MACHUBIB JIaHUX.

AKTyalIpHICTh POOOTH MOJsTa€ B HEOOXITHOCTI 3a0e3MeueHHs] HaIiitHOTO
3HUIICHHS KOH(QIICHIIWHUX/IYyTIUBUX JaHUX (O€3BIAHOCHO THUNY KIHIIEBUX
KOPUCTYBayiB), IO € OJHIEI0 i3 BaXJIWBUX CKIAJOBHX B 3arajbHiil cHCTEeMi
3axucTy iH(opmallii BiJf HECAHKI[IOHOBAHOTO IOCTymy 10 Hei. 3 pO3BUTKOM
TEXHOJIOTi 30epiraHHs JaHUX BHUHHUKAE TOTpeda Yy BIOCKOHAJICHHI ICHYIOUHMX
METO/IB 3HUIICHHS JaHWUX Ta PO3poOIl HOBUX, SKi O BIAMOBIZATM CYYaCHHM
BUMOTaM Ta 0COOJIMBOCTSIM BUKOPUCTOBYBAHHX allapaTHUX 3aCO0IB.

OcHOBHa MeTa pOOOTH TIOB’S3aHA 3 aHANI30M BIJOMHUX TEXHOJOTiH
BHJIaJICHHs iH(oOpMaIIii Ta AOCIIKCHHS BJIACTUBOCTCH HANOULIBIN IMONTUPEHOTO
I13, mo peam3yoTh pi3HI MIAXOAW NpH peamiszallii BigmoBimHoi 3amaui. s
JOCSITHEHHS 1[l€]l METU BHUKOPUCTOBYETHCS METOJ KOMILUIEKCHOTO aHalizy 1
MOPIBHSIHHS, SKUM TOEAHYE BHBYCHHS OCHOBHHUX TEOPETUYHUX ACICKTIB,

eKCIEepUMEHTAIbHE TECTYBAHHS Ta y3arajllbHEHHSI OTPUMAHUX PE3yJIbTaTIB.



1 TEOPETMYHI OCHOBU OPTAHIBALIT ®ANJIOBUX CUCTEM TA
METO/IB YTUIBALIT IAHUX HA PI3HUX TUITAX HOCIIB

1.1 Ornsin TeOpeTUYHUX 3acal
Ornan TeopeTMYHUX 3acajl JI03BOJUTh OTPUMATH TIUOIIE pPO3YMIHHS
OCHOBHUX KOHIICMIIIM, IO JeXaTh B OCHOBI (DailJIOBUX CHUCTEM Ta METOJIB
yTWIi3alli JaHUX Ha PI3HUX TUmax HocliB. Llel ormsig craHe OCHOBOIO ISt
MOJAJIBIIIOTO aHali3y Ta JMOCHIKEHHS B Ik 00JsiacTi, JOMOMOXE BH3HAUUTH
KJTIOYOBI aCTICKTH Ta BUSHAYMTH ONTUMAJIbHI MIAXOAH 10 POOOTH 3 TaHUMH.
[Tonsitrss (aitnoBoi cucTeMu € KIFOYOBUM JIJIsi PO3YMIHHSI opraHizailii Ta
¢yHkiioHyBaHHs cydacHux onepanidaux cuctem (OC) 1 30epekeHHs aHUuX.
daiinoBa cucrema — I1e crnocid opraHizamii Ta 30€peKeHHS aHMX Ha HOCIT
iH(popmMariii, TakoMmy sik xopctkuii auck (HDD), tBepaoTinuii HakonmayBay (SSD),
USB-nakonuuyBau Tomo. Bona BU3Hayae CTpYKTypy AaHHUX, CIOCOOU JOCTYMY /10
HHUX Ta MEXaHI3MH YIPaBJIiHHS [IUMHU JaHuMHu [1].
OCHOBHI KOMITOHEHTH (paiijIOBOT CUCTEMHU BKIIIOYAIOTh:
- OcHoBHa onuHMI 30epekeHHs iHGopmaliii. daitmu MoXyTh OyTH
TEKCTOBUMHU, BiJI€O, ayaio, MporpaMamMu TOIIIO.
- Crpykrypa, siKka opraHizoBye (ainau y jgoriuni rpynu. Katasoru MoxyTb
MICTHTH ITIIKATAJIOTH Ta (aiiiu.
- MeranaHi, ki ONUCYIOTH KOXKeH (aiin, Taki K iM's, po3mip, aaTa
CTBOPEHHS, T03BOJIH JIOCTYITY TOIIO.
daitnoBa cucTeMa TakoXX BKIIIOYa€e B ceOe HaOIp MpaBwil Ta MPOIEAYp, SAKi
BU3HAYAIOTh, SKI J1i MOXHAa BUKOHATH 3 (pailllaMu Ta KaTtajoramu, SK BOHH
OpraHi3zoBaHi Ha HOCIi JaHMX Ta SK BOHHM 3aXWIIEHI Bil HECAHKI[IOHOBAHOTO
JOCTyTy a00 BTpaTH.
OcHoBH1 QyHKITT PaiiI0BOi CHCTEMH BKIIOYAIOTh:

- CrtBOpeHHs, 30epexeHHs Ta BUAaJIeHHs (ailsliB Ta KaTaJaoris.



- YmopaBiiHHS JTOCTynoMm 1o ¢aiiiiB Ta KaTajJoriB 3a JIOMOMOIOI0 TpaB
JOCTYIIY.

- Opranizauis ¢gaiiiB Ta KaTaJOTiB y CTPYKTYpPHU 3 ypaxyBaHHSAM ie€papXii
Ta JIOT1YHUX BITHOCHH.

- 3albe3neyeHHsT €(QEKTUBHOIO BUKOPHUCTAHHS JUCKOBOTO IMPOCTOPY Ta
ONTUMI3aIlisl JOCTYMY /10 JaHUX.

[Tonarts aitmoBoi cHUCTEMU € BaXIMBHM SK JUIsl KOPUCTYBadiB, sKi
B3a€EMOJIIIOTH 3 (aiiiaMu y iX MOBCAKACHHIM poOOTi, Tak 1 /Uisl pO3pPOOHUKIB, SIKi
CTBOPIOIOTH OlepaliiiHi cucteMu Ta nporpamue 3adesnedenns (I13) mis pobotu 3
TaHVMH.

[Tpuniunu opranizaiii (ailloBUX CUCTEM BU3HAYAIOTH CIIOCOOM, 32 SIKUMU
naH1 30epiraloThesi, OPraHizoBaH1 Ta KEPYIOTHCS HA 30€pIKHUX MPUCTPOSIX.

daiiioBi CUCTEMH 3a3BUYali BUKOPHUCTOBYIOTH I€papXiuHy CTPYKTYpPY VIS
opranizarii ¢aitiB Ta karayioris. Lle o3Hauae, 1mo ¢aiau po3MilleHi B KaTajorax,
SIK1 MOXKYTh MICTUTH 1HII Katajoru abo dainu. lepapxiuHa CTpyKTypa J103BOJISE
JIETKO OPraHi30BYBaTH Ta KEPYBATH BEIMKUMHU 0OCSTaMU JIaHUX.

daiIoBl CHCTEMH MAlOTh MEXaHI3MHM JUUIS BIICTEKEHHS BUILHOTO MPOCTOPY
Ha aucky. Lle mo3BoJisie ONMTHMI3yBaTH PO3MIIIEHHS HOBHX (paitliB Ha THUCKY Ta
YHHKHYTH parmeHTariii granux [2].

Koxen (aitnm Ta katasor y (aitnoBiii cuctemi Mae yHIKaJIbHUI
imerTudikarop abo aapecy, SKUii J03BOJISIE CHCTEMI 3HAXOUTH Ta KEPYBATH HUMH.

OnmnepartiitHa cuctema 3abe3nedye HaOip GyHKIIH a7 poboTH 3 (aiioBorO
CUCTEMOIO, TAKUX SIK CTBOPEHHSI, BIAKPUTTS, 3aKPHUTTS, 3MiHA Ta BUAAJIICHHA (pailiiB
Ta KaTaJoriB.

Cy4acHi onepaliifHi CHCTEMH 3a3BHYal MIATPUMYIOTH Pi3HI TUTIN (PailIoBUX
cucrem, taki sk FAT (File Allocation Table), NTFS (New technology file system),
ext (Extended file system) Tomro. Ile n03BoJIsI€ KOpHCTYBaYaM BUOUPATH HAKOUTBIIT

MIAXOAAIIAN TUTT (PaliIoBOT CHCTEMH 3aJIeKHO BIJ iX TOTPEO Ta BUMOT.



[IpuHIMOY, PO3IJIAHYTI BHILE, AONOMAaratoTh CTBOPUTH CTPYKTYpPOBaHY,
e(eKTHBHY Ta HAaJIHY CUCTEMY Uil 30€piraHHs Ta YIpaBiIiHHSA JaHUMU Ha PI3HUX
TUIIAX HOCIB.

3arajgbHOI0 XapaKTEPUCTUKOIO (DAIOBUX CUCTEM € iX (PYHKI[IOHAJIBHICTH Ta
NPOAYKTUBHICTh, 110 BHU3HAYAIOTHCA IIBUAKOAIEID JOCTYNY JO JIAHUX,
MaKCUMaJIbHUM 00cAroM (ailyiiB Ta po3mipoM (PaiiaoBOi CUCTEMH, MIATPUMKOIO
PI3HUX OMNepalifHUX CUCTEM, CUCTEMOIO MPaB JOCTYMY Ta IU(PYyBaHHSAM JJaHUX, a
TaKOX CTIMKICTIO 10 MOUIKOKEHb Ta MOXJIMBICTIO BIJHOBJICHHS JaHUX. Baxxianso
BPaxOBYBAaTH Il XapaKTEPUCTUKHU MPU BUOOP1 (aloBOT CUCTEMH, OCKUIBKH BOHHU
BU3HAUYAIOTh i1 MPHUAATHICTH ISl KOHKPETHOI'O BUKOPUCTAHHS Ta 3a0€3MevyloTh

OIITUMAJIBHY pO6OTy 3 JaHUMHU.

1.2 TTpuHIUIIA PO3MITKHA TUCKOBOTO MPOCTOPY

ITlin yac mapTiioHyBaHHS (I3MUHUA JTUCK PO3AUISETHCS HA JIOT14YHI
CEerMEHTH, BIIOMI1 SK MapTiIlii, 1m0 J03BOJISE€ BUAUIUTH OKpeMi 00JIacTi AUCKa s
pI3HUX TIIUIeH, TakuxX sK 30epiraHHs oOlepaniiHol CUCTEMH, MporpaMm Ta
KOPHUCTYBAIIbKUX JTaHUX.

dopmaTyBaHHS BKIIIOYAE CTBOPCHHS (DAIIOBOTI CUCTEMHU HA KOXKHIN MapTilii.
ITix yac mpOro Mpollecy BU3HAYAOTHCS NTapaMeTpH (aiioBoi CHCTEMH, TaKi K THIT
(manpuknan, FAT32, NTFS, ext4), po3mip 010Ky Ta Tabnuis daiiis.

[Ticns popmaTyBaHHS MAPTIIi AUCK MOIIISETHCSA HA JIOTTYHI CETMEHTH a0o
6moku. KoxkeH cerMeHT mMae yHIKaJIbHYy aapecy Ta MOXE MICTUTH MEBHY KUIbKICTh
TaHUX.

daiiIoBl CUCTEMH BKITIOYAIOTh MEXAaHI3MH BIJICTEKEHHS BUIBHOTO IPOCTOPY
Ha JUCKY Ta YIPaBIiHHS HUM, IO JO3BOJSIE ONTHUMI3yBaTH PO3MIIIEHHS HOBHUX
daiiniB Ta yHUKHYTH (pparMeHTaIlii JaHux.

Jlnst 3abe3neueHHst OE3MeKN JaHWX BUKOPUCTOBYIOTHCS CTpATeTii 3aXHCTY,
TaKl sIK pe3epBHE KOMIIOBAHHS Ta PO3MillleHHs (aililiB Ha PI3HUX AUIIHKAaX JAUCKA,

110 JI0IIOMara€e yHUKHYTH BTPATU JJAHUX Y pa3l MOMIKOKEHHsI a0 BTpaTH AUCKA.
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1.3 HopMaTuBHI BUMOTH 11010 3HUIIICHHS JJAHUX

HopMatuBHI BHMOTHM NI0O/I0 3HMINEHHS JaHUX BU3HAYAIOTH NpPaBWIA Ta
NpOLEaypH, SIKI TOBHUHHI JOTPUMYBAaTHCS MpH BUJAJIEHHI a00 3HUIIEHHI
iHopMaIlli Ha PI3HUX TUNAX HOCIIB JaHuX. Lli BUMOTHM MOXYTh BKJIIOYaTH B ceOe
peKoMeHJanli 100 3aCTOCYBAaHHS CIELIaJbHUX MPOTPaMHUX 3aco0iB IS
Oe3neyHoro BUAAJICHHS 1H(OpMaIlli, BUMOTH 11010 (HI3UYHOTO 3HUILNECHHS HOCIIB
JAHUX Ta BUMOTH JI0 3a0e3nedyeHHs KOH(IACHIIMHOCTI Ta O€3MeKu Mg dYac
nporecy yruiizamii. JloTpuMaHHS IMX BUMOT € BaKJIMBUM JUIsl 3aroO0iraHHS
BUTOKY KOH(ineHuiitHoi 1Hpopmarllii Ta 3a0e3neueHHs BIANOBIAHOCTI BUMOTaM
3aKOHO/IaBCTBA I0/10 3aXUCTy AaHuX [3].

Hepxasui crannaptu Ykpainu (JJCTVY). Ananiz HallioHAIBHUX CTaHIAPTIB,
3okpeMa (JACTY), 3 ooy Ha BUMOTH IOJI0 YIPABJIIHHS Ta 3aXUCTY JAHUX Ha
pi3HUX THIAX HOCIiB [4]:

1) AmnHajri3 BUMOT 10 O€3IIeKN JaHUX:

o IlepeBipka cTanaapTiB Ha HASBHICTH BUMOT 10 MU(PYBaHHS JTaHUX HA

HOCISIX, KOHTPOJIIO JTOCTYITY Ta ayJUTy O€3MeKu.

o BusHauenHs piBHA naeranmizailii BUMOT Ta iX BIANOBIAHICTh CYYaCHUM
IIpaKTUKaM 3a0e3MeUYCHHS OC3IEeKH.

2) AHaJi3 cTaHIapTIB MO0 BUAAICHHS JaHUX:

o DBuBueHHs MeTOAIB Ta MpouUEAyp BUIAICHHS ITAHUX, IO BKJIIOYEHI Y
CTaHJAapTH, Ta iX BIAMOBIAHICTP CYYaCHHMM METOAAM YIIPABIIHHS
JTAaHUMU.

o Orminka BuMOr m0 Oe3mekd NpOLEAYyp BUIAJICHHS JaHUX Ta ix
MOJKJTUBOTO BIUTMBY Ha €()EKTHBHICTh 3HHUINCHHS 1HPOpMAIIii.

3)  Amnaii3 BUMOT JIO p€3epBHOTO KOIMIFOBAHHS Ta BiIHOBJICHHS JaHUX:

e Ormsan BUMOT 10 TPOIEAYP PE3EPBHOTO KOMIIOBAHHS Ta BiTHOBICHHS
JMAaHWX, BKIOYCHUX Yy CTAaHJAPTH, Ta iX BIIMOBIIHICTE CYYaCHUM
METO/IaM YIIPABIIHHS JTaHAMH.

o BusHaueHHs pexoMeHAAIld MIOA0 3a0e3medeHHs] HaIIMHOCTI Ta

JOCTYITHOCTI1 IaHUX TI1JT YaC BIHOBJICHHS.
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4)  Awnaii3 HOpM o0 (GaiIoOBUX CUCTEM:

o IlepeBipka HagBHUX BUMOI [0 MIATPUMKH PI3HUX THUMIB (DailioBUX
CUCTEM Ta iX BIAMOBIIHICT CYYaCHUM CTAaHJapTaM Ta MPAKTUKaM.

o Ouinka BUMOr mojo Oe3nexku (ailioBUX cuUCTEM Ta iX BIANOBIAHICTH
Cy4aCHHUM BHMOTaM JI0 3aXUCTY JTaHUX.

5)  Amwani3 BUMOT JI0 anapaTHUX 3ac00iB 3HHUILECHHS iH(pOpMAILii:

o BuBuenHs BuMor 10 amapatHuX 3aco01B 3HHUILIECHHS iHQoOpMaIlli Ha
HOCISIX JJaHUX Ta iX BIAMOBITHICTH CY4aCHUM TEXHOJIOTISIM Ta METOJaM
3HHIICHHS.

o Ominka piBHA JAeTamizaiii BUMOT Ta iX BIAMOBIAHICTh 3JaTHOCTI
3a0e3neunTy epeKTUBHE Ta Oe3NeYHe 3HUIIICHHS JaHUX.

AHai3 HOPMAaTUBHHUX BHMOT JI03BOJISIE 3'CYBAaTH, HACKIILKHM HAIIOHAJIBHI
CTaH/JapTH BIAMOBIAIOTh CYYaCHHM IMOTpeOaM YIpaBiIiHHS Ta 3aXHCTY JaHHX Ha
PI3HUX THUIaX HOCIIB.

Mixnapoani ctaugaptu (ISO). Cranmaptu ISO, 3o0kpema ISO/IEC 27001,
MICTATh BUMOTH JO CHCTEM YIMpaBIiHHA iHGoOpMalliiiHow Oe3rnekoro. L{i Bumoru
OXOIUTIOIOTh TaKi AacIeKTH, SK po3poOKa TOJNITHUK O€3MeKH, BCTAHOBJICHHS
KOHTPOJIIO TOCTYITY, BIIPOBAPKEHHS KPUMITOrpadiqHOro 3aXUcTy Tomio [5].

ISO/IEC 27002 Hamae pexkOMEHJaIlii MO0 3aXHUCTYy JAaHWUX, BKIIOYAIOUH
BUMOTH 70 (I3MYHOTO Ta JIOTIYHOTO KOHTPOJIO JOCTYIy, 3aXHCTy BiJ
3TTOBKMBAHHS, 3aXUCTY JIaHUX 1] Yac iX mepeaadi ToIlo.

ISO/IEC 27035 wnHamae pekoMmeHaallii IMOJO YMNPaBIiHHSA I1HIUICHTAMHU
Oes3rneku, BKJIIOYAIOYM TMPOLICypH pearyBaHHS Ha IHIMJCHTH, iX aHami3 Ta
3amo0iranHs MOI0HUM IHIIUEHTAM y MalOyTHEOMY.

ISO 8000 cmpsMoBaHI Ha YHOpPABIIHHS SAKICTIO [JaHUX Ta MICTATh
pEeKOMEHAITIT TII0I0 MPOIEAYP KOHTPOIIIO Ta TOKPAIEHHS SKOCT1 TaHUX.

Bumorn momo 3HMINEHHS [aHWX Ha PI3HUX THNAX HOCIB. bBiabmricTs
MibkHapomaux crapaaptiB 1SO, takux sk ISO/IEC 27001, mictate BUMOTH 10

BUJIAJICHHS JaHUX K CKJIAJ0BOi YaCTMHU CHUCTEMH YIpaBIiHHA 1H()OpMAIIHHOIO
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Oesnekoro. OpHak, KOHKPETHI METOAM Ta MNPOLEAYPH BHUIAJIEHHS MOXKYTh
BHU3HAYATHUCS OKPEMHUMH CTaHJApTaMH a00 peKOMEHAALISIMU.

Bumoru 1o MeTO/1iB 3HUIIIEHHS JaHUX HA PI3HUX TUIAX HOCIIB MOXKYTh OyTH
PI3HMMH B 3aJIeKHOCT1 BiJl YyTJIMBOCTI 1H(OpMAalli Ta CTYNEHS 3aXHUILEHOCTI.
Hanpuknan, nnss HDD moxke pexomenayBatucs OaraTOKpaTHE Nepe3anucaHHs
nanux, a 1 SSD - ¢izuune pyitHyBaHHS HOCIs [6].

Cragmaptu ISO/IEC 27001 Ta ISO/IEC 27002 MicTITh BHMOTHU 10
3a0e3nedeHHss Oe3MeKu NpoueAyp YTWiizamii AaHuX, BKIIOYAIOYU KOHTPOJb
J0CTYyNy 10 MPHUCTPOIB, IO BUKOPHUCTOBYIOTHCS JJI 3HUIICHHS, ayJuT MpPOLECY
yTHITI3alii Ta 3a0e3nedeHHs KoHQiIeHIIHOCTI 1H(OopMaIrii.

Pi3H1 kpaiHu MarTh BJacHE 3aKOHOJIABCTBO Ta PETYJSITUBHI BUMOTHU IIOAO
yTWIi3alili JaHWuX, 30KpeMa BUMOTU IIOAO 3aXUCTy MEPCOHAIbHUX JaHUX Ta
KoHGineHuiHoi  iHpopmanii.  Hampuknaxa, y  €sponeiicbkkomy  Corosi
3aCTOCOBYETHCS 3arajibHUM periiameHT 3 3axucty aaHux (GDPR).

HasBHICT  cTaHmapTH30BaHUX TMpOLEAYyp yTHII3allli JaHUX MOXe
BapilOBaTHCS B 3aJICKHOCTI BiJ Tany3i abo periony. Hampukian, craHmapTu3oBaHi
METOAN MOXKYTh OYTH pO3pO0JICHI OpraHi3alisMu, 10 CHeliaai3yIoThC Ha 3aXUCT1

JnaHux abo yIpaBiIiHHI pU3UKAMHU.

1.4 Anmapatni Ta mporpamai 3acobu 3HuteHHs iHpopMmaiii Ha SSD ta HDD

B cydacHomy cBiTi 3axucT KOH(iIEHIIHHOI 1H(pOpMaIlii Ha KOMI'TOTePHUX
HOCISIX € KpUTUYHO BAXXJIMBUM 3aBIaHHsAM. Ha macts, icHye Kiibka e(peKTUBHUX
MeTodiB 3HMINEHHsA ngaHux Ha HDD Ta SSD, saxi 103BOJAIOTH 3a0€3IEUHUTH
HaIHUHN 3aXUCT iHGOpMAIIii BiJ HECAHKIIIOHOBAHOTO JOCTYY.

Onun 3 HaltOUTRII eheKTUBHUX crOCco0iB 3HMIIEeHH naHux Ha HDD ta SSD
nosisrae y ix ¢isuanomy pyitnyBanHi. [{inst HDD e moke Bkirodat OypTyBaHHS,
noApiOHeHHss a0o iHImIe MexaHiyHe 3HuMmeHHsS pgucka. Jlios SSD  MoxHa
BUKOPHUCTOBYBATH CHEI1aJ130BaH1 MPUCTPOI JIJII MEXaHIYHOTO PYHHYBaHHS YUIIIB

aMm'sTi.
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EnexTpoMarHiTHa aeraycauis - METOJl MOJISITAa€ Y BUKOPHCTAHHI CHIILHOTO
MarHiTHOro mosist Jyisi 3HunleHHa aaHux Ha HDD. Opnak ans SSD ueit meron
3a3BMuYail He €(EeKTUBHUUN uepe3 OCOOJMBOCTI TEXHOJOT1l 30epiraHHs JaHUX Ha
HaIlIBIIPOBITHUKAX.

[lepe3anmucanHs [JaHWX - METOJ BKJIIOYae B cebe MHOTOKpaTHE
nepe3anucalHsd JaHUX Ha HOCIAX, IO MOXe 3poOUTH iX BIJHOBIICHHS
HemoxumBuM. OmHak st SSD 1ieit metoa Moxe OyTH MEHII e€(EeKTUBHUM 4Yepes
cnenu@IYHICTh TEXHOJOT1i 30epiraHHs JaHUX.

[Ipenepu naHux - e creriaiizoBani TPUCTPOI, MpU3HAYEHI JIJIsi 0€3MEYHOTO
pyiiHyBaHHs HociiB, BkiItoyatoun HDD ta SSD. Bonu MoxyTh noapiOHIOBaTH
JUCKU Ha MaJICHbK1 YaCTUHKH, 110 POOUTH BITHOBJICHHS JaHUX HEMOMJIMBUM.

Jlesiki mporpamHi 3aco0M MOXKYTb OyTH BUKOPHUCTAH1 JJis 3HUIICHHS JaHUX
Ha HDD Tta SSD nuisixom nepesanucanns abo mudpysanus iHopmariii. OgHak ix
e(hEeKTUBHICTh MOXXE 3ajJekaTH BIJl KOHKPETHOI MOJeii HOCiS Ta TEXHOJOTil
30epiranus ganux [7].

VY3aranbHIOOUH, anapaTtHi 3aco0u 3HuIeHHs iHpopMmarii Ha SSD ta HDD
BIJIIrpaoTh BAXKJIUBY POJIb y 3a0e3medeHHl Oe3neku Ta KOH(IASHIIIMHOCTI TaHuX.
Bubip KOHKpEeTHOTO METOAY 3aJICKUTh BiJ MOTPeOd KOpHCTyBayda Ta CHEHUIKA
BUKOPHUCTAHHS HOCIIB.

Kopcerkuit guck (HDD) 1 tBepmotinmmii HakomuuyBau (SSD) - me naBa
OCHOBHHUX THIM HOCIiB JJAHUX, sIKI BUKOPUCTOBYIOThCA NJisi 30epiranHs 1 oOpoOKu
iHbopMarllii B KOMI'IOTEPHHX CHUCTeMaxX. XoOd4a BOHHM CIyXaTh OJHIM MeTi -
30epiraHHIo JaHUX, iXH1 TPUHIMITN POOOTH 3HAYHO BIAPI3HAIOTHCS.

HDD BukopucTOBY€ MEXaHiI4HI pyXOMi YAaCTUHU JIJISl 3YMTYBAaHHS 1 3amHCy
nanux. OcHoBH1 koMnoHeHTH HDD BKIIOUarOTHCS:

1) MarnitHi auckd. BoHU 3a3BH4Yail CKIaJarOThCA 3 OJHOrO ab0 OibIile

MOKPUTHX MArHITHAM IIIApOM JWCKIB, SIKI O0OEpPTAIOThCSA 31 CTaJICBOIO

BICCIO B IICHTPI.
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2) TonoBku 3unTyBaHHs/3anmucy. L{i roJIOBKH, pO3TaIiOBaHi HA PYyXOMOMY
TBUHTI, TEPEMIIIYIOTbCA HaJ TMOBEPXHEIO TWCKA NJs 3YUTYBaHHS Ta
3aMyCyBaHHS TaHUX.

3) Ununpens. Hlnuanens BiAmoBigae 3a 00epTaHHS TUCKIB 3 MAarHITHUM
IApOM 3 BUCOKOIO IIBUJIKICTIO.

Hani 30epiratotbess Ha HDD y BUrisii MarHiTHUX 3MiH, 10 Bi0OpakaroTh

oitu 1Hpopmarlii. ['0JOBKM 3UUTYIOTH 11 3MIHU, KOJU JUCK oOepTaerbes. OauH 3
Heponikie HDD nonsirae B ToMy, 1110 BOHU MalOTh MEXaHIYH1 YaCTHUHHU, SIKI MOXKYTh
BUITH 3 J1aJly B pe3y/bTaTi yaapiB a00 MOIMIKOKEHb [8].

SSD BUKOpPHUCTOBYE MIKPOCXEMU MaM'sITi JJIs1 30€piranHs JaHUX 0€3 KOTHUX
pyxomux yacTuH. OCHOBH1 KOMIIOHEHTH SSD BKIIIOYaIOThCS:

1) ®nemr-nam'atb. BUKOPUCTOBYETBCS i 30epiraHHs NaHUX y BUTISAIL

CIIEKTPUYHHUX 3apsaiB. BoHa Moxe OyTH mpejacTaBieHa y BUTISIL
NAND a6o NOR nam'siTi.

2) Kepyroumit xoHTposep. BimmoBimae 3a KepyBaHHS —OIeEpaIlisiMH
3UNTYBaHHS, 3alMCy Ta BUAAJCHHS JaHUX, a TaKOX 3a 3a0e3leueHHs
HaIIMHOCTI Ta JoBroBiuHocTi SSD.

SSD He Mae pyXoMHX YacTHH, IO POOUTH IX MEHII CXUJIBHHUMHU JI0 BTPATH
yepe3 MEXaHIuHI TOIIKO/KEHHsA. BOHM Takok MaioTh 3HAYHO IIBUAIIMKA dYac
IoCcTymmy A0 AaHux nopiBHsHO 3 HDD. OpHak, BOHH MOXYTh MaTH OOMEKEHY
KUTBKICTB IIUKJIIB 3aIUCY, IO MOKE MIPU3BECTH JI0 3HOIIYBAHHS MMaM'sITi 3 4aCOM.

VY3araneatoroun, sk HDD, tak 1 SSD maroTh cBOi mepeBaru Ta HEIONIKH, 1
BUOIp MK HUMH 3aJI€KHUTh BiI KOHKPETHUX MOTPEO KOPUCTYyBaya.

XKopctkuit nmuck (HDD) € omHuMm 3 HaWmomupeHImMX HOCIIB MaHHX, 1
3HMIIEHHA 1H(OpMaIli Ha HBOMY MOXKe OyTH BaXKIUBUM IS 3a0€3MEUCHHS
Oe3mekn Ta KoHGIiaeHIiHOCTI. IcHY€e KilbKa METO/IIB 3HMINCHHS naHux Ha HDD,
AKI MOXYTh OyTHM BHKOPHUCTaHI 3aJ€KHO BIJ PIBHSA 3aXHUCTy, SKUHA HEOOXITHO

JIOCSITTH.
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MexaHiuHe 3HMINECHHS JHCKA IUIAXOM MOJpIOHEHHs, OypTyBaHHs abo
iHImoro (¢i3uyHoro nomkomkeHHs. Lleit MeTon Hamae HaBUIIUN piBEHb O€3MEKH,
aje BUMarae (pisSM4HOro JOCTYIY 0 HOCIS.

Bukopucranna neraycepa Uisi 3MIHM MarHiTHOT OpI€HTallli YaCTUHOK Ha
JUCKY, 110 MPU3BOAMTH A0 BTpatu AaHuX. Lledl Meron edeKkTUBHUH, ajge MOxKe
3aQJIeKATH B TUITY JIHCKA.

baraTtokpaTHe mepe3anucaHHS AaHUX Ha JUCKY, IO POOUTH BiITHOBICHHS
iHpopmarlii HeMoxxiuBuM. Lleli MeTon BuMarae yacy, ajie HaJla€ BUCOKHH PiBEHb
3aXUCTY.

Kom6inaris nperaycamii abo mnepe3anucyBaHHS 3 MOMATBIIAM (I3UIHUM
3HMILICHHSM Jucka. Llei Mmetos 3a0e3neduye T10aTKOBUI PIBEHb OC3ITCKH.

[IndpyBaHHs JaHUX Tepe]] 3HUIICHHAM, 110 pOOUTH iX HE3po3yMiTumMu 0e3
BiJIMOBIIHOTO Kitoua. Ilicis mporo guck Moxe OyTH (i3UYHO 3HHINECHHH abo
Iepe3anuCaHui.

Ili meTomu MOXYTh OYTH BUKOPHUCTAaHI OKpeMo abo B KOMOIHaIIii, 3aJIe)KHO
BiJ TOTped Oe3rneku Ta KoH(D1ACHIIIHHOCTI TaHUX.

SSD  (TBepHmOTUIbHMIA HAKONMWYyBa4) - I[€ HOCIH JaHuUX, SAKUH
BUKOPHUCTOBYEThCS JUIsi 30epiraHHs 1 oOpoOku iHQopMmarii B KOMITIOTEPHUX
cucTeMax. 3HHUIIECHHS JaHuxX Ha SSD Moke OyTH CKIATHINIUM 3aBIaHHSAM
nopiBHsAHO 3 HDD yepe3 0coOIMBOCTI IXHBOT CTPYKTYPH 1 pOOOYHX MPUHIIHIIIB.

OpHak ICHYIOTH €Ki METOJU, SIKI MOKHa BHUKOPHUCTOBYBATH JIJISt
e(heKTUBHOTO 3HMINCHHS AaHUX Ha SSD.

Onumumo IeKiIbKOX 3 HUX:

[lepesanucanns nanux. Metoa mossirae B MHOTOKPAaTHOMY Tiepe3anucaHHi
nannx Ha SSD 3a 1OMOMOror CIEmiabHOTO MpOrpaMHOro 3adesmedcHHS. Lle
MOXe OyTH 3MIMCHEHO 3a JIOMOMOTOI0 IHCTPYMEHTIB, SIKI 3/1aTHI 3AIMCHIOBATH
MHOTOKpaTHI TIepe3anucu KOKHOTO 050Ky mam'siti SSD, mo poOuTh BiAHOBICHHS
JTaHUX Maike HEMOXKITUBHM.

udpyBanus nanux. [lepen 3HUIICHHSM AaHUX iX MOXKHA 3amudpyBaTH 3

BUKOPHUCTaHHSAM HajlitHoro mudpysanns. Ilicas uboro SSD moxe Oytu (i3uyHO
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3HMIEeHUN a0o mepe3anucanuil. llludpysanHs 3abe3neuye n0AATKOBUM PIBEHb
0e3MeKH, OCKUIbKM HaBiTh y BHUMAJAKYy HEIOCTATHBOIO €(EeKTy MHepe3amucy, AaHi
3aJIMIIAI0THCA HE3PO3YMUTUMU 0€3 BiJIMOBIAHOIO KIIIOYa.

®i3uyne 3HunieHHs. Lleit Mmeron nepenbavae ¢izuyHe momwkomkeHHs SSD
HUISIXOM TOAPIOHEHHS, po3pi3aHHs a00 IHIIOTO YKo KeHHs. Di3nyHe 3HUIICHHS
MOXe OyTH HaJIiHMM METOJOM 3HMILEHHS [aHUX, aje BUMarae (pi3uyHOro
JOCTYITY JIO HOCISI.

Buxopucranns BOynoBaHux QyHkuii. [leski BupoOHuku SSD HangaoTh
BOymoBaH1 (PyHKIII, IO JO3BOJISIOTH 3HUIIYBAaTH JaHl Ha HakonmuuyBaui. [li
¢GyHKIIT MOXYTh BKJIIOUaTH B cebe (yHkiiro camo3HumieHHs (Secure Erase), sika
nepe3anucye Bci gaHi Ha SSD iH(opMaiiero-cMiTTAM, 1m0 poOUTH BiTHOBJICHHS
JTaHUX MPAKTHYHO HEMOKITUBUM.

KoxeHn 3 ux MeTo/1B Ma€ cBOi MepeBaru Ta HeJI0MIKH, 1 BUOIp KOHKPETHOTO
METOAY 3aJICKUTH Bl BUMOT J10 Oe3MeKu 1 KOH(IASHIIIHHOCTI JaHUX, a TaKOX Bij
MO>KJTUBOCTEH 1 JOCTYMHOCTI BUKOPUCTAHHS.

[TopiBHSIEMO e(eKTHBHICTHP METOJIB 3HUILNCHHS JaHUX Ha PI3HUX THUIAX
HakonuuyBauiB, Takux sk HDD 1 SSD. Ockinbku CTpYKTypa Ta MPUHIUIT POOOTH
[IUX HAKONMHMYYBayiB BIAPIZHSIIOTHCS, METOAU iXHHOTO 3HHUIIEHHS MOXYTh MAaTH
pisHy edekTuBHICTh. OTJISHEMO KIIOYOBI aCTEKTH MOPIBHAHHSA €(QEKTHBHOCTI
METOIB 3HUIICHHS [9]:

1) Metoau 3unmeHasd nanux Ha HDD

o @i3uuyHe pyliHyBaHHA. Hamae HaiiBUIIMIA piBeHb OE3MEKH, OCKUIBKU

BITHOBJICHHS TAHUX TIPAKTUYHO HEMOKIIUBE.

o Jleraycamis. EdextuBHuii Meton, ane HWOro e(QeKTHBHICThP MOXKE

3a5ie)aTH Bij] THITY 1 KOH(]Iryparii 1ucka.

o [Ilepe3anucannsa nanmnx. 3abe3nedye BUCOKUH PIBEHb OE3MEKH, alieé MOXKE

BHMaratu OuIbIIe Yacy i pecypciB.
o dizpyuHe 3HUIIEHHA TCHsS  Jeraycarmii abo mepe3anucyBaHHS:
Kombinamis peraycarii abo nepe3anvcyBaHHs 3 MOAANBIINM (DI3UYHUM

3HUIIEHHSIM JIMCKa 3a0e3Ieuye J0JaTKOBUM PIBEHb O€3IEKHU.
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2) Metonu 3HuIIEHHS AaHuX HA SSD

o Ilepesanucanus nanux. MeTos nepe3anicaHHs JaHUX MOXKe OyTH MEHII

edexTuBHUM Ha SSD yepe3 0coONMMBOCTI IXHBOT CTPYKTYPH.

o IudpyBanus nanux. 3abesneuye TOAATKOBUI piBeHb O€3IMEKH, aje

BHUMAarae BiATIOBIAHOTO KIIH0Ya IS pO3MIU(PYBaHHS JaHUX.
o ®i3uyne 3HUIIeHHS. Lleit meToa Moxke OyTH ePEeKTUBHUM, alie BUMarae
JOCTYIy J10 HOCI 1 MOXe OYTH 4aco- Ta pecypco3aTpaTHHUM.

3)  TlopiBHsHHS €PEKTHUBHOCTI

o @i3uyHe pyHHYBaHHSA MOXke OyTH HaOUIbII €(EeKTUBHUM METOJOM IS

000X THUIIIB HAKOTIMYYBayYiB.

o Jlna HDD meronu, siki BUKOPUCTOBYIOTh MAarHiTH1 BJIACTUBOCTI JMCKA,

Taki gK Jeraycailisi, MOKyTb OYyTH JJOCUTb €()EKTUBHUMH.
o Jlna SSD meronu, siki 3ajekarh BiJ| Mepe3anvCcyBaHHS JaHUX, MOXYTb
OyTu MeHII e()eKTUBHUMH Yepe3 0COOIMBOCTI IXHBOI CTPYKTYPH.

VY 3arasibHOMY, BHOIp KOHKPETHOT'O METOay 3HUIeHHs naHux Ha HDD a6o
SSD noBuHeH 3A1MCHIOBATHUCA 3 YpaXyBaHHAM KOHKPETHHUX OOCTaBWH, BUMOT JO
Oesrmekn 1 KOHQINEHIIIMHOCTI, a TaKOX JOCTYIHOCTI Ta MOXJIHWBOCTEH
BUKOPHUCTaHHS METONY.

BucuHoBku 3a Po3aiinom.

VY nmepmiomy po3niil  IUAMIIOMHOI poOOTH Oyno JETalbHO PO3TIISTHYTO
NUTaHHS (PalIOBUX CHCTEM, NMPHUHIMIIIB iX OpraHizaii Ta pPO3MITKHA JHCKOBOTO
MPOCTOPY, @ TAKOXK aHAJIi30BaHO HOPMATHBHI BUMOTH IIOAO YTHJII3aIlii JaHUX Ha
PI3HUX THMaX HOCIIB.

Bbyno po3rnsgHyTo OCHOBHI MOHATTS (HallIOBUX CHUCTEM, IXHIO CTPYKTYpy Ta
IPUHLUIN poOOTH. BusiBieHO, 110 KOXHa omepalliifHa cCTeMa Ma€ CBOIO BJIACHY
¢aitnoBy cuctemy 3 yHIKaIbHUMH OCOOJIMBOCTSIMU Ta MOXKIIUBOCTSIMH.

JlocnipKeHo TMPUHIMIIKA OpraHi3arii Ta pPO3MITKA THUCKOBOTO MPOCTOPY Ha
HOciAX. byno BusiBIeHO, 110 MpaBWiIbHA PO3MITKA AHMCKA JO3BOJISE ONTUMAIBHO
BUKOPHUCTOBYBAaTH WOr0 MOTEHIIHI MOXKJMBOCTI Ta 3a0e3neuye edexkTuBHE

YIOpaBJIiHHS JaHUMU.
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AHani3 HallOHAJIBHUX T4 MDKHAPOJHUX CTAHIAPTIB MOKAa3aB, 110 ICHYIOTh
YiTKI BUMOTHY IOAO YTWJI3allli TaHUX Ha PI3HUX TUMaxX HOCIiB. JloTpuMaHHs 1ux
BHUMOT € BXKJIMBUM JJIsI 3a0€3ne4eHHsI KOH(IAEHIIIMHOCTI Ta 0e3neku iHdopMallii.

Takum uuHOM y 1-My po3aull poGOTH PO3TISHYTO OCHOBHI ACHEKTH, SKi
NpUTaMaHHi [0 HalOUIbII MOMMPEHUX (aNHIOBUX CHUCTEM, MPUHLHUNU IX
oprasizaiii Ta BUMOTH, IIOJI0 yTWJI3allli JaHWX Ha PI3HUX TUMax HoOciiB. g
iHpopmarliss Oy/le KOPUCHOIO JUJIi BUKOHAHHS MOAAQJIBIIUX JOCTIIKEHb B MEXKax

IIUKJTY TECTYBaHb BiMOBIIHOIO crerianizoBanoro I13 (Hmkue).
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2 NOCJIIJDKEHHA BIIOMUX CTAHAAPTIB I METOAIB 3HUINEHHA

JTAHUX TA CTUCJIVH OT'JIs1[] TUTIOBUX 3PA3KIB I13

2.1 Metoau 3HMILIEHHS JaHUX 3a JJOIIOMOTOIO MPOrpaMHUX 3aC001B

Ha pgammii MoMeHT BigoMoO Oe€3ilid METOMIB O€3MEeYHOr0 BUIAICHHS

iHopMallii, CTaHJAPTU30BAHUX MPAKTHUYHO Y BCIX MPOBIIHUX JEpiKaBaX, a TAKOX

nyOdiKyIOTbCSl HAIllOHAJABHI CTaHIApPTH, HOPMHU 1 MpaBuia, IO PEryiIolTh

BUKOPUCTaHHS MPOTPaMHUX 3aco0iB Il 3HUIIEHHS 1H(OpMAaIlil 1 OMNHUCYIOTh

MexaHi3MH X 3actocyBanus [10].

Haii611b111 BiIOMUMHU € HACTYIHI MIXXHAPOHI CTAaHAAPTHU

AnroputMm Ilitrepa 'yTMana — airOpuT™ 3HUIIEHHS JaHUX PO3POOJICHUM
y 1996 poui Ilitepom I'yrmanoM, sikuii BKIItOYae 35 MUKITIB TIepe3anucy
JAHUX PI3HUMU 11a0JJOHAMH.

RCMP TSSIT OPS-Il — anroput™m mnepe3anucyBaHHS JaHUX HYJISIMH,
Panime meit merom OyB nepkaBHMM cTaHgapToM Kananw, KoTpuid
BKJIFOYAE 7 IUKIIB Tepe3anucy AaHux: 1, 3 Ta 5 MUKIN — Tepe3arnmuc
JTaHUX HYJIsIMH, 2, 4 Ta 6 — OJUHUIIMU Ta 7 HHUKI — BUMNAAKOBUMHU
CHUMBOJIAMH.

Anroput™m bproca Illnaiiepa — Meron 3HUIIEHHS AaHUX PO3POOJIECHUI
Bbprocom Inaiiepom, KOTpuii BKIIOUae 7 MHKIIB TMEpe3anucy ITaHUX
HYJIIMH, OJTMHUISIMUA Ta BUNIAJJKOBUMHU CHMBOJIAMH.

US DoD 5220.22-M (8-306./E, C & E) — meron mepe3anmucyBaHHs
JAaHUX BUTIQJKOBUMH CHMBOJIaMH, BU3HAUYCHUN MiHICTEpCTBOM 000OpOHU
Cnonyuyenux llITaTiB, KOTpHii BKIIOYa€e 7 MUKIIIB TIEPE3aNUCy JaHUX.
Awmepukancpkuii ctanaapt NAVSO P-5239-26 — anropuTm 3HUIIICHHS
JAHUX, SIKUA 3acTOCOBYEThCSl BiiicbkkoBo-mopcbkumu cuiiamu CIIIA Ta
BKJIIOYAE 3 UHUKIM TMepe3anucy JaHUX: CIOYAaTKy BUIAJKOBUMHU

3HAYEHHSIMHU, a MOTIM crelupIYHUMU 1a0JIOHAMH.
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e Himenpkuit VSITR — cranmapt 3HUILIEHHS OaHUX PO3POOICHUN s
®denepanbHOro BiOMCTBa 3 1H(popMaliiiHoi Oe3nekn HimeuuuHu, ane
OUIbIlIE HE BUKOPHUCTOBYETHCS UM ypSAOM. AITOpUTM CKJIagae 7
IIUKJIIB Mepe3anucy JaHUX, KOTP1 BKIIOYAIOTh BUKOPUCTAHHS HACTYITHUX
mabnownis: 0x00, 0xFF, 0x00, OxXFF, 0x00, OxFF, OXAA.

binbiie MeToiB 6e3meYHOoro BUAAICHHS JaHUX po3risiHyTo y Jlomatky A.

[IpoananizyBaBIIM METOM 3HULICHHS JAHUX, MOKHA C(OPMYBATHU TAOIUIIO

(Tabm. 2.1) 3 KOPOTKOIO XapaKTEPUCTUKOI KOKHOTO 3 HUX.

Tabmuis 2.1 — [opiBHsJIbHA XapaKTEPUCTUKA METOIB 3HUIIICHHS TAHUX

Hazsa crangapry/mero Kinbxicts [TepeBaru Hemnomiku
AapTy: y LIUKIIB P a
BBaxaerbcs
Mertop Ilitepa I'yrmana 35 HallHaAIHHIITIM Yaco3zarpaTHuil
METOJIOM
Haniiinuii, BUKOHYe BinnocHo nosruit
RCMP TSSIT OPS-II 7 AERH, BHEORY A A
nepeBipKy B KiHI mporec
AaroputMm bproca 7 EdextuBHui, mupoxo Husbka HaniHiCTh
HInaiiepa PO3MOBCIOIKEHU I 3HULICHHS JaHUX
CranmapT BiliCBKOBOTO
PIBHS, OUTBII HATIHHHMA
3a NAVSO P-5239-26 Husbka HamidHICT
US DoD 5220.22-M (8- ) A
7 ta US Air Force 5020, 3HUIIEHHS JaHUX Ha
306./E, C & E) .
KOTp1 BKIIIOYAIOTh cydyacHnx SSD-nmuckax
BCLOTO 3 LIUKIIU
nepesanucy JaHux
AMepUKaHChKHUI . He 3aBxxau eexTuBHUI
[IBuaKUI Ta TOCUTH .
crangapt NAVSO P- 3 HaiiEmi MeTox 4yepes Maly KUIbKICTh
5239-26 IIUKITIB
Bucowuii piserp BigHocHO noBruii
VSITR Oe3IeKH, 5 A
. 7 . MpolLeC BUAICHHS
(HimeyunHa) PEKOMEHI0BaHHI AHIX
HIMEIbKUM YPSIOM a
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Cepen meperiisiHyTUX METOJIB HalOUIblll €()eKTUBHUM BBAXKAETHCSI METO]]
Ilirepa I'yrmana, ajie BiH TakKOX € HalOUIbII Yaco3aTpaTHUM METOJIOM.
HaiimBuamumu anroputmamu € Amepukancbkuii crangapt NAVSO P-5239-26 ta
US Air Force 5020, ane ix e(peKTHBHICTh O€3MEUHOr0 3HHUIICHHS JTaHUX MOXKE
OyTu He HaaTo HajiiiHOw. [leperyigHyTi cTaHIApTH 1 METOAM 3HUILEHHS IaHHUX
BUKOPUCTOBYIOTHCS B PI3HHX MPOrpPaMHHUX 3aco0ax JJis MOBHOTO Ta OE3MEYHOTO
BujaneHHs ¢aini. [leski 3 mporpaMHUX 3ac00IB TaAKOX BKJIIOYAIOTh B COO1 BJIacHI
ANTOPUTMHU 3HUIICHHS JdaHuX. KoXKHa 3 ONMUCAaHWX HWXKYE MPOTPaM BiIPIZHIETHCS
CBOIM iHTEp(ECcOM, MOKIMBOCTIMH 1 pyHKITIOHATBHICTIO [10].

1) “Eraser” — mporpaMHe 3a0e3mnedeHHs sl O€3MeYHOTO BHJIAJICHHS
OKpeMUX (hailyIiB, KaTaJloriB Ta iX MOMEPEIHHO BUAAICHI KOMii, a TAKOXK ITUT1 TUCKH
M PO3JIUTH Ta HEBUKOPHUCTAHUU MPOCTIp Ha JUCKY. BOHO Mpaiftoe Ha onepariiHux
cucremax Windows XP (3 maketom onosiaeHb 3), Windows Server 2003 (3
nakeToM oHoBieHb 2), Windows Vista, Windows Server 2008, Windows 7,8,10 i
Windows Server 2012. Windows 98, ME, NT, 2000 [11].

“Eraser” € 0€3KOIMITOBHUM MPOTPAMHHM 3a0€3MeYCHHSM 1 MyOIIKY€EThCS ITiJT
3arajibHO0 myOsiuHoro Jinen3iero GNU.

“Eraser” miaTpuMye HU3KY HAUTOMYJSPHIMIMX CTaHAAPTIB YTUIII3aIlii JaHUX
omyOJIIKOBHUX PI3HUMH KpaiHaMHM 3a OCTaHHI JeKUIbKa AecATUIiTh. OCHOBHA ifes
MoJIATae B TIepe3anuci Miclisl Ha JUCKY, Je 30epiranucs ¢aiau, BUKOPHCTOBYIOUH
pi3HI IMA0JIOHM TAaKUM YHWHOM, IOO BITHOBICHHS JaHUX OYJI0 CKIATHUM YU
HEMOXXJIUBUM. TakoX € MOXJIMBICTh HANAIITYBAaHHS PI3HUX 3aBAaHb, SKI OyAyTb
BUKOHYBATHUCS BPYYHY IICIIsl KOKHOTO 3amycky Windows abo 3a po3kiaiom.

CranmapTH 3HUIICHHS JaHUX, SKi TiATpUMYtoThCs “Eraser” [12]:

e Mertogp [litepa ['yrmana

e US DoD 5220.22-M (8-306./E, C & E)

e RCMP TSSIT OPS-lI

e Asnroput™m bproca Illnaliepa

e Himensxkuii VSITR

e US DoD 5220.22-M (8-306./E)


https://eraser.heidi.ie/
https://eraser.heidi.ie/
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Bbputancekuit HMG IS5 (po3mupenuit)

US Air Force 5020

Apmis CIIA AR380-19

Pociiicekuiit 'OCT P50739-95

Bbpurancekuit HMG IS5 (6a30Ba miHis)

[lceBmoBUMAAKOBI JaHI — 1€ METOJ IIBHJIKOTO OYHUIICHHS, SKHH
nepe3anucye HasiBHI JaH1 BUIAAKOBUMU CHMBOJIAMHU.

Crupanns nepmmux/octanHix 16 Kb — mBuakuii 1 mpoctuii crnoci0
YCKJIQIHUTUA TIONIYK/BiAHOBIEHHs (aitmiB. Sxkmo posmip daitny

nepesuinye 32 KOaiit, a1 3aiuIIaTbCs HA TUCKY.

IIepeBaru:

3pyuHuii iHTepdeiic;

[TinTpuMka 6araThbOX CTaHJAPTIB 3HUIIEHHS JAHUX;

MoXHUBICTh BUJATICHHS OKpeMHUX (aiIiB, UJIUX KaTaJloriB ad0 JUCKIB;
MoXHMBICTh IJIAHYBaHHS 3aBJaHb HAa PETYJISIPHINA OCHOBI;

[aTerpoBanmii 3 o6o0HKOI0 Windows, IO J0O3BOJISIE JIETKO BHAAISTH

daiiny Ta manku 6e3MmocepeIHbO 3 KOHTEKCTHOTO MEHIO.

Henomixu:

2)

Tineku 11t Windows;
3HUIIEHHS JAHUX MOKE OYTH TOCUTh YaCO3aTPATHUM;
Mo>knuBi BUNIAKOBI 3001 i1 yac mpoliecy BUIAJICHHS JaHUX.

“File Shredder” — GeskomToBHE mporpamMHe 3abe3reUeHHs, sTKe 0YyII0

BunmymeHo 3a minensiero GNU, s mBHAKOTO, OE3MEYHOro Ta HaIIiHOTO

saunieHas panux. Y “File Shredder” e moxmuBicTe oOpat MK 5-mMa pi3HUMH

aJrOpUTMaMM TIepe3arnucy JaHuX, a TakoX Ma€ (YHKIIIO OYMIICHHS AUCKa JJIs

BUJIAJICHHSI HEBUKOPHUCTAHOTO TIUCKOBOTO mpoctopy [13].

“File Shredder” npamroe na onepaniiiaux cucremax Windows NT, Windows
2000, Windows XP, Windows 2003 Server, Windows Vista, Windows 7,8,10.

AJNrOpUTMH 3HUIICHHS JaHUX, AKi nigTpuMyoThes “File Shredder”:
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[TpocTuii (1 1uki) — MIBUAKKUH, ajle MEHIII O€3MEYHUI METO TIepe3anucy
JIAaHUX BUIIAJIKOBUMH JAaHUMH.

[IpocTuit (2 uukiM) — mepe3anucye AaHl JBidi: CIIOYATKYy HYJSAMH, a
[IOTIM OJUHHUIIMU

US DoD 5220.22-M

besneunuii anroput™ 3HMIIEHHS qaHUX (7 HMHUKIIB) — Mepe3anuc JaHuX 3
BUKOPUCTAHHSIM KOMOIHAI[IM HYJIIB, OAMHUIIb Ta BUNAJKOBUX JAHUX IS
30UIBIIEHHS HAAIMHOCT] 3HUILEHHS JaHUX

Meron Ilitepa ['yrmana

[epesaru “File Shredder”:

[Ipoctuii y BUKOpHUCTaHi,

[TinTpuMKa 5-TH pi3HUX ANTOPUTMIB 3HHUINCHHS JaHUX,

[aTerpoBanuii 3 o6omoHKOI Windows, 110 J03BOJISIE JIETKO BHAAISTH
daiinu Ta manku 6e3MmocepeIHbO 3 KOHTEKCTHOTO MEHIO;

[IIBuake BuaaneHHs aiimis.

Henomixu:

3)

Titeku w1t Windows;
Hemae MOXITMBOCTI CTHUpaHHS JaHUX HA IIJIOMY JIUCKY;
BifcyTHICTS MIATPUMKHN IPY BUHUKHEHH] TEXHIYHUX ITUTAHb.

“Secure Eraser” — me Oe3KOIITOBHE mporpamMHe 3a0e3reueHHs 3

MOXXJIMBICTIO TpUA0aHHS IUIATHOT Bepcii 3 po3mupeHuM (GyHKIIOHATIOM Ta

BIICYTHBOIO PEKJIaMO0. 3a jgomomororo ‘“Secure Eraser” moxHa Oe3reyHo

BUIANATH (paliau, TanKd Ta JIUCKH, BHJAISATH BUIBHMA IIPOCTIp HA JHCKY,

OUUIIyBaTH PEECTp Ta cuctemy. lIporpamue 3abe3nedeHHs MIATPUMYE HACTYITHI
Bepcii Windows: Server 2003, Server 2008, Server 2012, Server 2016, Server
2019, 7, 8, 8.1, 10 i Windows 11 [15].

“Secure Eraser” mpocTre y BHKOPHUCTaHHI TMporpamMHe 3a0€3MedeHHs], SKe

repesanucye aafi 10 35 pas3iB Ta Ma€ Taki METOJM Ta CTAHIAPTH 3HUIIICHHS JTAHHUX |

Hepe3aHI/Ic BHUITAAKOBHMH 3HAYCHHAMMU
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e US DoD 5220.22-M E

e Himenpskuii VSITR

e US DoD 5220.22-M (8-306./E, C & E)

e Merton Ilitepa I'yrmana

IlepeBaru “Secure Eraser”:

e IlpocTuil y BUKOpHUCTaHI;

e InTterpoBanuit 3 o6omoHkor Windows, 110 JA03BOJISE JIETKO BUAAISATH

daiinu Ta nanku 6e3MmocepeIHbO 3 KOHTEKCTHOTO MEHIO;

e JlocTynHa 0€3KOIITOBHA BEPCis;

e Pi3HOMaHITHI CTaHJAPTH Ta METOAW 3HUIICHHS JaHUX.

Henomiku:

e Tinpku mit Windows;

e HasBHicTh pekiiaMu y O€3KOIITOBHIN Bepcii.

4)  “PrivaZer” — Ttakox O€3KONITOBHE IMpOrpamMHe 3a0e3leUYeHHS IS
0e3MeyHoro BHJAJEHHS JaHUX 3 MOXMJIMBICTIO TpHAOaHHSA IUIATHOI Bepcii 3
po3mupeHrM (DYHKIIOHAIOM. 3a JOIMOMOIo mporpamu “PrivaZer” moxHa
BUSIBJISITA Ta BHJAAJIATH 3QJIMIIKOBI CIJIJINA, IO 3aJUIIAIUCh Y BUIBHOMY MPOCTOPi
BiJl cTapuXx (haiiyniB, 0€3MeYHO BUJAISATH JaHi 3a JIOIMOMOTOI0 METO/IIB Iepe3amucy,
BUIAJIATH CIIIIU aKTHBHOCTI B IHTepHeTi [14].

“PrivaZer” mpaiioe Ha omepaiiiinux cucremax Windows 11, Windows 10,
Windows 8, Windows 7, Windows Vista Ta Windows XP.

“PrivaZer” Bkio4Ya€e Taki METOAM Ta CTaHAAPTH 3HUIICHHS JaHUX IS
MAar"iTHUX JHUCKIB.

e [lepesanuc Hymamu

e bpurancekuit HMG IS5 (6a3oBa niHist)

e bpurancekuit HMG IS5 (po3umupenuii)

o USA-AF AFSSI 5020

e Pociticekuit 'OCT P50739-95

e Himenpkuii VSITR
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e NAVSO BMC CHIA P-5239-26

e US DoD 5220.22-M

e Kanancoka ciyx06a 0e3nexu 3B’ s3ky 1 TSG-06

e NISPOMSUP Chap 8, Sect. 8-501

e NSA Manual 130-2

¢ |REC (IRIG) 106

e Apwmis CIIA AR380-19

e Himenskuii VSITR

e Anroputm bproca [lHaiiepa

e RCMP TSSIT OPS-II

e Meron Ilirepa ['yrmana

[TepeBaru “PrivaZer”:

e Bipryanizailis pe3yJbTaTiB Mpo 3HANICH] 3aJIUIIKH Ta TOTCHI[IHHI PU3UKH,

e HasBHicTh MOPTAaTHBHOI BEpPCii,

e JlocTymHa 6€3KOIITOBHA BEPCis;

¢ Pi3HOMaHITHI CTaHAAPTH Ta METOJU 3HUIIECHHS JaHUX;

e BujaneHns ciigiB akTUBHOCTI B IHTEpHETI Ta 3aJUIIKOBHX CIIIIB BiJ
datiis.

Henomiku:

e Tireku ans Windows;

e [loTpeba B peryisipHUX OHOBJICHHSX;

e Moke OyTH JOCUTH YaCO3aTPATHHUM.

5)  “Hardwipe” — 0e3KomTOBHE Ta MPOCTE y BHKOPUCTAHI MPOTPaMHE

3a0e3nedeHHs i 0€3MeYHOr0 BUIaIeHHs (DaiiiliB, SK OKPEMUX, TaK 1 KaTajoriB Ta

JUCKIB, a TaKOXX 3 MOXIIMBICTIO OYHWINECHHS BUIBHOT'O TIPOCTOPY HA JIHCKY.

“Hardwipe” mpaioe Ha omnepaniiinux cuctemax Windows 10, Windows 8.1,
Windows 8 ta Windows 7 [16].

“Hardwipe” BkiIro4ya€e Taki METOIM Ta CTAaHAAPTH 3HUIICHHS JTaHMX:

e [lepe3anuc HynsiMU
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e [lepeszanuc BUTIAJKOBUMH 3HAYCHHIMU

e Pociiicekuii 'OCT P50739-95

e US DoD 5220.22-M

e RAZER, RAZER+, RAZER++

e Himenpskuii VSITR

e Anroput™m bproca I1IHaliepa

e Merton [litepa I'yrmana

[epesaru “Hardwipe”:

e IlpocTuii Ta 3po3yminuii iHTepdeiic;

e HasBHicTh MOPTaTUBHOT BEpCii;

e [HTerpoBaHmii 3 000J0HKOW Windows, 110 JO3BOJISIE JIETKO BHJIAJISATH

¢aiinu Ta manku 6e3mocepeIHL0 3 KOHTEKCTHOTO MEHIO;

e Pi3HOMaHITHI CTaHJAPTH Ta METOAM 3HUIIICHHS JTaHHX;

e HasBHicTh 0€3KOIITOBHOI BEepCii.

Henomixu:

e Tumpku mist Windows;

e 3HUINEHHS JaHUX MOXE OYTH JOCUTH YAaCO3aTPATHHM.

6)  “BitKiller” — Oe3komToBHe MopTaTHBHE MpOrpaMHEe 3a0e3MeUYcHHS,
sike OyJsio BumyIneHo 3a Jinen3iero GNU, a1 6e3nedHoro Ta HaaiiHOTO 3HUIICHHS
JTaHuX, SK OKpemux (haiijiB, Tak 1 KaTaJoriB, BUKOPHUCTOBYIOYH PI3HOMAaHITHI
METO/IM TIepE3aInCy NaHMUX, a TAKOXK 3aMiHy iMeHi (aiuriB ais Toro, mob ix Oymo
Baxue 3Haith. “BitKiller” mpamroe Ha omepamiiiniii cuctemi Windows 2000 Tta
HoBimux Bepcisx Windows [17].

“BitKiller” Bkitodae Taki METOAM Ta CTAHIAPTH 3HUIICHHS JaHUX:

e [lepesanuc naHux HyJIIMU

e [lepezanuc naHuX BUIMAIKOBUMH TaHUMH

e US DoD 5220.22-M (8-306./E)

e US DoD 5220.22-M (8-306./E, C & E)

e Merop Ilitepa ['yrmana
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[Mepesaru “BitKiller”:

[Ipoctuii y BUKOpHUCTaHI,
He notpebye ycTaHOBIEHHS,
[IIBuake BUgaJICHHS JaHUX

Pi3HOMAaHITHI CTaHIapTH Ta METOY 3HUILIEHHS JaHUX.

Henoniku:

Tinexku qiast Windows;

O6MexeH1 PyHKIIOHAIbHT MOYKJIMBOCTI.

2.2 Anaii3 BIATYKIB PO MporpamMHi 3a0e3Ne4eHHs] 3HUIIEHHS JaHUuX

VY3araapHUMO BIATYKM KOPHUCTYBayiB MpO MpPOrpaMHi 3aco0u, skl Oynu

HaBejaeHl panimie, y ¢dopmi tabmumi (Tabm. 2.2), ska BKIOYa€ MO3UTHBHI Ta

HEraTUBHI

BIATYKM, a TaKOX TEeXHIYHI NOpoOieMu 3 SKUMH 3ITKHYJIUCS

kopuctyBaui [18-30].

Tabmuis 2.2 — Y3araabHEeHHS BIITYKIB IIPO MPOTpaMHi 3aCO0M 3HUIIIEHHS TaHUX

Hporpawie [To3uTHuBHI BiATyKH HeraTtusHi Binryku Texniuni npobieMu
3a0e3IeueHH
1 2 3 4
[TinTprMKa pi3HHX [Iporpama moxxe O6ytu | [IpoGiemu 3
METOIIB 3HUIICHHS, HEHAIHHOIO, YCTaHOBKOIO Ha
BKiIroyaroun DoD MOBUTHHOIO; YacTi 3001 | MEBHUX OINEpaIiiiHuX
5220-22.M 1 Gutmann; | Ta IIOMUJIKH IIiJT 4ac cucreMax; mpobaemu 3
MPOCTOTA po06OTH; BUMOTa 10 BUIAJECHHSIM JAaHUX Ha
Eraser BUKOPHUCTAHHS, NET mis ycraHOBKY; SSD uepe3
HiATPUMKA BUJJAIICHHS | BIICYTHICTh 0COOJIUBOCTI LINX
(haiiiB, BUTLHOTO napasnenbHOoi OOpOOKH | HAKOMUYYBaUiB.

IPOCTOPY 1 IUIUX
JIUCKIB; OMIUT 15
HaJAIITyBaHb 3a/1a4.

JNEKUIBKOX JTUCKIB.

File Shredder

IIpoctoTta y
BUKOPUCTAaHI; MIBUJIKE
BUJANIeHHs (hailiiB;
Oe3neyHe BUJATICHHS
(aiiniB; minTpUMKa
pi3HUX opMarTiB
JIACKIB.

[Ipo6Gnemu 3
YCTaHOBKOIO.

IToMunku npu
BUJIAJICHH] JaHUX 3
JIMCKIB; BIICYTHICTb
OUIKYBaHUX (DYHKILIH;
npobaemu 3
MIATPUMKOIO Ta
OHOBJICHHSIMH.




[Tponosxenns: Tabmuii 2.2
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1

2

3

4

Secure Eraser

IIpoctora 'y
BUKOPHUCTAaHI; HaliliHE
BUJAJICHHS JJAHUX;
HMIBUJIKICTH poOOTH
IPOTPaMH.

CruiBaroui BikHa 3
peKIaMOr0; 0OMEXKEHI
dyHKIii y
0e3KOIITOBHIH Bepcii;
HaB'SI3yBaHHS MOKYIIKU
IUTaTHOI Bepcii.

[TpoGnemu 3
BHUIAJICHHSAM BEIHUKOI1
KUTBKOCTI (haiiiiB;
MIOMMUJIKH TIPH pOOOTI
Ha neBHux OC.

OJATKOBUX OIILIIHA.

[Ipoctorta inTepdeiicy | Texuiuni npodnemu 3 | [Ipobnemu 3
Ta JIETKICTh NEBHUMHU QYHKIISIMH; | BUKOPHUCTAHHSAM
. BUKOPHCTAHHS, MOBUTHHICTh JESTKUX JIMCKOBOTO MPOCTOPY;
Privazer e(EeKTUBHICTh IPOLECIB. npoOsiemu 3
OYMIIICHHSI; TBUIKA MiATPUMKOIO.
MiATPUMKA.
EdextuBne crupanns | HemoxiuBicTh [TpoGnemu 3
. JaHWX; POCTOTA CTHpaHHSI OCHOBHOTO MOPTATUBHOIO BEPCI€IO.
Hardwipe BUKOPUCTAHHS; JICKa; IpobsieMu 3
THYYKICTh CTHpaHHSIM MTOCHJIaHb
HaJIaIITyBaHb. (.Ink ¢aiinis).
[IpoctoTa y [Tpobnemu 3 [Tepioanuni 3601
BUKOPHUCTAHI, IBUJIKA | IIBHIKOJIEIO, mporpamu; nmpooaemMu
YCTaHOBKA; oOMexeH1 31 cTaOLIBHICTIO HA
BitKiller MOJKJIMBICTH BUOODPY (byHKITIOHATBHI JESIKMX BEPCIX
METOIIB 3HUIIICHHS MO>KJIMBOCTI, Windows.
TAHUX. BIJICYTHICTh

AHai3yl0ud BIATYKH KOPHCTYBayiB PI3HUX IporpaM Juisi Oe3meyHOro

BUAAJICHHA JaHHNX, TaKHUX AK

“Eraser”,

“File Shredder”,

“Secure Eraser”,

“PrivaZer” wmo)xHa m00a4yWTH, [0 OUIBIIICTP KOPHUCTYBadiB IIHYIOTH iX 3a

MPOCTOTY BUKOPUCTaHHS, TOMY IO I1HTeppEehcH [HUX TMporpaM 3a3BUYAM
IHTYITUBHO 3pO3YMiNi, IO JO3BOJISIE IIBHAKO OCBOITH iX (DYHKI[IOHAJ, TaKOXK
BETUKUM BHUOIp PI3HOMAHITHUX METOJIB O€3MEeYHOr0 BWIAJIICHHA [aHUX € IIe
OJIHIEI0 BJKJIMBOIO TIEPEBAroro.

Opnak, TakoX € 4YacTi TEeXHIYHI TPOOJeMU TPU BUKOPUCTAHHI IUX
MporpaMHMX 3aco0iB, K, HANPHKIAA, TMTOMIJIKA IPH BCTAHOBIICHHI, HECTaOlIbHA
poboTa Ta 0oOMeKeHI MOXKIIMBOCTI B OE3KOMTOBHUX Bepcisx. “Eraser” ta “Secure
Eraser”, mornpu ix BUCOKY €(EKTHUBHICTH 1 HAJAIITOBYBaHICTh, KOPUCTYBaul 4acTO

HE3aJ0BOJICHI Bl MOMUJIOK Ha MEBHUX OINEpaliifHUX cUcTeMax 1 HaJAMIPHOI

KUIBKOCTI CIJIMBAIOYUX BIKOH 1 peKJIaMHu.
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“File Shredder” mBuako BUKOHYE CBOI 3aBJaHHS, alie € TAKOXK MpoOIeMH 3
TEXHIYHUMH 3005MH MPOrpPaMHOIO 3a0€3MEYHHS Ta BIACYTHICTIO MNIATPUMKHU
HOBIIIUX OIepamiiHux cucteMm. “PrivaZer” momo0aeThcsi KOPHCTyBayaM CBOEIO
3IaTHICTIO /10 TVIMOOKOTO OYMILEHHSA, MPOTE MOBUIbHE BUKOHAHHS Ta TEXHIYHI
npoOjieMr 31 CJIIB KOPUCTYBauyiB € OJHUMU 3 OCHOBHHMX HEIONIKIB I[bOTO
MIPOTrPaMHOI0 3a0e3MeYCHHS.

Otxe, mporpamHi 3a0e3MeueHHs, OMUCaH1 BUIIE, YaCTO OOMEXKEHI y CBOIH
NOBHIM €(pEeKTUBHOCTI Yepe3 TEeXHIUYHI HEJOJIIKM Ta HecTaOUIbHICTh y poOoTi. Lle
MIAKPECIoe  HEOOXIMHICTh TMOJANBIIMX TOKpalleHb y  CTallIbHOCTI Ta
(GYHKIIOHAIBHOCTI BiJl pO3POOHUKIB, 11100 MiABUIIUTH 3arajibHy SIKICTh MPOIYKTIB.

BucnHoBku 3a Po3ainom.

Y 1mpoMy po3aini AUIUIOMHOI poOOTH OyJio MPOBEACHO JACTAIBHUN aHaIli3
METOJIB Ta CTaHIAPTIB 3HUINEHHS JaHUX, a TaKOXX 3POOJICHO KOPOTKHMA OTJIS
POrpaMHMX 3aCO01B 3HUILEHHS TAHUX.

JleTaibHUI aHali3 METOJIB Ta CTaHAAPTIB 3HUIICHHS JaHUX IOKa3aB, IO
HAWOLIBIN HAJIMHUM, aJie i Yaco3aTpaTHUM MeToAoM € anroputm Ilitepa I'yrmana,
AKUN BKIIOYae 35 IUKIIB Mepe3anucy,a MEHII 4Yaco3aTpaTHUMHU METOJaMU €
NAVSO P-5239-26 ta US Air Force 5020, xoua BOHM MOXYTb OYTH MEHIII
e(heKTUBHUMH, 0COOJUBO I cydyacHuX SSD-auckiB. Bci anroputmu 3HHUIIEHHS
JAHUX BIAPI3HAIOTHCS KUIBKICTIO IMKIIIB Iepe3amucy, IO BIUIMBAE Ha iX
e(eKTUBHICTh Ta TPUBAJICTh MPOIIECY 3HUIICHHS TaHUX.

bymu posrmsayti pizHe 13, taki ax: “Eraser”, “File Shredder”, “Secure
Eraser”, “PrivaZer”, “Hardwipe” Ta “BitKiller’. Koxne pimenas mae cBoi
0COOJIMBOCTI, MOXJIMBOCTI Ta oOMexkeHHs. OcHOBHUMH KpuTepismu Bubopy 113 €
MiATPUMKA PI3HOMAHITHUX CTaHAAPTIB 3HUIICHHS JTaHUX, 3PYYHICTH iHTEpQENCy,
MIBUAKICTh pOOOTH Ta HAJIAHICTH. AHaNI3 BIATYKIB KOPUCTYBAdiB IMMOKa3aB, IO
OUTBIIICTh TPOTPaMHUX 3aCO0IB MarOTh TO3WUTHBHI BIATYKH MI0OJI0 3PYYHOCTI
BUKOPHUCTaHHS Ta €(QEKTUBHOCTI, NPOTE€ YacTO CTHUKAIOThCS 3 TEXHIYHHUMHU
npoOjieMamMu, 110 MIJKPECIIOE€ HEOOXIAHICTh MOJANBIIMX MOKpAlleHb Y

cTabuIbHOCTI Ta (PYHKI[IOHATBHOCTI 1iboro 113.
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3 JOCIII’KEHHA METOAIB TA 3ACOBIB BIAHOBJIEHHA TAHUX

3.1 Meronu Ta 3aco0u BIAHOBJIECHHS 1aHUX

BinHOBNEHHS TaHUX — L€ MpolleC OTpUMaHHs 1H(OpMaIli, TOCTYI 10 AKOI
HEMOXKJIMBO OTPUMATH CTAHJAPTHUMHU CIOCOOAMHU yepe3 MOoINepeaHe BUIATCHHS
a00 moIKoKeHHs U poBuX HociiB [31].

Cepen ycix cmoco0iB BIIHOBJCHHS JaHUX MOXKHA BHUIUIMTH KUIbKa
OCHOBHHX KaTeropii:

o nporpaMHe 3a0e3reyeHHs BITHOBICHHS JaHHX;

° armapaTHi 3acoOM BITHOBJICHHS JTAHUX.

[Iporpamue 3abe3neyeHHs] BIAHOBICHHS JaHUX BKIIOYA€ CKaHYBaHHS Ta
BIJIHOBJICHHS (aiiiB, siki Oyyin BTpaveHi abo BumaneHi [32].

BigHoBIIEHHS TaHUX 32 JOMOMOTrOK0 IPOrPaMHUX 3aC001B MOKJIMBE 32 TaKUX

obcrasuH [33]:

° BUJIaJIeH] J1aHi He Oyiu nepe3anucali HOBUMU JaHUMH,
) BTpadeHi naHi Ha SSD-auckax He Oynu BunaieHi komanaoo TRIM;
o U1 BUAQJICHHS (DaililiB HE BUKOPUCTOBYBAJIMCH MPOrpaMHI 3aco0u

0e3MeYHOoro 3HUIICHHS TaHUX;

o Hocii iHpopMarlii Hi3UIHO HEYITKOHKEHI.

Ha meii MOoMeHT icHye JBa OCHOBHHUX METOJa BIJHOBJICHHS IaHUX 3a
JIOTIOMOTOI0 TIPOTPAMHOTO 3a0€3MeUeHHsI, KI BUKOPUCTOBYIOTHCS Maiike y BCIX
pOorpaMHUX 3ac00ax MOOJMHOYHO, a00 B KoMOiHaIlii [34]:

° aHaJI3 METAJaHUX,

o MOIITYK JJAHUX 10 CUTHATYpaM (CKaHyBaHHS (DaiiiliB BIIOMUX THITIB).

MeragaHi BKIFO9arOTh 1H(QOPMAITIFO TIPO PO3MIIIIEHHS TAHUX, iX BIACTHBOCTI
Ta 1Hme. Merox aHamizy MeTajJaHWuX JO03BOJSE TPOTpaMi 3HAWUTH OCHOBHI
CTPYKTYPH Y CXOBHIIII, BIATBOPIOIOUM MOIIKO/KEeHY (aitioBy cuctemy. Lleit MmeTon

JI03BOJISI€ MOBHICTIO BIIHOBUTHU CTPYKTYPY BTPAUEHHUX JIaHUX, aJl€ TUIBKU SIKILO
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MeTaJlaHl He CEepHOo3HO MOIIKO/XKEeHIl. B iHakmiomy BHIAAKy, METOJ aHami3y
MeTaIaHuX He OyJe Ni€BUM I BiTHOBIICHHs daHuxX [31].

Sxuio nporpamue 3a0e3neyeHHsl He BIAHOBHWIIO JIaH1 3a JOMOMOI'O METOIY
aHaii3y MeTaJaHuX, TO TOJl MOXE 3aCTOCOBYBATHUCh METOJl MOIIYKY JaHUX I10
CUTHATypaM, SIKHii 0a3yeThCsl Ha MONIYKY (aililiB 3a iX BITOMUM BMICTOM. Y LOMY
BUIAJKy Mporpama IIyKae IOCIIIOBHOCTI HEOMPAllbOBAHUX JaHUX, XapaKTEpHI1
s (paitniB meBHOTO QopmMary, 110 JONOMara€ BU3HAYUTH MOYATOK a00 KiHEIb
¢aitny. daiinu, BITHOBIEH] TAKUM YMHOM, OTPUMYIOTh HOBI IMEHA Ta PO3IIUPEHHS
Ha OCHOBI 3HAlICHUX CUTHATYpP 1 PO3MILIYIOTHCS B OKpPEMMX Mamnkax JUisl PI3HUX
tumiB (ainiB. OcHOBHE OOMEXEHHS ITbOTO METOAy — Jeski (aiiam MOXyTh HE
MaTH yMHi3HaBaHUX CUTHATYp a00 MaTH CUTHATYPH JIMILIE Ha MOYaTKy ¢auiy, 110
YCKJIAIHIOE BHM3HAYEHHS 1X KIHIA, OCOOJMBO SKIIO YacTUHU (daimy He
30epiratroTbes mociainosHo [31].

[IpoananizyBaBImi METOAM BIAHOBICHHS JIaHUX, MOXHA CTBOPUTHU
nopiBusuTbHY Ta0auio (Tab:. 3.1) HemoumikiB Ta mepeBar 000X METO/IIB.

Ta6mums 3.1 — [opiBHsIIbHA TaOIUIISI METO/IB BIIHOBICHHS JaHUX

Ha3zBa metony IlepeBaru Henoaikn

MoskIiBe TTIOBHE
BIJTHOBJICHHS CTPYKTYpH
BTpaYCHUX JIAHUX; IIIBUKICThH
MPOIIECY BiTHOBJICHHS;
MOJKJIMBE BiJlOBJIEHHS
(dbparMeHTOBaHUX JTAHUX.

MO>KJIHUBE BiIHOBIECHHS
TUIBKH SIKIIO METagaHl
HECEPHO3HO MOIIKOKEHI.

Metoa anajizy MeTaJaHuxX

MOKJIMBE BiJHOBJICHHS
TaHUX, KO0 JaHi Oynu
JIABHO BUJIAJICHI Ta Y
BHMIIAJKaX, KOJIM MeTafaH1
MOIIKO/[KEH1 a00 BiJCYTHI.

[ToBuIbHICTH TIpOLIECY, BTpaTa
OPUTIHAILHOT CTPYKTYPH,
oOMeKeHa MmiaTpuMKa
dbopmaris.

MeTtox nomyKy JaHUX IO
CUTHATYpaM

CydJacHi mporpam# JUIs BiTHOBJICHHS JIAHKX YaCcTO 3aCTOCOBYIOTH TOPUIHUI
MiAX1, TparHy4Yd MaKCHUMaJbHO 34uTaTH iHopmariro 3 ¢aiiaoBoi cucteMu Ta
BJIAIOYKCH JI0 CUTHATYpPHOTO aHaNi3y JMIIE B KpaWHIX BHUMaAKax, Koiu (aiiiosa
CHUCTEMa TMOIIKOJKE€Ha a0o0 BIJCYTHS, a TaKOX Mg MOwyKy ¢ainiB, siki Oymau

BUJajIcHI 1aBHO [34].
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AnapaTHi 3acoO0M  BIAHOBIIEHHS JIaHUX BKIIOYAIOTh BUKOPUCTaHHS
CHenianai30BaHOro 00aiHaHHs. 3a JOMOMOI'OI0 BOTO OOMaJHAHHS MOXKHA YUTATH
Ta BIJHOBJIIOBATH JaH1 3 YIIKOJKEHUX HOCIIB 1H(pOpMAaIIii.

Takox, B JA€SKUX BHIAJKaX, BUKOPUCTOBYETbCS KOMOIHALllS anapaTHUX Ta
MPOrpaMHUX METOMIB BIAHOBJIICHHS naHuX. lle KOpHCHO, HamNpWKIaa, KOJIH
KOPCTKUUA MArHITHUN AUCK (I3MYHO MOIIKOJKEHHM, ajie Mpu 1boMy (ailioBa
CUCTeMa HE Ma€ HECIPAaBHOCTEM.

PosrasiHemMo niesiki HMpoKo PO3MOBCIOIKEH TPOTPaMHi 3aCO0M BITHOBJICHHS
JTaHUX

1)  “Recuva” — O€3KOIITOBHUI mNporpaMHUil 3acid Uis CKaHyBaHHS
MOIIKO/KEHUX a00 BUAAICHUX JaHUX Il Oyab-skoro Hocis iHdopwmarrii (SSD-
mucku, HDD-nucku, diem-kapTu Ta iHII), MATPUMYE Taki QailiioBi CUCTEMHU, fK:
NTEFS, FAT32, EXT3, EXT4 ta exFAT. Takox € miaTHa Bepcis 3 PO3MIMPEHUM
¢yukiionasom [35].

[lepeBaru:

® POCTHI Y BUKOPUCTaHI;

® HasABHICTH 0E3KOIITOBHOI Ta MOPTATUBHOI BEPCIi;

e iHTerparlis B orepamiiHy cucTemy,

® MOXJIMBICTH O€3[IEYHOr0 BUAAJICHHSA JaHUX

® BiJIHOBJICHHS JaHUX Ha MOIIKO/KEHUX HOCIAX 1H(OpMaIIiT;

® HasABHICTH MPOJIBUHYTOTO PEKUMY CKaHYBaHHS,

® MOXJIMBICTb INTMOOKOTO CKaHyBaHHS.

Henoniku:

e Tinbku it Windows;

® TIOBUIbHA MBHJKICTh IITHOOKOTO CKAaHYBaHHS,

® BIiJICYTHS TeXHIYHA MiATPUMKA MPOOHOT Bepcii.

2) “Disk Drill” — ©6aratodykmioHalibHe MporpamMHe 3a0e3MeYCHHS
BITHOBJICHHS BTpadueHUX a0o0 BuaajdeHUX JaHuX. IIpaioe Ha omepariiHux

cucremax Windows ta macOS, mintpumye Taki (aitsoBi cuctemu, sk. FAT,
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exFAT, EXT3, EXT4, NTFS, APFS (Apple File System), HFS (Hierarchical File

System).

[IepeBaru:

® HasgBHICTH O0€3KOIITOBHOI MPOOHOT BepcCii;

e HasgBHICTH PYHKIIIT 3axucTy nanux Recovery Vault;

® MOJKJIMBICTb BIIHOBJIEHHS 3 PI3HUX HOCIIB;

® HasBHICTH INTHOOKOIO CKaHyBaHHA,

® MOXKJIMBICTb CTBOPEHHS PE3E€pPBHOT KOMIii AUCKIB Ta PO3/ALIIB,;

® [IATPUMKA PI3HOMAHITHUX (PANIOBUX CUCTEM.

Henomixu:

® BHCOKa BapTiCTB;

e oOMexeHHs1 0e3KOIITOBHOT Bepcii;

® TOBUIbHA MIBHUJKICTh ITTMOOKOTO CKAaHYBAaHHS,

¢ [IporpaMHe 3a0e3IeueHHs MO)KEe BUMaraTy 3HauHi peCypCu CUCTEMU.

[IpoananizyBaBImM BIiAT'YKH KOPHUCTYBaudiB NpO MporpamMHe 3a0e3MeueHHs,

KOTpe OyJsio omucaHe Buile, MokHa chopmyBatu Taduio (Tadm. 3.2) mepesar ta

HEJIOMIKIB IUX IMPOTrpaM, a TaKOX TEXHIYHI MpoOJeMHU, 3 KOTPUMHU 3ITKHYIUCS

KopuctyBaui [36-40].

Tabmums 3.2 — Y3aranbHEeHHS BITYKIB PO MPOTpaMHi 3aC00M BiITHOBJICHHS JaHUX

IIporpamue . . -
IMo3uTUBHI BiATyKH HerarusHi Biaryku TexuniuHi npodsiemu
3a0e3nmeveHHs
1 2 3 4
Jlerkictpb [lorane BinHOBICHHS Moske BCTaHOBIIIOBATH
BHUKOPHUCTaHHS, JaHWX; BCTAHOBJICHHS HeOa)kaHe MporpamHe
0E3KOITOBHA BepCist; | HeOaKaHOTO MPOrpPaMHOTO | 3a0e3MeUYeHHS;
TIoTIepeIHiIN Tieperasy | 3a0e3NeYeH s ; He 3aBK 1 HEeCTaOLIBHICTh TIPU POOOTi
Recuva (hatimiB mepen e(eKTUBHE BiTHOBIICHHS 3 BEJINKUMH JTUCKAMU;

BITHOBJICHHSIM,
IMOOKE CKaHYBAHHS,
MATPUMKA Pi3HUX
HOCIIB TaHUX.

(hatiniB; meski aiinmm
MOXYTb OYTH TOIIKOKEH1
a00 HETTOBHICTIO
BIIHOBJIEHI.

TPUBAJIMIA Yac CKaHyBaHHS,
mpobIemMu 3
pO3IMi3HaBaHHSM ITEBHUX
HOCIIB.
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[IponoBxenns Tabauui 3.2

1 2 3 4
EdexTuBHICTD [Iporpama He 3Morna [TpoGnemu 3 poboTOIO HA
BIJHOBJIEHHS, BigHOBUTH (haiinm, abo MIEBHUX OIMEpariiitHuX
MOXJIHBICTH BIIHOBMIIA JIMIIIE crucreMmax, ocodauBo Ha Mac 3
BIAHOBJIEHHS TaHUX 3 MOLIKOKEH] YH SSD; 3601 i yac podotu
PI3HUX THIIIB HOCIB; HerpuIaTHi daim, porpaMu, ocoOIHBO MiJ] Yac
JIETKICTh OMaHJIMBa peKjama; TTMOOKOro ckaHyBaHHs a0o
BUKOPHCTAHHS; IIBUJIKA | KYIIBJIS MOBHOI Bepcii He BiZIHOBIICHHSI BEIUKUX OOCSTiB

Disk Drill | ta xopucHa migrpumka | rapantye 100% JIAHUX; TIporpama He 3aBiKIH
KOpHUCTYBauiB, BiZIHOBIICHHSI (paiiiB; MIPaBUJIBHO MONEPETHBO
HAsIBHICTh JIOJIATKOBUX | BIIMOBH Y IIOBEPHEHHI neperysgaae Ganiu, mo
(dyHKIIH, sK, KOILITIB Ta JOBIUH 4ac YCKIIQJIHIOE OLIHKY X
HAIPHUKJIAJ], OYUIICHHS | BiJIOBIJII BiJ{ pO3POOHHUKIB. | MPUAATHOCTI 10 BiJHOBJICHHSI.
JTUCKIB, TIOIIYK
nyOmikaTiB Qaiiis Ta
3aXHUCT JIAHUX.

[IpoananizyBaBiu TaONMIIO, MOXKHA 3pOOWTH BHCHOBKH, IO O0OHABA
mporpamMHi 3aco0u MarTh CBOI MepeBard Ta Hemoiku. “Recuva” miaxoauThb s
POCTUX 3aBJIaHb, ajie MOXe OyTH HEHaA1IHOIO MPU PoOOTI 3 BEIUKUMHU 00CSITaMu
JaHuX abo0 CKIIAJHMMU BHUIIQJKaMH BIJHOBIIEHHS, a IporpamMHe 3a0e3neuyeHHs
“Disk Drill” mporonye 6inbitie GyHKIIIH 1 Kpally MITPUMKY KOPHCTYBadiB, aje
TaK0X Ma€ CBOi HEJIOIKH, BKIIFOYaI0UH TeXHIUHI MPOOJIEMHU Ta BUTIAJKA HEBIAJIOTO
BiIHOBJIEHHS JaHuX. KopucryBadi 000X mporpaM MOXYTh 3ITKHYTHCS 3
npoOjeMaMH Ha PI3HUX ONEpaIlifHUX CHUCTeMax 1 HOCISAX, IO BapTO BPaxOBYBaTH
Ipy BUOOP1 BIATIOBITHOTO IHCTPYMEHTY JIJIsl BITHOBJICHHS JAHUX.

Ha niarpami (Puc. 3.1) mpeacTtaBieHO MOJSPHICTH BIATYKIB MPO MPOTPaMHi
3abesneueHas “Recuva” ta “Disk Drill” mo kpainmax (CIIA, BemukoOputaHnis,
[anis, lepmanis, Kanana). st k0okHOT KpaiHu MOKa3aHO KUTBKICTh TO3UTUBHUX Ta
HETaTUBHUX BiATYKiB [36-40].

Ha ocnoBi mmx mammx BuaHo, mo “‘Disk Drill” mae Oigblre mo3UTHBHUX

BIJITYKiB MOPIBHSAHO 3 “ReCcuva” y Bcix 3a3HaueHUX KpaiHax.
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Polarity of Reviews for Recuva and Disk Drill by Country

1401 Recuva Positive
B Recuva Negative
W Disk Drill Positive
1201 B Disk Drill Negative

100

co
o
T

Number of Reviews
(=]
o
:

201

India Germany
Country

Puc. 3.1 — INomynsapHicTh mporpamMuux 3ade3nedyeHs “Recuva” ta “Disk Drill”

BucHOBKY 32 po31isIoM.

VY 1mpomMy po3nuli JOCTIKEHO METOAW Ta 3aco0W BITHOBJICHHS [aHHUX, a
TaKOXX TMpOrpaMHI 3acobu s BigHOBIEHHS iHopmarlii. [IpoBeneno anami3
e(hEeKTUBHOCTI PI3HUX MPOTPaMHUX 3aCO0IB ISl BITHOBJICHHS JTaHUX.

PosrnsHyTi MeTon aHamizy MeTaJaHUX Ta METOJ TMONIYKY JaHUX 10
CUTHAaTypaMm. BusiBneHo, 1m0 METOJ aHami3y METaJaHUX JO03BOJISIE€ MOBHICTIO
BITHOBUTU CTPYKTYpPY BTpadeHUX [aHUX 3a yMOBH, IO MeTaJaHi He Oyiu
CEpHO3HO TMOIIKOKEHI, a METOJ| MONIYKY JaHHX 10 CUTHaTypaMm 0a3yeThCsl Ha
MOIIYKY BIiIOMHUX TMOCIITIOBHOCTEH JaHUX 1 MOXKE BITHOBUTH (pailiun HaBITH y
BHITQ/IKaX CEPHUO3HOTO MOIIKOMKEHHS (DaiIOBOI CUCTEMH, aJjie BiH € MOBUIBHIIIIM
3a METOJI aHaI3y METAJaHMX 1 HE 3aBXKIM MOXE BIIHOBUTH TIOYATKOBY CTPYKTYPY
(daimiB (B T.4. PO3MITKY JHCKY).

Ors BiAITOBIIHUX MPOTPaMHUX PillieHb Mokasas, mo [13 «Recuva» mpocte
Yy BHUKOPHCTaHHI, Ma€ OE3KONIITOBHY BEPCIl0 Ta MIATPUMYE Pi3HI TUIU HOCIIB
JaHUX, a OCHOBHI HEIONIKM BKJIIOYAIOTh MOBUIBHICTH IMNTHOOKOTO CKaHyBAaHHS Ta

BCTAHOBJICHHS HeOa)kaHOro mnporpaMmHoro 3aodesmeueHHs, a I13 «Disk Drill» —
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edexkTrBHA Ta OararoyHKIIOHAIbHA Mporpama 3 MiATPUMKOIO Pi3HUX (alIoBUX
cCUCTEeM, aJie OE3KOIITOBHA BEPCisi Ma€ OOMEKEHHSI.

Bbyno BusBIEHO, 1110 Ha €PEKTUBHICTD BIAHOBJICHHS JAHUX BIUIMBAIOTh THII
HOCIs, KUIBKICTh LHMKIIB Iepe3anucy (4uMm OuIbllle, TUM CTAaHOBUTHCS MEHIIa
WMOBIPHICTh BIIHOBJIEHHSI JTaHUX), PI3HI JITOPUTMM 3HUILIEHHS Ta BIJHOBIICHHS
JaHUX MaIOTh P13HY €(PEKTUBHICTH 3aJI€KHO BIJl TUITY HOCIS Ta IHIIUX YMOB.

AHani3 A0CTYNHOI CyKyHMHOCT1 BIATYKIB IHIIMX KOPHUCTYBayiB MOKa3aB, IO
BOHM B OUIbIIIA Mipl LIHYIOTb HPOCTOTY BUKOPUCTAaHHS Ta HAABHICTh
OE3KOLITOBHUX BepCiii OMMCaHMX MPOrpaMHUX 3a0e3nedyeHb, aje Yacro
CTUKAIOTHCS 3 TEXHIYHUMHU NMPOOJIeMaMu Ta 0OMEXEHHIMHU OE3KOIITOBHUX BEPCIH.

BpaxoByroun BIAI'YKH CTOCOBHO 3pYYHOCTI 1 MPOCTOTH BHKOPHUCTAHHS
(mobmo 13abinimi 6i0 auen. usability) npodinsHOro I13, MOXkHA KOHCTaTyBaTH,
o N1l €(EeKTUBHOTO BITHOBJICHHS JAHUX CJiJi BUKOPUCTOBYBATH KOMOIHOBaHUMN
HiX11, 3aCTOCOBYIOUM SIK METOJ| aHajli3y METaJaHuX, TaK 1 METOJ IOLIYKY IO
curiatypam. Takum 4MHOM, BUOIp IPOrpaMHOro 3a0e3Me4YeHHs ISl BiTHOBJICHHS
JaHUX TIOBUHEH O0a3yBaTUCS Ha KOHKPETHHUX IOTpedax, TUIax HOCIIB Ta

obOctaBuHax (crerudiku moiii), 3a AKUX OyJIM BTpAdYeHI/3HUIIICHO JaH].
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4 TECTYBAHHA TA AHAJII3 PE3VIJIbTATIB MOJEJIFOBAHHA ITPOLIECY

3HULLIEHHST JAHUX

4.1 Bubip iHCTpYMEHTIB Ta MIATOTOBKA 10 TECTYBaHHS

1) Bubip iHCTpYMEHTIB JUIsl 3HUIICHHS JaHUX.

Jnst TectyBaHHS OyQyTh BHKOPHMCTaHI HAcTylHI MHpPOrpaMHi 3aco0u aiis

SHUIICHHA JaHHX.

Eraser

File Shredder
Secure Eraser
PrivaZer
Hardwipe
BitKiller

2) BuOip iHCTpYMEHTIB [JIs BITHOBJICHHS JaHUX.

Jlns TectyBaHHA OyayTh BUKOPUCTaHI HACTYIHI MpPOrpamMHI 3aco0u st

BITHOBJICHHS JTaHUX:

Recuva
Disk Drill

3) IlizroroBka TECTOBHX JaHHUX.

Jliis TecTyBaHHs Oyina oOpaHa omnepariitaa cucrema Windows 10.

Ha xoxxHOMy HOCIi mepes; KOXXHUM TECTYBaHHSIM IMPOTPaMHUX 3ac00iB

3HUIIEHHSA JaHUX 3aMUCYIOThCA (pailny pi3HUX TUIIIB:

JIBa TEKCTOBUX JIOKyMEHTH B (hopmarax «.docx» ta «.pdf»

JIBa 300pakeHHs B (hopMartax «.bmpy» Ta «.jpeg»

JIBa My3u4HHX TPEKiB B Gopmati «.mp3» 3 Oitpeirramu y 320 x6iT/Cc Ta
128 k0it/c

JlBa Bijieo B hopMaTax «.avi» ta «mpsd»

BukonyBanbuuii gaiin y popmati «.exe»



Tunu HOCIiB 1HGOpMALIi:

— XKopcrkuii quck (HDD)

Hassa nocist: Seagate Barracuda 250 GB

OCHOBHI XapaKTepUCTUKHU:

Mopnens: ST250DMO000

E€wmuicts: 250 GB

Iarepdetic: SATA 11 (Serial ATA)
HIBunkicts odepranus: 7200 06/xB
Kemr-nam'site: 16 Mb
dopwm-pakrop: 3.5 moitma

Tun ¢aitnosoi cuctemu: NTFS

Cran Hoclg: YKHUBaHUM, 0€3 MOIKOIKEHb Ta 3HOIIECHOCTI

— TBepnotutbHUN HakonmayBad (SSD)

Hassa Hocis: Seagate Barracuda 250 GB

OCHOBHI XapaKTepUCTUKH:

Monens: SA400S37

E€wmuicts: 120 GB

[arepdeiic: SATA 111

MaxkcuMalibHa MIBUAKICTh YMTaHHA naHux: 550Mb/c
MakcumanbHa mBUAKICTH 3anucy: 350Mb/c
dopm-daktop: 2.5 aroiima

Tun ¢aitnosoi cuctemu: NTFS

CraH Hocig: Y XKMBaHUM, 0€3 MOIIKOIKEHb Ta 3HOIIEHOCTI

Ilepen KOXHHM TECTYBaHHSIM HOBOI IPOrpaMH 3HUIIECHHS

MIPOBOJUTKCS TTOBHE (hOpMaTyBaHHS JHCKIB.

4) HanamryBaHHS IPOrpaMHUX 3aC001B

HanamryBaHnHs napameTpiB 3HUIICHHS TaHUX

Eraser (Puc. 4.1)

KinpkicTh nukiiB nepe3amnucy: 7
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Bubip anropurmy: RCMP TSSIT OPS-I11

OEraser
.EraseS:hedule - ﬁiett\'ngs 7 Help |~

Settings

Shell integration
User interface language:

[ Integrate Eraser into Windows Explorer

Erase settings
Default file erasure method:
Default drive erasure method:
Randomness data source:

Force locked files to be unlocked for erasure

[C]Replace erased files with the following files to allow plausible deniability

English

RCMP TSSIT OPS-lI (7 passes)
Pseudorandom Data (1 pass)

RNGCryptoServiceProvider

Add File...

Add Folder...

/® ERASER

—ter

Save Settings

Remove

Pucynok 4.1 — HanamryBanust nporpamMHoro 3aco0y “Eraser”

e File Shredder (Puc. 4.2)

KinpkicTh uKIiB nepe3anucy: 35

Bubip anroputmy: Meton Ilitepa I'yrmana

DO

_@ﬂuesu

File Shredder A Settings

< Add File(s)
o Add Folder
= Remove Selected

[ Program Settings | Algorithms | visual Optons |

&7 Remove Al Default secure algorithm

v OK
O vy

iGuttman algorithm 35 passes

»

Disks

<

Shred Free Disk
@ Space

Options P
[ shredder Settings
] Updates

Help a

L X cancel

@) Help
| S —

) Oniine Help

(£ Donate
<> Related Software

Shred Files Now..

Exit
Lm s

Size

&b Bhnit

h

Visit File Shredder Online

www.fileshredder.org

Pucynoxk 4.2 — HanamryBanss nporpamtaoro 3aco0y “ File Shredder”
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e Secure Eraser (Puc. 4.3)
KinbkicTe nuKIIB nepe3anucy: /

Bubip anropurmy: VSITR (Himeuunna)

Freeware for private use 7 — x
as SECURE ERASER

Start Settings Journal Update Help

File & folder deletion

Order full version @ EN

Report comment: |
Files list
Files/folders to be deleted securely: 2 I
& [ k:ADiscollusion - Stay Home320 kbps.mp3 A

M [ kafile1.bmp

D K:\file2.,jpeg

D K:\Gotye-Somebody-That-I-Used-To-Know-_feat.-Kimbra.avi
& [) k:\Gueci Mane wake Up In The Sky Ft Bruno Mars.mp3

M [ katest.docx

D K:\test.pdf

[) KAThe Weeknd - Save Your Tears.mp4

Security level: High - German standard bt
Description: Overwrites your data seven times with German standard BSI-VSITR before
deletion.

Version 6.105

Pucynok 4.3 — HanamryBanss mporpamtaoro 3acooy  File Shredder”

e PrivaZer (Puc 4.4)
KinpkicTh 1UKIIB nIepe3anucy: 3

Bubip anropurmy: USA Navy NAVSO

N\

Duration

After deletion: [EIEEE]

Start deletion

Standard Edition

E PrivaZer

Delete hout leaving a trace
9 elements (K:\Discollusion - Stay Home320 kbps.mp3,...)

HE on Flash memory, SSD, ...
M &l on Magnetic disk

B Start automatically

B Close when completed (this window)
B Close when completed (PrivaZer)

Pucynok 4.4 — HanamryBansst mporpamHoro 3aco0y “ PrivaZer”
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e Hardwipe (Puc 4.5)

KinbkicTe nuKIiB nepe3anucy: /

Bubip anroputmy: Anroput™m bproca IlInaiiepa

——

@ Hardwipe

HARDWIPE
File Data
Devices

i)

Volumes

Free Space
Recyclers

9

Pagefile

TOOLS HELP

Hardwipe: Data Security Toolset

Don't just delete unwanted data..

ﬁ\ Total Size:
H _"x Remaining:
[\ -)

® Speed: |*

Schneier - @

[ ] verification Pass

. hardwipe it!

Start Reset

Follow for Version Updates

Find us on

Facebook

Upgrade now to lose these ads

Log...

Close

Pucynok 4.5 — HanamrryBanss mporpamMHoro 3acooy “ Hardwipe”

e BitKiller (Puc. 4.7)

KinpkicTh MUKITIB TIEpE3anucy: 7

Bu6ip anropurmy: US DoD 5220.22-M (8-306./E, C & E)

2 BitKiller

() DOD 3 pass (strong)
(® DOD 7 pass (very strong)
(O Gutmann 35 pass {overkill)

Shred Files

Cancel

X
Discollusion - Stay ...  K:\Discollusion - Stay Home320 kbps.mp3 5914 KB
Add Folder file 1 bmp K:\file 1 bmp 1113 KB
= Gotye-Somebody-T... K:\Gotye-Somebody-That-l-Used-To-Know-_feat -Kimbra.avi 52372 KB
emave kem file2 jpeg K:file2 jpeg 86 KB
Gonr U Gucci Mane Wake ... K:\Gucci Mane Wake Up In The Sky Rt Bruno Mars. mp3 3200 KB
e test docx K:\test.docx 581 KB
) test pdf K:\test pdf 450 KB
Overwrite Method The Weeknd - Sav... K:\The Weeknd - Save Your Tears.mp4 23336 KB
O Al 0's fast) XnView-winfullexe K \XnView-winfull exe 21362 KB
(O Random data

Pucynoxk 4.6 — HanamryBanHs nporpamaoro 3aco0y “BitKiller”
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HanamryBanHsa napaMeTpiB BiTHOBJICHHS JaHUX:
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I'nuboke ckaHnyBaHHS ISl MAKCUMAIbHO €(DEKTUBHOTO BITHOBJICHHS.

5) TecToBwii miax

Eranu tectyBanHs:

e [loBHe opMaTyBaHHS TUCKY.

e 3amuc TeCTOBOro HabOpy JTaHUX HA IUCKHU.

L4 3HI/IIJ_IGHH$I HaHUX IIpOoTrpaMHUM 3a0€e31eUeHHSIM.

e BigHoBIEHHS JaHUX ITICIIS 3HUILIEHHS.

e JlopiBHSHHS pe3ysbTaTiB ISl KOKHOTO MPOrPaMHOro 3a0e3MedeHHs Ta

HOCIA.

Kpurepii oninku:

e Yac, HeoOXITHUM JJI 3HUIICHHS JaHUX.

e Yac, HeoOXigHHMI IS BIAHOBJIEHHS JaHUX.

e KinpKicTh Ta SIKICTh BITHOBIEHUX (DailiB.

e HaniliHicTh pOOOTH TIpOTpaM.

4.2 Pe3ynbTaTy TECTYBaHHS MPOTrPaMHUX 3aCO0IB 3HHUINCHHS JAHUX

Ha ocHOBI1 npoBe1eHOr0 TeCTyBaHHS IPOrpaMHUX 3ac001B 3HUIIICHHS JTaHUX,

chopmyemo tabmumo (Tada. 4.1). Ilpomec TecTyBaHHS KOKHOTO MPOTrPAMHOIO

3abe3reueHHs OUTbI JeTaabHO TToKa3aHo B JlomgaTtky b.

Tabnuns 4.1 — Pe3ynbratsl TECTYBaHHS MPOTPAMHUX 3aCO01B 3HUIIICHHS JaHUX

[Iporpamunii Hociit Jara i4ac Jara i4ac 3aranpauii | [loBimomieHHs
3acio MOYATKY 3aBepILCHHS qac PO TIOMHJIKA
3HUNICHHS
1 2 3 4 5 6
Eraser SSD 21-05-2024 21-05-2024 8 cek BincyrHi
17:02:32 17:02:40
HDD 22-05-2024 22-05-2024 14 cex Bincythi
13:31:05 13:31:19
File SSD 21-05-2024 21-05-2024 17 cex Bincythi
Shredder 18:49:34 18:49:51
HDD 22-05-2024 22-05-2024 58 cex Bincythi
12:13:24 12:14:22




[Iponosxenns Tabnuui 4.1
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1 2 3 4 5 6

Secure Eraser SSD 22-05-2024 22-05-2024 12 cex Bincyrhi
04:40:28 04:40:40

HDD 22-05-2024 22-05-2024 9 cex Bincyrhi
18:07:31 18:07:40

PrivaZer SSD 22-05-2024 22-05-2024 6 cex Bincyrhi
06:15:15 06:15:21

HDD 23-05-2024 23-05-2024 5 cex BincyrHi
02:03:53 02:03:58

Hardwipe SSD 22-05-2024 22-05-2024 58 cex Bincyrai
09:05:40 09:06:38

HDD 22-05-2024 22-05-2024 50 cex BincytHi
09:05:40 09:06:30

BitKiller SSD 22-05-2024 22-05-2024 26 cex Bincyrai
10:15:00 10:15:26

HDD 22-05-2024 22-05-2024 24 cex Bincyrai
10:16:00 10:16:24

4.3 Pe3ynbTaTi TECTYBaHHS MIPOTPaMHUX 3aCO0IB BITHOBIICHHS JaHUX

Ha ocHOBI1 npoBeIeHOTO TeCTyBaHHS MPOrpaMHOTro 3abe3nedeHHs «Recuvar,

chopmyemo tadnmuirio (Taodm. 4.2). Iporec TecTyBaHHS BiIHOBJICHHS JaHUX OUIBII

JIEeTAIBHO MOKa3aHo B Jlomartky B.

Tabnuus 4.2 — Pesynbratu TectyBanns 113 «Recuva»

Merox Hocuit ['mubuna Yac KinekicTs SIKiCTh BUABIIEHUX
3HUIIEHHS CKaHyBaHHS BUKOHAHHS | BUSBJIECHUX ¢aitris
JTAHUX CKaHYBaHHS dbaiiniB
1 2 3 4 5 6
RCMP SSD I'muboxke 12 xB 40 cek 7 [TopoykHi, BiTHOBICHHS
TSSIT OPS- CKAaHYBaHHS HE BIAIOCH
1 HDD T'nmuboxke 34 xB 50 cek 7 [ToposkHi, BiTHOBICHHS
CKaHyBaHHS HE BIAJIOCS
AJITOPUTM SSD I'nmuboxke 13 xB 54 cek 7 [ToposkHi, BiTHOBICHHS
IiTepa CKaHyBaHHS HE BIAJIOCS
I'yrmana HDD I'muboxe 42 xB 50 cex 7 [ToposkHi, BITHOBICHHS
CKaHyBaHHS HE BIAJIOCS
VSITR SSD I'muboxke 21 xB 32 cex 0 BinHoBieHHs He
(HimeuunHa) CKaHyBaHHS BJIAJIOCS
HDD I'nmuboke 51 xB 57 cex 0 BinHoBiaeHHS He
CKaHyBaHHS BJIAJIOCS




[Iponosxenns Tabmuui 4.2
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1 2 3 4 5 6
Amepukancekmii | SSD I'muboxe 14 xB 55 cex 0 BigHoBneHHs He
CTaHJApT CKaHyBaHHS BJIAJIOCS
NAVSO P-5239- | HDD I'nmuboxe 44 xB 12 cex 0 BinHoBieHHS HE
26 CKaHyBaHHS BIAJIOCS
AJIropuT™M SSD I'muboxe 12 xB 9 cex 7 [TopoxHi,
bproca CKAaHYBaHHS BIJTHOBJICHHS HE
HInaiiepa BAAJIOCS
HDD I'nmuboxe 41 xB 9 cex 8 [TopoxHi,
CKaHYBaHHS BIJIHOBJICHHS HE
BJIAJTIOCS
US DoD 5220.22- | SSD I'muboxe 14 xB 7 [TopoxHi,
M (8-306./E, C CKaHyBaHHS BiZIHOBJIEHHS HE
& E) BJTAJTOCS
HDD I'nmuboxe 17 xB 41 cek 8 [TopoxHi,
CKaHYBaHHS BIJIHOBJICHHS HE
BAJIOCS

Ha ocHOBI mpoBeneHOro TeCTyBaHHs MporpamMHoro 3a0esmedeHHs «Disk

Drill», cpopmyemo tabmauio (Tab:m. 4.3). [Iporec TecTyBaHHS BiHOBICHHS JaHUX

IEeTaIbHO MoKa3aHo B Jlomatky I'.

Tabauns 4.3 — Pesynpratu TectyBanns [13 «Disk Drill»

Merox Hocuit ['mubuna Yac KinekicTs SIKiCTh BUABIIEHUX
3HUIIEHHS CKaHyBaHHS BUKOHAHHS | BUSIBJICHUX ¢aitris
JTAHUX CKaHYBaHHS dbaiiniB
1 3 4 5 6
RCMP SSD I'mubGoxke 14 xB 12 [TopokHi, BiTHOBICHHS
TSSIT OPS- CKAaHYBaHHS HE BIAIOCH
1 HDD T'nmuboxke 44 xB 24 [ToposkHi, BiTHOBICHHS
CKaHyBaHHS HE BIAJIOCS
AJITOPUTM SSD I'nmuboxke 7 XB 22 [ToposkHi, BiTHOBICHHS
IiTepa CKaHyBaHHS HE BIAJIOCS
I'yrmana HDD I'maboxke 35 xB 24 [ToposxHi, BITHOBIIEHHS
CKaHyBaHHS HE BIAJIOCS
VSITR SSD I'muboxke 8 xB 42 Branocs BinHOBUTH
(HimeyuwnHa) CKaHYBaHHS MeTa/iaHi, ane dainu
MOIIKOKEH]
HDD I'muboxke 36 xB 21 Branocs BinHOBUTH
CKaHyBaHHS MeTajaHi, aje paitnu
MOIIKOKEH]




45

[Iponosxenns Tabmauui 4.3

1 2 3 4 5 6
SSD I'muboxe 7 XB 24 [TopoxHi,
AMepHKaHCbKHUI CKaHYBaHHS BIJITHOBJICHHS HE
CTaHIAPT BIAJIOCS
NAVSO P-5239- | HDD I'muboxe 45 xB 23 cex 24 [TopoxHi,
26 CKaHYBaHHS BIJIHOBJICHHS HE
BIAJIOCS
AJIropuT™M SSD I'muboxe 13 xB 24 [TopoxHi,
bproca CKAaHYBaHHS BITHOBJICHHS HE
HInaiiepa BAAQJIOCS
HDD ['muboxe 36 xB 12 [TopoxHi,
CKaHyBaHHS BiZTHOBJICHHS HE
BIIAJIOCSI
US DoD 5220.22- | SSD I'muboxe 9 xB 24 [TopoxHi,
M (8-306./E, C CKaHyBaHHS BiZIHOBJIEHHS HE
& E) BJTAJTOCS
HDD ['muboxe 36 xB 28 [TopoxHi,
CKaHyBaHHS BiZTHOBJICHHS HE
BIIAJIOCS

4.4 Anaii3 pe3ynbTaTiB TECTYBaHHS

MeTor TpOBEICHOTO TECTyBaHHS OYJ10 BHU3HAUYCHHS €()EKTHBHOCTI Pi3HUX
IporpaMHUX 3aco0iB ISl 3HUINCHHS JaHUX Ta 1X 37aTHOCTI 3amo0iratu
BIIHOBJICHHIO JaHUX 3a JOIMOMOTOI TMOMYJISPHUX IHCTPYMEHTIB BiTHOBJICHHS,
takux Ak “Recuva” ta “Disk Drill”. TecTyBaHHS BKIIOYaI0 BUKOPUCTAHHS PI3HHX
METO/IB 3HUIINEHHS JaHWX Ha JBOX THHax HocliB iHdopmamii: SSD Ta HDD.
OCHOBHI TapaMeTpHu OIlIHKH BKJIIOYAJIM 4Yac 3HHUIIEHHS, HASBHICTH ITOB1JIOMJICHb
PO MOMWJIKH, KUTBKICTh BUSBICHUX (aiIiB Ta SKICTh BITHOBICHUX (haliB.

Bci gocmimkeni mporpamMHi 3aco00u JUIs 3HUIIECHHS JaHUX IMOKa3ajld BUCOKUN
piBeHb €(dEeKTHMBHOCTI Ha 000X THIAX HOCIiB, TOMY IO OJEH 3 METOJIB HE
3aJMIIUB ~ BIJHOBIIOBAHWX  (paiiliB, 10 MIATBEPIKYETHCS  PE3yIbTaTaAMHU
ckaHyBaHHs 3a gomomororo “Recuva” ta “Disk Drill”. Yac 3uumenns ganux Oys
pi3HUM IS KOXXHOTO TporpamHoro 3aco0y. Hampuxman, “Eraser” i “PrivaZer”
JCMOHCTPYBAIM HAWIBUIIIMNA 4Yac 3HUIICHHS, Toal sk “‘Hardwipe” morpeOyBaB

MOMITHO OUTBIIIE Yacy.
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[Io pesynbraTamMm MOIETIOBAaHHS MOXKHAa CTBEP/KYyBaTH, IO IONpPU
BUKOPUCTaHHS TJIMOOKOTO0 CKAaHYBAHHS 1 CKJIQJHMX aJTOPUTMIB BIJHOBIICHHS,
“Recuva” ta “Disk Drill” He 3MOriu BiTHOBHTH KOJIHOTO TOBHOTO (haiy micis ix
BufasieHHs1 TectoBuM [13. €auHNM BUKIIOYEHHS OyJI0 YacTKOBE BiIHOBJICHHS
metaganux 3a jgonomoror “Disk Drill”, mo Bka3zye nuie Ha MOXKIHMBICTBH
BIIHOBJICHHS JIESIKO1 CITy)k00BO1 1H(OpMaIlii.

VY3araipHIOIOUM pe3yabTaTH TECTyBaHb BAapTO BIIMITUTH, IO CYTTEBOI
pi3HuLl B pe3ynabratax Mixk Mk SSD ta HDD He BU3HaueHO, IO CBITYUTH MPO
HAJIMHICTh Cy4YaCHUX MPOTPAMHUX 3aCO01B ISl 3HUIICHHS TaHUX.

B uimomy, mns 3a0e3nedeHHS BUCOKHMX PIBHIB O€3MEKHM TPU BUKOHAHHI
npoueayp YTWIi3alii HAaKOMUYyBadiB Ta/uM BUJAJIEHHS MOTPiOHOI iHopMmarlii,
CJIJT BUKOPUCTOBYBATH MEPEBIPEHI MPOrpaMHi 3acO0H, 110 MIATBEPANIA BUCOKY
e(EKTUBHICTh, CTOCOBHO PE3YJIbTATIiB BUIAJICHHS JaHUX Ta, BOJHOYAC, BCLIAKO
BpPaxoOBYBaTH MOKJIMBICTh 3a0€3MeUeHHs] KOHIIEHCYCY TMpOIeCy BHUIAICHHS 3a
KPUTEPIEM «4yac BUKOHAHHS — 3allydaeMi pecypcu». B neskux Bumagkax, yac
rapaHTOBAHOTO 3HUILEHHS JaHUX MMEBHUMH METOJaMH (KOMOIHAIIEI0 aJTOPUTMIB)
MOXKe OYyTH 3aHAATO HAJIMIPHUM, TOMY CJii oOWpaTH iHITY MoOJenb (Crmocid)
yTWII3alil JaHWX, BUXOISAYM 3 pPEAIbHUX yMOB eKcIuTyaTallii iHdopmarriiHoi
CHUCTEMH YU i1 OKpeMHUX arapaTHUX 3aco0iB.

BucuHoBku 3a Po3aiinom.

Y derBepTOMy pO3aii pOOOTH TPOBEACHO TECTYBaHHS KIUIBKOX 3pa3KiB
crienianizoBanoro I3 s 3HUINEHHS 1 BITHOBJICHHS JaHUX, a TaKOX 3pOOJICHO
y3araJbHEHHS CTOCOBHO OCOOJIMBOCTEH 3aCTOCYBAaHHS ¥ BIACTUBOCTEH iHTEpECy
KOpHUCTYBaua JyIsl pi3HUX BapiaHTiB BignmosigHoro I13.

AHami3 pe3ynbTaTiB TECTYBaHHS MPOTPAMHHMX 3acCO0IB 3HHUINEHHS JaHUX
MOKa3aJio, M0 yCi MPOTECTOBaHI MpOorpamMHI 3a0e3MeUeHHs TOKa3ajld BUCOKUU
piBeHb €EKTUBHOCTI y 3HUIIEHH] AaHuX sk Ha SSD, Tak i Ha HDD nociax. Koxen
3 METOIB 3HMINCHHA JaHWUX HE 3aJWIIUB HEYIIKOMKEHUX (aiiB, 110
HiATBEPKYETHCSI pe3yJIbTaTaMU CKaHYBaHHS 3a jormomoror “Recuva” Tta “Disk

Drill”, a uac, HeoOXimHUI IS 3HMINCHHS JaHHMX, BapilOBaBCS MDK Pi3HUMHU
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nporpamamu. Ha 1ocmigHOMy KOMIUIEKTI [JaHUX, HaWIIBUIIIL pe3yJbTaTu
npoaemMoncTpyBaiu “Eraser” Ta “PrivaZer” (5-14 cek), Tomi sk Hardwipe
notpebyBaB Oulbllle yacy (0 58 cek), ajie He3Ba)KalouM Ha PI3HUIIO B 4Yacl, yci
nporpaMu OyJiu 0JJHaKOBO €()eKTUBHUMU y 3HUIICHH] JTaHUX.

AnHani3 pe3ynbTaTiB TECTYBaHHS MPOrpaM BIJHOBJICHHS JaHUX MOKA3aJlo, 110
NONIPH BHKOPHUCTaHHS TIMOOKOTO cKaHyBaHHs, “Recuva” rta “Disk Drill” ne
3MOIJIM BIIHOBUTH OJHOTO TOBHOTO (aiily TMicas iX 3HUIICHHS, a €JIWHUM
BUKJIIOYCHHS OYJI0 YaCTKOBE BIIHOBJICHHS MeTaJaHuX 3a jornomororo “Disk Drill”
(micns  BukopuctanHs VSITR), 1m0 Bkadye Ha MOTCHIIHHY MOXKJIHMBICTb
BIJTHOBJICHHSI JIESIKO1 c1y>k00BO1 1HOpMaIlii, aje He caMuX JaHUX.

B miomy, 3a pe3yiabTaTaMH TECTOBOTO MOJCIIOBAHHS HE OYJI0 BHSBICHO
CYTTEBO1 pi3HUII B €EeKTUBHOCTI 3HUIIEHHS AaHUX MK SSD Ta HDD HOCisMU.
Jlns 3a0e3nedeHHs KOH(IASHIIIHHOCTI Ta 0€3MeKH JTaHUX CJIiJI BUKOPUCTOBYBATU
nepeBipeHi mporpaMHi 3aco0u Il 3HUIIEHHS 1HpopMarlii, siki TPOIeMOHCTPYBAIN
BHUCOKY €(DEeKTHBHICTh Y NMPOBEICHOMY TE€CTYBaHHI. B 1IIbOMY CEHC1 CIIil 3BEepHYTHU
yBary Ha Taki pimeHHs, sk “Eraser” Ta “PrivaZer”, ski MOE€IHYIOTh BHCOKY

IIBUKICTH 3HUIICHHS 3 €()EKTHUBHICTIO.
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BHUCHOBKUA

B po6oTi nocnimkeHo iCHYr041 TEXHOJIOTI 1 CIocoOU 3HUILEHHS JaHUX, 110
30epiraloThCsi Ha PI3HUX THUNAX HOCIIB 1H(pOpMalii Ta MNPOBEAEHO TECTOBI
BUNIPOOYBaHHA JJIg HAWUOUIbLI XapakTepHUX 3pa3kiB BiamosigHoro II3. 3a
pe3ysibTaTaMM  JIOCHIIHUX TECTYBaHb TPOBEJCHO  aHaji3  BJIACTUBOCTEH
CHEIiaTi30BaHUX TPOrPAaMHUX pIillleHb [JI1 BHJAJICHHS JaHWUX Ta HAJIaHO
peKOMeHaIlli, I[0/10 iX BUKOPUCTAHHS 1 MOXKIIMBOCTEH.

[IpoBenenuii aHami3 iCHyruux (aillloBUX CHUCTEM CBIAYUTH NPO Te, ILIO
OPUHIMIK X MOO0yIOBHM, B 3HAYHIA MIpl € OCHOBOI [JIsi Oprasizamii Ta
30€peKEHHs JTaHUX Ha PI3HUX THUIAaX HOCIIB 1H(opmaIllli, ¢ BOHM BU3HAYAIOTH
CTPYKTYPY JaHHUX, CIIOCOOM JOCTYNy 10 HHX Ta MEXaHIi3MHU YIPaBJIiHHSA ITUMH
JaHUMH. 3BEpHEHO yBary, Ha TOW (akT, 10 KOPEKTHa OpraHizallis 1 po3MiTKa
(ToOTO, JIOTTYHUHN TOA1T) HASIBHOTO IMCKOBOT'O MPOCTOPY HA PI3HUX THIAX HOCIIB, €
KPUTUYHO BAXKJIUBUMM JJiI1  €(QEKTUBHOTO YOpPABIIHHS JaHUMU Ta  iX
Oe3rneku (aMIHICTpYBaHHS JOCTYNY, IOTOKOBOTO INMH(PYBAHHS, KJIACTEPHOM
creranorpadii ToIo).

[TpoBenenuii aHai3 HaIIOHAJIBHUX 1 MIKHAPOJHUX CTAaHAAPTIB B YaCTHHI,
IO CTOCYIOThCSI perjiaMeHTallli MOPAIKY BHIAJCHHS/3HUIICHHS TaHUX, CBIIYUTH
PO T€, [0 BOHM BCTAHOBIIOKOTH JOCTAaTHBO UiTKI BUMOTH, CTOCOBHO YTHJIi3aIlii
JaHWUX Ha PI3HUX THUIAX HOCIiB, a iX TOTpUMaHHS € HEOOXTHUM JIJIs 3a0e3neUeHHS
KoH(]iAeHIIIHHOCTI Ta 6e3meku iHdopMaIrii.

B xonmi BuKOHaHHS pPOOOTH JOCTKEHO OCHOBHI OCOOJIMBOCTI, IO
MpUTaMaHH1 JUI HaWOUIBII TOIMMPEHWX METOAIB 3HMIICHHS naHux Ha HDD Ta
SSD nakommuyBauax, BKIIOYAIOYHM  MEXaHIYHE  3HUIIEHHS, OaraTokpaTHe
nepe3anucyBaHHsl JaHUX Ta 1H. BCTaHOBIEHO, IO KOXXKEH 3 METOJIB Ma€ CBOi
nepeBard 1 HEJOJIKU, a BUOIP KOHKPETHOTO aJFOPUTMY 3aJI€KUTh BIJ LUIEH Ta

MOXJIMBOCTEN KOPUCTYBAua, Ta cnelupiku BUKOPUCTAHHS HOCIiB 1HQOpMAIIii.
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B Mexax BHUKOHaHHS TEOPETHMYHOI YacTUHU 3aBJaHb, MPOAHAII30BaHO
OCHOBHI MDKHApOJHI CTaHAApTH 3HULIEHHSA MJaHUX, Takl sk wmeton Ilitepa
I'yrmana, RCMP TSSIT OPS-Il, anroputm bproca I[lnaitepa Ta iHII.
AKIIEHTOBaHO yBary Ha TOMY, LI0 HalOUIbIl epeKTUBHHMM, aje, W BOAHOYAC,
pecypcoeMHUM 1 daco3zaTpaTHuM € meTon Ilitepa ['yrmana, Toal SIK 1HIII METOJU
IpY TIEBHUX HAJAIITYBAHHIX, MOXYTh OyTH OUIBII MIBHIIIUMH, aje W MEHII
HaJliiHUMH (3 TOUYKH 30pY MOXIIMBOCTEH pEHOBAIll JaHUX crierianizoBanum [13).

Pesynprati mpoBENEHUX TECTOBHX JOCHIKEHb JEKUTbKOX IOKa30BHUX
CHEIiaTi30BaHUX TPOTPAMHUX pIillleHb JUISI 3HUIICHHS JaHWX, J03BOJISIIOTH
CTBEp/DKYBaTH, 110 KOKHE Take PIllIEHHS Mae CBOI OCOOJIMBOCTI, MOMJIHMBOCTI
oOMEXeHHs Ta 3a0e3NeuyloTh MATPUMKY pPI3HMX KOMOIHaIlil a’aropuTMmiB
(cranmapTiB) BUAAJICHHS JaHUX. Y3aralbHEHHS PE3YyJIbTaTiB BIACHOTO TECTYBaHHS
Ta BIATYKIB IHIIMX (306HiWHUX) KOPUCTYBAdiB CBIMYMTH MPO T, IO OUIBIIICTH
BignoBigHoro [13, 3anuinae mo3UTUBHE BpaXKEHHS 1I0JI0 JIETKOCTI iX BUKOPUCTaHHS
Ta e()EKTUBHOCTI, MPOTE ICHYIOTh 1 TMEBHI TEXHIYHU TPOOJEMH, IO 3YMOBJIEHI
(GYHKITIOHAJIPHOKO OOMEXKEHICTIO  (Hanpukiad, GIOCYMHICMIO  MONCIUBOCMEl
CKAAOAHHA 6IACHUX WAONIOHIB/MACOK 00pOOKU 1 HEeMONCIUBICMIO B8DAXYBAHHSA
PECYPCHUX 00MENCEeHb Ol BUKOPUCTIOBYB8AHUX Nnaamgpopm/3acobie ma in.) Ta
CKJIQJTHOIIIAaMU B TTUTAHHSX CYMICHOCTI 3 PI3HUMH TUIIAMU OTEPALlIfHUX CHCTEMaM
(kpoctutaTdopMHICTE) W amapaTHUMU IIaThopMaMH (8 m.Y. MOOIIbHUMU
2aodoicemamu).

JlocnimKeHHs Ipoliecy BITHOBJICHHS JaHUX MOKa3aj0, 0 BOHO MOXKIJIMBE 32
JIOTIOMOTOI0  BIITMOBIIHUX TPOTpaMHHUX Ta amapaTtHux 3aco0iB. IIpu 1mpomy, B
nepeBaxkHii Oinbmocti [13, OCHOBHUMH METOJIaMH BITHOBJICHHS JaHUX € aHai3
MEeTaJlaHuX Ta TOMIYK TAaHWUX MO ix curHartypam. [I3 ams BiMHOBJIEHHS JaHUX,
3a3BUYaii, BUKOPUCTOBYE Pi3HI KOMOiHAIlIT BKa3aHUX METOJIB, IPOTE 1€ TTOMITHO
BITUBA€ HA 4YaC BUKOHYBAaHUX MPOIEIYyp Ta HE HAIa€ OJHO3HAYHOTO (aKTaxy
00 OYIKYBAaHOT'O PEe3yJbTaTy IIJILOBOTO MPOIECY (MoOmo, Npucymus 3HAYHA

HeBU3HAYEHICMb ) pe3yibmamax 6I0H081eHHs OaHUX).
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B mexax mpoBeeHNX LMKIIIB TECTYBaHHS MO 3HUIICHHIO Ta BIAHOBICHHIO
JaHUX pI3HOro Tumy ((popMariB MPEACTaBICHHS Ta OOCAriB) BCTAHOBJIEHO, IO
BUKOPHCTOBYBaHH aNTOPUTMHU 3HHUIICHHS JAaHUX € JIOCTaTHhO €()EKTHMBHUMH Ta
BIJTHOBJICHHS 1H(OpMaIlii, TICHs IX 3aCTOCYBAaHHS YaCTO HEMOXJIMBE.

[Ipy BUKOpHCTaHHI NPOrpaMHUX 3aco0iB BUAAICHHS 1HPoOpMalii s
3a0e3MeyeHHs] MaKCUMaJIbHOTO piBHS O€3MEeKH, MOKHA PEKOMEHAYBaTH IMOCTAITHE
KOMOIHYBaHHSI PI3HUX METOMAIB/aIrOpUTMIB Tmiepe3anucy aAmnanux. [loeranmHa
0o0poOKka HOCIiB Ta pyHHYBaHHS iX (alIoBOT CUCTEMHU, BKIIOYAIOUM (PIHIIIHY
«0OpOOKY» 3aBaHTaKyBaJIbHOTO CEKTOpa HAKOMWYyBaya, J03BOJSIE JIOCSTHYTH
JOCUTh XOPOIIUX Pe3yJbTaTiB, MpoTe MOoTpedye meBHOro yacy. B 1mimomy, mms
3amo0iraHHs HECaHKIIOHOBAHOTO BUTOKY Ta/4M  1HCAWJy KOH(IACHIINHOT
iHpopMallii 3 BUKOPUCTOBYBAHMX HAKOTNHMYYBAaYiB, BaXXIMBO JOTPHUMYBATHUCH
BUMOT HAI[IOHAJbHUX W MDKHAPOJHWX CTaHAAPTIB 3 MUTAaHb 3HUIICHHS JaHUX, Ta
peryJisipHO OHOBIIIOBATH BinnoBigHe crnenianizoBane I[13. IIpu npomy, npouenypu
yTuiai3alii HaKONMWYYyBayiB KOPIOPATUBHUX MJAaHUX 1 3HULICHHS «YYTIUBOI»
iHdopMallii B X0l BUKOHAHHS OCHOBHHMX Oi3HEC-MpolLenyp, MOBUHHI HOCHUTHU
IUTAHOBUW (pEeryJsipHUN) XapakTep Ta OyTH YITKO pPErJiaMeHTOBAaHHU JIF0OUYOI0

BEPCi€I0 KOPIOPATUBHUI MOTITUKH 1H(OpMAaIIiHOT O€3IeKH.
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JIOJATOK A

Meronu Ta CTaHAAPTH 3HHUIICHHS TaHUX

bputancekuit HMG IS5 (po3ummpenuii) — aaropuTM 3HUIICHHS JaHUX,
po3pobsiennii y BenukoOpuTaHii, sSKui BKJIOYae 3 HUKIM TEpe3anucy JaHUuX
HYJISIMU, OJTMHHIISIMHU Ta BUTIQJIKOBUMHU CHMBOJIAMH, TAKOK BKJTFOYAE ITEPEBIPKY.

US Air Force 5020 — anroput™m 3HUIICHHS JaHuX, po3podneHuii BIIC
CHIA, Bkirouae 3 [MKIM [Epe3anucy JaHUX HYJISIMU, OJUHULSAMHU Ta
TICEBIOBUIIAIKOBUMHU 3HAUYCHHSIMH.

Apmis CIHA AR380-19 — wmeron mepesanucy JaHUX BUNAAKOBUMU
cuMBoJiaMu, po3pobiiennii apmieto CIIA, Bkirodae 3 1uKIIu.

Pociiicekuit TOCT P50739-95 — 2 nuxnm mepe3anucy AaHUX HYJISIMU Ta
BUIIAJIKOBUMH 3HAYECHHSIMH, CTaHAApT OyB BU3HaueHU# Pociero.

bpurtancekuit HMG IS5 (6a30Ba JiHisI) — MeTO NIEpe3anucy AaHUuX HYJISIMH,
BKJIFOYA€ OJIMH LIUKIL.

RAZER, RAZER+, RAZER++ — BiacHl ajlropuT™MH MPOTPAMHOTO
3abe3meueHns Hardwipe.

USA-AF AFSSI 5020 — Bximoyae OJuH IMKI MeEpe3anucy JaHuX
BUIIAJKOBUMH 3HAYCHHSIMHU Ta OAMH IUKI JJIS TEPEBIPKH, BUKOPUCTOBYETHCS
[oBitpsstaumu cunamu CIIA.

Kananceka coyxba Oesmeku 3B’s3ky [TSG-06 — Bkimtodae 3 mukid
repe3anucy JaHuX 3a JOTIOMOTOIO CIeU(IYHUX Ta BUITAIKOBHUX ITA0JIOHIB.

NISPOMSUP Chap 8, Sect. 8-501 — Bkirouae 3 HHMKIM 3 MEpPE3arucoOM
JAHWUX BUITAIKOBUMH Ta CTICIIU()IYHUMH ITa0JIOHAMH.

NSA Manual 130-2 — Bkitouyae OUIBII CKJIAJHY MOCTITOBHICTh IIEPE3aInCiB
JUTST 3a0€3MeUeHHS KPaIoro 3HUIICHHS TaHUX.

IREC (IRIG) 106 — Bkiowae mepe3amuc JaHUX 3a JIOTIOMOTOIO
MOCI1I0OBHUX TIEPE3ANKCIB 31 3MIHHUMU 11a0JI0OHAMHU, 3aCTOCOBYETHCS Y BIICHKOBIN

aepoKOCMIYHIN cPepi.
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JIOJJATOK B

TecTyBaHHS IpOrpaMHUX 3aCO01B 3HUIIEHHS JaHUX

[ J=8 — O
Task Properties X /;\ ERASER
. Erase Schedule |¥ ‘ ': "'/ '
Task Schedule
% E S I' Task name (optional): l ] ]
rase >c Task Type: ® Run manually L
Task Name O Run immediately us
Tasks executed manu (O Run on restart |
i
F:\testData (O Recurring
K:\testData Data to erase:
Data Set Erasure Method
..\Discollusion - Stay Home320 kb... (default)
F:\filel.bmp (default)
F:\file2 jpeg (default)
..\Gotye-Somebody-That-I-Use... (default)
..\Gucci Mane Wake Up In The... (default)
Fi\test.docx (default)
F:\test.pdf (default) £
..\The Weeknd - Save Your Te... (default)
F:\XnView-win-full.exe (default)
Add Data
oK Cancel

Pucynok b.1 — [logaBanns daiinis as 3uuiiensas 3 HDD-nucky 3a momomororo
nporpamu “Eraser”

/®\ ERASER

' n®an
.EraseSchedule R4 &Settings 7 Help |~ \

Erase Schedule

Task Name Next Run Status

Tasks executed manually

F:\testData Not queued
K:\testData Not queued
F:\Discollusion - Stay Home320 kbps.mp3, F:\Guc... Not queued Completed
Erasure Progress X
Erasing... F:\Discollusion - Stay Home320 kbps.mp3, F:\Gucci Ma
Status: Completed

Item:

Pass:
Time left:

I 100% |

Total: 100,00%
| E—

Pucynok b.2 — 3aBepiuienns 3nunienHs ¢aiinis 3 HDD-aucky 3a gornomoroxo
nporpamu “Eraser”



P > ©

Q FILE SHREDDER =
. A A Name a Type Path Size
Foe Swadier U [0] Discollusion - Stay Home320... ®aiin MP3" Fi\ 5,78 M8
< Add File(s) [5) fiet.bmp ®aiin "BMP Fi\ 1,09M8
< Add Folder [#) file2.jpeg ®aiin "PEG” Fi\ 85,79 KB
= Remove Selected @] Gotye-Somebody-That-I-Use... ®ain "AVI" F:\ 51,14MB
&7 Remove Al [0] GucciMane Wake UpInThe ...  ®aiin MP3 F:\ 3,12M8
@3 test.docx HokymenT Micr...  F:\ 580,93KB
Disks & @ test.pdf DokymenT Ado...  F:\ 450,13 KB
@MH&M |&| The Weeknd - Save Your Tea... ®aitn MP4" F:\ 27,72M8B
Space #° XnView-win-full.exe Mpunoxerne F:\ 20,86 MB
6ptions Al
[ shredder Settings
[?] updates
Help A
¢ Online Help
[ Donate
.;/"e? Related Software Shred Files Now..
@ Ahnait he
Visit File Shredder Online  www.fileshredder.org

Pucynok b.3 — JlogaBanns daiinis ans 3uuiienns 3 HDD-nucky 3a monomororo
nporpamu “File Shredder”

Freeware for private use 7

as SECURE ERASER

Start Settings Journal Update Help Order full version @ EN
File & folder deletion Report comment: | |

Files list

Files/folders to be deleted securely:

[ [ FaDiscollusion - Stay Home320 kbps.mp3

[ rafile1.bmp

M [ Fafile2jpeg

M0 FA\Gotye-Somebody-That-I-Used-To-Know-_feat.-Kimbra.avi
[ FAGucci Mane Wake Up In The Sky Ft Bruno Mars.mp3

& [ Fatest.doex

& [) Fatestpdf

[ [] FAThe weeknd - Save Your Tears.mp4

+ &
~
v

Deletion method

Security level: High - German standard v
Description: Overwrites your data seven times with German standard BSI-VSITR before
deletion. Duration

Ater dector: I

Start deletion

= _
0%

on 6.105 Standard Edition

Pucynok b.4 — JlonaBauus ¢aiinis nis 3uumienns 3 HDD-aucky 3a nomomororo
nporpamu “Secure Eraser”



Secure Eraser

General information
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Program version 6.105

Computer DESKTOP-BTO7VSS5
User Haranis

Deletion type File & folder deletion
Deletion method High - German standard
Comment

Started 22.05.2024 18:07:29
Finished 22.05.2024 18:07:40
State completed

Errors o

Occurred errors (0)
{Type ‘Des:riptlun Time

Successfully deleted (9)

Action Time
F\XaView-win-full exe Geleted [High - German standard) 22.05.2024 18:07:31
F:\The Weeknd - Save Your Tears.mps daleted [High - German standard] 22.05.2004 18:07:33
F\test.pdf deleted [High - German standard] 22.05.2024 18:07:33
F:\test.doc Geleted [High - German standard] 22.05.2024 18:07:34
F:\Gucci Mane Wake Up In The Sky Ft Bruno Mars.mp3 deleted [High - German standard] 22.05.2024 18:07:34
F:\Gotye-Somebody-That-I-Used-To-Knovr-_fest-Kimbra.avi deleted [High - German standard] 22.05.2004 18:07:38
F:\fle2 joeg deleted [High - German standard] 22.05.2024 18:07:39
Fo\fle1.bmp. geleted [High - German standard) 22.05.2024 18:07:39
F:\Discollusian - Stay Hame320 kbps.mp3 Geleted [High - German standard] 22.05.2004 18:07:40

Pucynok b.5 — Jlerani 6e3neunoro BuganeHus nanux 3 HDD-nucky 3a
JIOTIOMOT 010 Tporpamu ““Secure Eraser”

Privazzer
E Select

YnopaaounTs ~

Basic user

v 1P o=

LokyMeHThI
¥ 3arpyskn

Hosasa nanka

[&=] N3o6paxerus
j) My3bika

_J O6LeMHbIe 06BLEKTHI

I Pabouwii cton

I

NokansHbid gnck (C)
NokansHebid anck (D)
TNokanbHbiA anck (E:)

JlokaneHuW anck (F)

NokanbHulA auck (F:)

wd Cem

¥

> 37107 KoMMBROTER * JlokansHeld anck (F:)

Wimna

@ Discollusion - Stay Home320 kbps.mp3
d] filel.bmp
d] file2,jpeg

@ Gotye-Somebody-That-1-Used-To-Know-...
@ Gucci Mane Wake Up In The Sky Ft Bruno ...

@ test.docx
@ test.pdf
@ The Weeknd - Save Your Tears.mp4

Y@ XnView-win-full.exe

<

LS

MNowuck B: NokansHbld auck (F) 2

[aTta vameHeHua

15.05.2024 18:34
15.05.2024 18:26
15.05.2024 18:24
15.05.2024 19:05
15.05.2024 18:44
02.05.2024 05:00
15.05.2024 18:17
15.05.2024 18:54
15.05.2024 19:48

Wma darina: | "Discollusion - Stay Home320 kbps.mp3" "file1.bmp" "file2 jpe V| All files (%)

Q Contact us

Get the PRO version

Twn

Dain "MP3"
Maiin "BMP"
®aiin "JPEG"
Daiin "AVI”

Daiin "MP3"
JokymeHT Micros
NokymeHt Adobe
Daiin "MP4"

MpunoxeHue

OtmeHa

Tasks in progress (0)

Pucynok b.6— logaBanus ¢aiinis ans 3uunieHas 3 HDD-aucky 3a nonomorozo

nporpamu “PrivaZer”
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History of actions performed
Deletion of XnV e ...0K
The < e Your Tears.mp4 ...0K
Deletion of t

e Wake Up In The Sky Ft Bruno
nebody-That-FUsed-To-Know-
0K

Deletion of fi
Deletion of Discollusion - Stay Home320 kbps.mp3 ...0K

Pucynok b.7 — [lerani 6e3neunoro BuaaiaeHus nanux 3 HDD-nucky 3a
JOTIOMOr 010 mporpamu “PrivaZer”

(P) Hardwipe - X
HARDWIPE TOOLS HELP
- Wipe the selected file(s) now? Follow for Version Updates
File Data Location: Fz'\ Find us on
i o g Totl Size: 110.8 MB x 7 (@ Files) Facebook
Devices i Remaining:
5 ® Speed: |v
f
g Volumes Upgrade now to lose these ads
= ] 0%
Free Space

.i Schneier - @ - Log...

Recyclers [] verification Pass

g WARNING: This operation cannot be reversed once started

Pagefile
Start Pause Abort

Pucynok b.8 — JlonaBanns ¢aiinis mis 3aumeHds 3 HDD-aucky 3a momoMororo
nporpamu “Hardwipe”



ép Log Report

JOB TYFPE: Wipe File Data
Username: HaTamnisa
Hostname : DESKTCOP-BTOTVSS

Start Time: 23.05.2024 085:29:58

ANALYZING PATHS. ..
Multiple Items in F:'
hnalysis Complete

Total Paths: 9

Files: ©

Directories: O
Inaccessible: O
Approx Size: 110.8 MBS

Waiting for user start...
STARTING WIPE. ..
Scheme: Schneiex

Verification Pass: None

WIPING FILES IN: F:'\
Discollusion — Stay Home320 kbps.mp3 ... OK

Gotye—Somebody—-That—-I-Used-To-FEnow—_feat.-Himbra.awi ... OE
Gucci Mane Wake Up In The Sky Ft Bruno Mars.mp3 ... OK

The Weeknd — Save Your Tears.mpd ... OK

XnView—win—full.exe ... OK

filel.bmp ... OK

fileZ.jpeg ... OK

test.docx ... OK

cest.pdf ... OK

TOTALS

Items Completed: @

Failed Ttems: O

I/C Errors: 0 bytes

FINISHED: Al1ll Done OK

Finish Time: 23.05.2024 08:30:42

Copy Select All Close
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Pucynok. b.9 — [lerani 3uumenns nanux 3 HDD-aucky 3a 7omoMoroo mporpamu

“Hardwipe”

A BitKiller

| Add File

I Name Path

Add Fold

5 . file2jpeg F:\fle2 jpeg
smove tem Gotye-Somebody- T F\Gotye-Somebody-That-l-Used-To-Know-_feat -Kimbra avi
: Gucci Mane Wake ... F:\Gucci Mane Wake Up In The Sky Ft Bruno Mars.mp3
Clear List 2
test docx F:\test docx
test pdf F\test pdf
Overwrite Method

O Al U's fast)
(O Random data
(O DOD 3 pass (st

(®) DOD 7 pass (very strong)
(O Gutmann 35 pass (overkill)

Shred Files

Cancel

= file 1 bmp F:\file 1.bmp

XnView-winfull exe F\XnView-winfull exe

rong)

Discollusion - Stay ...  F:\Discollusion - Stay Home 320 kbps mp3

The Weeknd - Sav... F:\The Weeknd - Save Your Tears mp4

Size
5914 KB
1113 KB
86 KB
52372 KB
3200 KB
581 KB
450 KB
28386 KB
21362 KB

Pucynok b.10 — JlonaBanus daitnis mais 3aumensst 3 HDD-aucky 3a 70moMororo
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/®\ ERASER

4

.Erase Schedule |~ G TeskPropertics

Task  Schedule

) Erase Sche Task name (optional): \
Task Type: (® Run manually

Task Name
O Run immediately

Tasks executed manualk
(O Run on restart

K:\Discollusion - Stay Hoi

(O Recurring
Data to erase:
Data Set Erasure Method
K:\filel.bmp (default)
K:\file2.jpeg (default)
K:\test.docx (default)
Ki\test.pdf (default)
KA\XnView-win-full.exe (default)

..\Discollusion - Stay Home320 kb... (default)
..\Gotye-Somebody-That-|-Use... (default)

.\Gucci Mane Wake Up In The... (default)
..\The Weeknd - Save Your Te... (default)
Add Data

Cancel

Pucynok b.11 — JlonaBanus ¢aiiniB a5 3HUIIeHHS 3 SSD-11cKy 3a 101momMoror

nporpamu “Eraser”
o

/@ ERASER

.EraseScheduIe v ‘QSemngs (? Help |~ : '_,

5 Erase Schedule

Task Name Next Run Status

Tasks executed manually

K:\filel.bmp, K:\XnView-win-full.exe, K\The Wee... Not queued Completed
Erasure Progress X
Erasing... K:\file1.bmp, K:\XnView-win-full.exe, K:\The Weeknd

Status: Completed

Item:
Pass:
Time left:
I 100
Total: 100,00%
) Hide Close

Pucynok b.12 — YcninrHe 3aBepiieHHs 3HULIECHHS (aitniB 3 SSD-nucky 3a
JornoMororo nporpamu “Eraser”



Show log messages from this session:

and only with severity:

21.03.2024 17:02

Information v

and higher ~

Timestamp

sTopHKk, 21 man 2024 r, 17:02:32
stopHKk, 21 man 2024 r, 17:02:40

Severity Message
Session started
Session ended

Inform...
Inform...

Clear Log

Pucynok b.13 — Onuc 3uumenns ¢aiini 3 SSD-aucky 3a gomomororo “Eraser”

DO

File Shredder

4k Add File(s)
4k Add Folder
= Remove Selected
¢/ Remove Al

Disks

Shred Free Disk
@ Space

Options

| ] Updates

Help

© Online Help
[ Donate

&» Bhnnt

~
~

»

A

[ shredder Settings

»

<> Related Software

gnuasu

§ Exit |

A Name » Type Path Size
[0] Discollusion - Stay Home320 ...  ®aiin "MP3" K:\ 5,78 MB
=) file1.bmp ®aiin "BMP" K:\ 1,09 M8
[ fie2.jpeg ®aitn "PEG” K:\ 85,79 KB
|G| Gotye-Somebody-That-I-Use... ®aiin "AVI" K:\ 51,14MB
[0] GucdMane WakeUpInThe... ®aiin MP3" K:\ 3,12M8
@3 test.docx AokymeT Micr...  K:\ 580,93 KB
test.pdf DokymenT Ado...  K:\ 450,18 KB
|G| The Weeknd - Save Your Tea... ®aiin ‘MP4" K:\ 27,72M8B
¢ XnView-win-full.exe MNpunoxerue K:\ 20,86 MB
Shred Files Now..

Visit File Shredder Online www.fileshredder.org
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Folder: K:\

File: XnView-win-full.exe 9 of 9

P
Wiping Method: Guttman Method 35 passes(pass 2)

Pucynok b.15 — [porec 3uumenHs ¢aiunis 3 SSD-nucky 3a 10momMororo nporpamMmu

“File Shredder”

Freeware for private use ?

as SECURE ERASER

Start Settings Journal Update Help Orderful\versicn@EN

File & folder deletion Report comment: |

Files list

Files/folders to be deleted securely:

B[] k:\Discollusion - Stay Home320 kbps.mp3

M D K:\file1.bmp

M [ kafile2.jpeg

%] D K:\Gotye-Somebody-That-I-Used-To-Know-_feat.-Kimbra.avi
%] D K:\Gucci Mane Wake Up In The Sky Ft Bruno Mars.mp3

M D K:\test.docx

M [ Kitestpdf

B [ k:\The Weeknd - Save Your Tears.mp4

+
~
w

Deletion method
Security level: High - German standard v
Description: Overwrites your data seven times with German standard BSF-VSITR before
deletion. Duration

Aier delevon: DD

Start deletion

0
0

Version 6.105 Standard Edition

Pucynok b.16 — JlonaBanns aiinis ans 3auieHHs 3 SSD-ancky 3a 10moMororo

nporpamu “Secure Eraser”



Secure Eraser

General information

65

Program version 6.105

Computer DESKTOP-BTO7VS5
User Haranis

Deletion type File & folder deletion
Deletion method High - German standard
Comment

Started 22,05.2024 04:40:27
Finished 22.05.2024 04:40:40
State

Errors. o

Occurred errors (0)

=

| Description

\Time

Successfully deleted (9)

Object

Action Time
e \XTeve-win-full exe deleted [High - German standard] 22.05.2004 04:40:28
X:\The Weaknd - Save Your Tears.mp4 delated [High - German standard] 22.05.2024 04:40:29
i \testpaf deieted [High - German standara] 22.052024 084029
i \test.doce deleted [High - German standard] 22.05.2024 04:40:29
«:\Guccl Mane Wake Up Tn The Sky Ft Bruna Mars.mpd deleted [High - German standard] 22.05.2004 04:40:29
X:\Gorye-Somebody That-I-Used-Ta-Know-_feat-Ximbra.avi delated [High - Garman standard] 22.05.2024 04:40:39
Kifle2 jpeg deietd [High - German standard] 22.05.2024 04:40.39
K:\flel.bmp deisted [High - Garman standard] 22.05.2024 04:40:40
:\Discallusion - Stay Hame320 kbps.mp3 deietd [1igh - German standard] 22.05.2024 04:40.40

Pucynok b.17 — Jletani npouecy 3HunieHHs ¢aiinis 3 SSD-aucky 3a 101oMoror
nporpamu “Secure Eraser”

E Select

« v 1 e

YNopagouMTte ™ Hoeana nanka

=] MzoBpaxenuns

J” Mysbika

_J O6bemHble 06bEKTHI
I Pabouwii cton

% JlokaneHsuIA anck (C:)
w JlokansHeiA guck (D)
- JlokansHbIA auck (E:)

. JlokansHbIA anck (K:)
. JIOKaneHbIF anck (K
b Cetw

Linux

W

<

» NokanbHbliA anck (K:)

Wmsa

@ Discollusion - Stay Home320 kbps.mp3
[=] filel.omp
=] file2jpeg

@ Gotye-Somebody-That-I1-Used-To-Know-...
@ Gucci Mane Wake Up In The Sky Ft Bruno ...

@ test.docx
@ test.pdf
@ The Weeknd - Save Your Tears.mp4

‘@ XnView-win-full.exe

v O

=

[aTa M3aMeHeHnA

15.05.2024 18:34
15.05.2024 18:26
15.05.2024 18:24
15.05.2024 19:05
15.05.2024 18:44
02.05.2024 05:00
15.05.2024 18:17
15.05.2024 18:54
15.05.2024 19:48

Wmsa darna: "'Discollusion - Stay Home320 kbps.mp3" “filel.omp” "file2 jpe ~ ‘ All files (*.*)

Mowck B: JlokanbHbIFA amck (K)

X

P
vﬂa

Twn

Oaiin "MP3"
"BMP"
"JPEG™
"AVI

MP3*

Dann
Dain
Dain
Makn "
JokymeHT Micros
JokymenTt Adobe
®ain "MP4”

MNpunoxeHwe

OtmeHa

Pucynok b.18 — JlonaBanns daitnis nst 3aumenss 3 SSD-aucky 3a 1omoMororo
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E PrivaZer

Deletion without a trace COMPLETED
on 22.05.2024 6:15:21

T s

History of actions performed

6:15:15 Deletion of XnView-win-full.exe ...0K

6:15:16 Deletion of The Weeknd - Save Your Tears.mp4 ...0K
6:15:16 Deletion of f

6:15:16 Deletion

6:15:17 Deletion o

6:15:17 Deletion of Gotye-Somebody-That-I-Used-To-Know-_feat.-Kimbra.avi ...0K

6:15:18 Deletion of file2.jpeg ...0K
6:15:19 Deletion of filel.bmp ...0K
6:15:21 Deletion of Discollusion - Stay Home320 kbps.mp3 ...0K
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Pucynok b.19 — Jlerani 3aumenHs dainiB 3 SSD-aucky 3a J0MOMOT0I0 MPOTrpamMu

“PrivaZer”
@
1 @ select Files and Folders > K
D
& O [ K ME B IEAE T g S
FHEE Name Size Type Date Modified ™ | [
A /0 Discollusion - Stay Ho... 58 MB mp3 File 15.05.2024 18:: *;;
Devi @ filel.bmp 1,1 MB bmp File 15.05.2024 18:¢
) file2,jpeg 85 KB jpeg File 15.05.2024 182 “
Volu B Gotye-Somebody-That... 51,1 MB avi File 15.05.2024 19:( B s
|0 Gucci Mane Wake Up In... 3,1 MB mp3 File 15.05.2024 18:¢ -
@ test.docx 580 KB docx File 02.05.2024 05:0
Free S | [4) testpdf 450 KB pdf File 15052024 181 | |
'i @ The Weeknd - Save You... 27,7 MB mp4 File 15.05.2024 18:£ b
Recyd @ XnView-win-full.exe 20,9 MB exe File 15.05.2024 19 +
g < >

Pucynok b.20 — JlonaBanus daitnis mst saumenHs 3 SSD-aucky 3a 1omoMororo
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@ Hardwipe (Done) — X
HARDWIPE TOOLS HELP '

- Completed OK to Charity
File Data Location: Multiple Ttems in K:\

! h 161 GOES To CHARITY 6&
i Total Size: 110.8 MB X 7 (9 Files) Sl LI EO T =

i Remaining: daonation makes a
Devices 2 [Big Difference! e w B
5 ® Speed: |v HOPE 4 MOMELECS U
Volumes The operation was successfully completed. Upgrade now to lose these ads
1 2 100% 1
Free Space L

.i. Schneier o @ - Log... il

Recyclers Verification Pass
9 |
' Pagefile j
Start Reset Close

Pucynok b.21 — YcmimHe 3uumenns daiinis 3 SSD 3a monmomororo “Hardwipe”

é; Log Report X
JCB TYPE: Wipe File Data
Username: HaTania
Hostname: DESKTOP-BTOTVSS

Start Time: 22.05.2024 09:05:40

BNALYZING PATHS...

Multiple Items in K:Y

Analysis Complete

Total Paths: 9

Files: &

Directories: 0O
Inaccessible: 0
Approx Size: 110.8 MB

Waiting for user start...
STARTING WIPE...
Scheme: Schneier

Verification Pass: None

WIPING FILES IN: EK:\

Discollusion - Stay Home320 kbps.mp3 ... CKE
Gotye-Somebody-That-I-Used-To-Enow-_feat.-Kimbra.avi ... OK
Gucci Mane Wake Up In The Sky Ft Bruno Mars.mp3 ... CKE
| The Weeknd - Save Your Tears.mpd ... CE
XnView-win-full.exe ... OK
filel.bmp ... CE
file2.jpeg ... CK
test.docx ... O
test.pdf ... CK
TOTRLS

Items Completed: 9
Failed Items: 0
I/0 Errors: 0 bytes

FINISHED: All Done O
Finish Time: 22.05.2024 09:06:38

Copy Select All Close

Pucynok b.22 — Log 3numenns ¢aiinis 3 SSD 3a momomororo “Hardwipe”



A BitKiller

[ Add File |
Add Folder
Remove kem
Clear List

Overwrite Method

(O Al U's fast)

(O Random data

(O DOD 3 pass (strong)

(® DOD 7 pass (very strong)
(O Gutmann 35 pass (overkill)

68

X
Name Path Size
Discollusion - Stay ...  K:\Discollusion - Stay Home320 kbps.mp3 5914 KB
file 1 bmp K:file 1.bmp 1113 KB
Gotye-Somebody-T... K:\Gotye-Somebody-That-l-Used-To-Know-_feat -Kimbra.avi 52372 KB
file2 jpeg K- \file2 jpeg 86 KB
Guecci Mane Wake ... K:\Gucci Mane Wake Up In The Sky Rt Bruno Mars.mp3 3200 KB
test.docx K:\test docx 581 KB
test pdf K:\test pdf 450 KB
The Weeknd - Sav... K:\The Weeknd - Save Your Tears mp4 28386 KB
XnView-winfullexe K \XnView-win{ull exe 21362 KB

Pucynok b.23 — JlonaBanns aitnis nmst 3auimienns 3 SSD-aucky 3a 1onoMororo
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JIOJJATOK B

Hpouec TCCTYBaHHA BiI[HOBJ'IeHHSI JaHUX 3a JOIIOMOTI'OIO IMPOrpaMHOro

3a0e3neuyeHHsa “‘Recuva”

Recuva Wizard bt

File type i
‘What sort of files are you trying to recover? 1\\{

(@) All Files
Show all files.

() pictures
Show only files of common image formats, such as digital camera photos.

() Music

Show only files of common audio formats, like MP3 player files.

() Documents

Show only files of common office document formats, such as Word and Excel
files.

() video
Show only video files, like digital camera recordings.

() Compressed
Show only compressed files.
() Emails

Show only emails from Thunderbird, Outlook Express, Windows Mail and
Microsoft Outlook.

< Back Cancel

Pucynok B.1 — Bubip ycix tumis aitiriB 15 BiTHOBICHHS

Recuva Wizard X

File location
Where were the files?

() I'm not sure
Search everywhere on this computer.

() on my media card or iPod
Search any removable drives (except CDs and floppies) for deleted files.

O In My Documents
Search user documents folders.

O In the Recycle Bin
Search for files deleted from the Recycle Bin.

(@) In a specific location

|F!"\ | | Browse...

On a CD [/ DVD

< Back Next > Cancel

Pucynok B.2 — BuGip sokanii nomyky JaHUX AJisl BITHOBJICHHS



Recuva Wizard

Thank you, Recuva is now ready
to search for your files

After the search is complete you will see a list of the files
Recuva has found. Simply check the files you would like to
recover and click the Recover button.

Check this box if previous scans have failed to find your
files. Mote that this may take over an hour on a large
drive.

Enable Deep Scan

Click Start to begin the search.

< Back Cancel

Pucynok B.3 — BuGip rimu0okoro ckaHyBaHHS TUCKY

& Scan

Stage 1 of 3: Scanning drive for deleted files
Current progress: 0%, 33 file(s) found

Estimated time left: 1 hour

Cancel

x

Pucynok B.4 — I'nu6oxke ckanyBanus HDD-nucky niis 3HaX0KEHHS BUIAJIEHUX

daiiniB micis X 3HUIIEHHS mporpamoro “Eraser”

@ Recuva

& n 0U CPU @ 1.60Gl ,0GB RAM, Intel UHD Gra

For the best results, restore the files to a different drive.

Select the files you want to Recover by ticking the boxes and then pressing Recover.

Switch to advanced mode

Filename Path
@ 9aGVUD}[(maVYle}x((1Bal.. F:\
@ 9GnBK6_e FA
@ SDpgbmjlv A

@ h9V3zxs'dZQ'mwFbdZc.. Fi\
@ Febve+]B mallrYf6(MML.. F:\
@ slgKexKo Y
@ g WW4Dgd000Ki3610g... F\

OooOonnoo

File header data is empty or the file is securely deleted.
File header data is empty or the file is securely deleted.
File header data is empty or the file is securely deleted.
File header data is empty or the file is securely deleted.
File header data is empty or the file is securely deleted.
File header data is empty or the file is securely deleted.

Last Modified Size State Comment
01.01.1601 0.. 211 bytes Unrecovera...
01.01.1601 0.. 162 bytes Unrecovera...
01.01.1601 0.. 151 bytes Unrecovera...
01.01.1601 0.. 231 bytes Unrecovera...
01.01.1601 0.. 190 bytes Unrecovera...
01.01.1601 0.. 295 bytes Unrecovera...
01.01.1601 0... TKB Unrecovera...

File header data is empty or the file is securely deleted.

Pucynok B.5 — Pe3ynbratu ckanyBaHHS
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Why not

Vv Ad
v Au

L,'_:J Operation completed

Total recovered 7 file(s):
Fully recovered 0 file(s)
Partly recovered 7 file(s)

Operation completed in 0.50 second.

Upgrade to Recuva Professional:

upgrade to Recuva Professional and benefit from:
vanced file recovery

tomatic updates " Premium support

UPGRADE NOW!

& Virtual hard drive support

Pucynok B.6 — Log BimHoBNeHHs daiiiiB, micis iX 3HuIeHHs “Eraser”

OMNs0TEp » flOKyMEHTsl >

" ~
Wma

[] 9aGVUD}(maYlelx((1Bal5rQoaV3cC+Gou

] 9GnBK6_e

D Fcbve+]B mal[rYfe(MMLvM7nf}g2i~JfZV...
0 g WW4Dgd0O0Ki3610g){6]D5HLjggCrz
D h9V3zxs'dZQ'mwFbdZc~ "f}[}csQ'gsmRc..

O slgKexKo
L1 sopabmjrv

BiasoeneHi aaHi Recuva > FEraser » HDD

v O

llata usmereHuA

o

Mowck g: HOD
Pazmep

0KB
0KB
0KB
0KB
0KB
0KB
0KB

Pucynok B.7 — Biqnosnenni ¢aiinu 3 HDD-naucky mics ix 3uumenss “Eraser”

| Operation completed

Select the files you want to Recover by ticking the boxes and then
For the best results, restore the files to a different drive.

Filename Path
@ 42854466777 FA
@ 42855655227 Fi
@ 42853076777 Fi\
® 42875768777 Fi
@ 42875433.727 2
@ 42876258777 2
@ 42888791.272 FA

Total recovered 7 file(s)
Fully recovered 0 file(s)
Partly recovered 7 file(s)

Operation completed in 0.11 second.

Upgrade to Recuva Professional:

‘Why not upgrade to Recuva Professional and benefit from:

+"  Advanced file recovery +" Vvirtual hard drive support

' Automatic updates " Premium support

UPGRADE NOwW!

Switch to advanced mode

data is empty or the file is securely deleted
data is empty or the file is securely deleted.
data is empty or the file is securely deleted.
data is empty or the file is securely deleted.
data is empty or the file is securely deleted.
data is empty or the file is securely deleted
data is empty or the file is securely deleted.

Recovery completed in 0.11 second. Total recovered 7 file(s): fully r

Online Help

vered 0 file(s), partly recovered 7 file(s).

Recover...

Check for updates...
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Tl > BiaHoenedi gadi Recuva > File Shredder > HDD v O Mowck 8: HDD P

Mma Nata usMmeHeHna Tun Pasmep

[ 42853076.22Z 22.05.2024 15:47 Daiin "ZZZ" 0 Kb
[] 42854466.777 22.05.2024 1547 Daiin "LL7" 0 KB
Ij 42855655277 22.05.2024 1547 Daiin "LL7" 0 KB
Ij 42875433777 22.05.2024 1547 Daiin "LL7" 0 KB
[] 42875768.277 22.05.2024 1547 Daiin "LL7" 0 KB
[ 42876258.277 22.05.2024 1547 Daidn "ZZ7" 0 Kb
[ 42888791.777 22.05.2024 1547 Daiin "ZZ7" 0 KB

Pucynok B.9 — Bignosnenni ¢aitnu 3 nucky HDD micins iX 3HUIIEHHS

nporpamuum 3ade3neuenusm “File Shredder”

& Recuva - [} x

@ Recuva 15

0GB RAM, Intel UHD Graphics 620

Select the files you want to Recover by ticking the boxes and then pressing Recover. P ——
For the best results, restore the files to a different drive.

Filename Path Last Modified Size State Comment
[F:] NTFS, 233 GB. Cluster size: 4096. File record size: 1024. Found 0 file(s) in 51 minutes 57 seconds. Recover...
Online Help Check for updates...

Pucynoxk B.10 — PesynbTtaT ckanyBanus HDD-nucky Ha HasiBHICTh 3HUIIIEHUX

daiiniB mporpamoro “Secure Eraser”

& Recuva - u] X

@ Recuva v

AM, Intel UHD Graphics 620

Select the files you want to Recover by ticking the boxes and then pressing Recover. ST e B D
For the best results, restore the files to a different drive.

Filename Path Last Modified Size State Comment
[F:] NTFS, 233 GB. Cluster size: 4096. File record size: 1024, Found 0 file(s) in 44 minutes 12 seconds. Recover...
Online Help Check for updates...

Pucynok B.11 — Pe3ynbTtaT ckanyBanHd HDD-nucky Ha HasiBHICTh 3HUILEHUX

daiiniB nporpamoro “PrivaZer”



& Recuva

Ly

Recuva
=

Select the files you want to Recover by

, Intel UHD Graphic:

ticking the boxes and then pressing Recover.

For the best results, restore the files to a different drive.

Switch to advanced mode

Filename
@ SCRUB_TEST.DAT

@ jayzduojr
@ gxncgpbuix

@ eabpmizpemjbauhdagkjj

@ ayrrygtl
@ fsuxlqublgctdogjfecihsor.

ooooooooo

@ ighvkobdggdbembdkgd... F\

@ tjwmxhughbmapxsitjsoj..

Path Last Modified

FA 23.05.20240..

23.05.20240...

F\ 23.05.2024 0...
F\ 23.05.2024 0.
F\ 23.05.2024 0.
FA 23.05.20240..
F\ 23.05.20240...

w F\ 23.05.2024 0...

Size

4 bytes
211 bytes
162 bytes
151 bytes.
231 bytes
190 bytes
295 bytes
1KB

State
Excellent

Unrecovera...
Unrecovera...

Unrecovera.
Unrecovera.

Unrecovera...
Unrecovera...
Unrecovera...

Comment

No overwritten clusters detected.

File header data is empty or the file is securely deleted.
File header data is empty or the file is securely deleted.
File header data is empty or the file is securely deleted

File header data is empty or the file is securely deleted.
File header data is empty or the file is securely deleted.
File header data is empty or the file is securely deleted.
File header data is empty or the file is securely deleted.

[F:] NTFS, 233 GB. Cluster size: 4096.

File record size: 1024. Found 8 file(s) in 41 minutes 9 seconds.

Recover...
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Online Help

Check for updates.

Pucynok B.12 — Pe3ynbTaT ckanyBanHs HDD-nucky Ha HasiBHICTh 3HUILEHUX

¢aitni mporpamoro “Hardwipe”

Recuva v

10

B ] Operation completed

Select the files you want to Recover by ticking the boxes and then
For the best results, restore the files to a different drive.

Filename path
@ SCRUB_TEST.DAT F\
@ ighvkobdggdbembdkgd... F:\
@ jayzduojr F\
@ gxncgpbuix F\

eabpmizpemjbauhdakij.. F\
@ tjwmxhughbmapxsitjsoj.. F:\
ayrrygtl F\
@ fsuxlqublgctdogjfeclhsor... By

Total recovered 8 file(s)
Fully recovered 1 file(s)
Partly recovered 7 file(s)

Operation completed in 0.42 second.

Upgrade to Recuva Professional:

Why not upgrade to Recuva Professional and benefit from:

+  Advanced file recovery +"  virtual hard drive support

' Automatic updates + Premium support

UPGRADE NOW!

Switch to advanced mode

Iten clusters detected.

data is empty or the file is securely deleted.
data is empty or the file is securely deleted.
data is empty or the file is securely deleted.
data is empty or the file is securely deleted.
data is empty or the file is securely deleted.
data is empty or the file is securely deleted.
data is empty or the file is securely deleted.

Recovery completed in 0.42 sacond. Total recovered 8 file(s): fully recovered 1 file(s). partly recovered 7 file(s).

Online Help

Recover...

Check for update:

Pucynox B.13 — Binnosnenus ¢aiinis

micis ix 3uutienHs 3 HDD-aucky nporpamoto “Hardwipe”

€HTel > BiaHoBneHi aaHi Recuva »

~

MNma

L1 ayrrygti

D eabpmizpemjbauhdgkjjyujpewtlwgvzew...
D fsuxlgublgctdogjfeclhsorbssrdawp

D gxncgpbuix

D ighvkobdggdbembdkgdromvhwkbligvhc...

D jayzduojr
kmd SCRUB_TEST.DAT

D tjwmxhughbmapxsitjsojbiibdiazjysdngar...

Hardwipe > HDD v O | Mowcks: HDD P

[ata M3ameHeHna Tun Pazmep

23.05.2024 08:30 ®arin 0 KB
23.05.2024 08:30 ®arin 0 KB
23.05.2024 08:30 ®arin 0 KB
23.05.2024 08:30 ®arin 0 KB
23.05.2024 08:30 ®arin 0 KB
23.05.2024 08:30 ®arin 0 KB
23.05.2024 08:32 KMP - MPEG Movi... 1KB
23.05.2024 08:30 ®arin 0 KB

Pucynox B.14 — Bimnosneni ¢aiinu micns ix 3aumenss 3 HDD-aucky nporpamoro

“Hardwipe”
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- ACLANIK VNS PEESCEING 1% FICNAL

& Recuva - O X

&

Recuva

3 RAM, Intel UHD Gra

Select the files you want to Recover by ticking the boxes and then pressing Recover.

Switch to ady d mods
For the best results, restore the files to a different drive. witch to advanced mode

[ Filename Path Last Modified Size State Comment

[0 @ enyolenpaijd F\ 23.052024 1.. 162 bytes Unrecovera.. File header data is empty or the file is securely deleted.
O @ nwejiraca.aux E\ 23052024 1.. 151 bytes Unrecovera.. File header data is empty or the file is securely deleted.
[0 @ bjmhxinte.muw FA 23052024 1.. 231bytes Unrecovera.. File header data is empty or the file is securely deleted
[ @ oggyhvwbw.gjg £\ 23052024 1.. 190 bytes Unrecovera.. File header data is empty or the file is securely deleted
[0 @ nxngexbxk.dsk E\ 23052024 1.. 295 bytes Unrecovera.. File header data is empty or the file is securely deleted.
[0 @ iwnkhjmoc.oyw A 23052024 1.. 1KB Unrecovera.. File header data is empty or the file is securely deleted.
O @ cyxjsmuda.ric F\ 23052024 1.. 211bytes Unrecovera.. File header data is empty or the file is securely deleted.
[J @ SCRUB_TEST.DAT F\ 23.05.2024 1... 4 bytes Excellent No overwritten clusters detected.

Incomplete results. [F:] NTFS, 233 GB. Cluster size: 4096. File record size: 1024. Found 8 file(s) in 17 minutes 41 seconds. Recover...

Online Help Check for updates...

Pucynok B.15 — Pe3ynbraT ckanyBanHsa HDD-aucky Ha HasiBHICTh 3HUILIEHUX

¢aitnis nporpamoro “BitKiller”

e &% Operation completed
AM, Intel i

Select the files you want to Recover by ticking the boxes and then

Total recovered 8 file(s):
For the best results, restore the files to a different drive.

Fully recovered 1 file(s)
Partly recovered 7 file(s)

Switch to advanced mode

Filename Path

@ enyolenpaiijd F\ Operation completed in 0.45 second. [data is empty or the file is securely deleted.

nwcjiraca.qux F\ data is empty or the file is securely deleted.
@ bjmhxfnte.muw F\ data is empty or the file is securely deleted.
oggyhvwbw.qjg FA\ Upgrade to Recuva Professional: [data is empty or the file is securely deleted.
@ mxngexbxk.dsk F\ Why not upgrade to Recuva Professional and benefit from: [data is empty or the file is securely deleted.

FA\ [data is empty or the file is securely deleted.
A\ « Advanced file recovery & Virtual hard drive support data is empty or the file is securely deleted.

@ SCRUB_TEST.DAT F\ +  Automatic updates +  Premium support tten clusters detected.

UPGRADE NOW!

Recovery completed in 0.45 second. Total recovered 8 file(s): fully recovered 1 file(s), partly recovered 7 file(s).

Recover...

Online Help Check for updates...

Pucynok B.16 — BinnoBnenns ¢aiinis micius ix 3uumieHHs 3 HDD-nucky

nporpamoto “BitKiller”

mnboTep > flokymeHTel » BiaHoBnedi aaHi Recuva > Bitkiller > HDD v U | MNMowck e: HOD el
~

Mma fata naMeHeHWA Tun Pasmep

0 bjmhxfnte.muw 23.05.2024 17:11 Dain "MUW" 0KB
0 cyxjsmuda.rfc 23.05.2024 17:11 Daiin "RFC" 0 KB
Ij enyolenpa.jd 23.05.2024 17211 Qann "UD" O Kb
D iwnkhjmoc.oyw 23.05.2024 17:11 Dann "OYW" O KB
0 nwcjiraca.qvx 23.05.2024 17:11 Dain "QVX" 0 KB
D nxngcxbxk.dsk 23.05.2024 17:11 Qain "DSK" 0 KB
0 oggyhvwbw.qjg 23.05.2024 17:11 Qaiin "QIG" 0KB

SCRUB_TEST.DAT

23.05.2024 17.04

KMP - MPEG Movi...

1KB

Pucynok B.17 — Bignosaeni daitmm micns ix 3anmenas 3 HDD-aucky nporpamoro

“BitKiller”
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, Intel UHD Graphi

Select the files you want to Recover by ticking the boxes and then pressing Recover.

Switch to ad d mod
For the best results, restore the files to a different drive. witch to advanced mode

[ Filename Path Last Modified Size State Comment

O @ i'Fal)zh{a9ngKdPQ(sn9... K\ 01.01.1601 0.. 211 bytes Unrecovera.. File header data is empty or the file is securely deleted.
O @ biTfjcgQx KA\ 01.01.1601 0. 162 bytes Unrecovera.. File header data is empty or the file is securely deleted.
[0 & wi3-mid= KA\ 01.01.1601 0.. 151 bytes Unrecovera.. File header data is empty or the file is securely deleted.
[0 @ [(5Z6ROCT8L-{0t9+0}rAQ... KA\ 01.01.1601 0. 231 bytes Unrecovera.. File header data is empty or the file is securely deleted.
[] @ f8(0y7FHY'OHCLOjpTHo.. KA\ 01.01.1601 0.. 190 bytes Unrecovera.. File header data is empty or the file is securely deleted.
O @ Jjrfanjfn K\ 01.01.1601 0. 295 bytes Unrecovera.. File header data is empty or the file is securely deleted.
[ @ 5tv[-Na2)SSjw=(hl14-gE.. K\ 01.01.1601 0. 1KB Unrecovera.. File header data is empty or the file is securely deleted.

[K:] NTFS, 111 GB. Cluster size: 4096. File record size: 1024. Found 7 file(s) in 12 minutes 40 seconds. Recover...

line Help

Check for updates...

Pucynok B.18 — Pe3ynbTaT ckanyBanHs SSD-11CcKy Ha HasiBHICTh 3HUILIEHUX

daiiniB nporpamoro “Eraser”

Intel

| ] Operation completed

Select the files you want to Recover by ticking the boxes and then
For the best results, restore the files to a different drive.

Total recovered 7 file(s):
Fully recovered 0 file(s)

lename Path
iIFal)zh{a9ngKdPQ(sn9.. K\
@ b!7ljcqQx K\
WI3~mid,= K\
[SZ6ROC18L-{0t9+0}rAQ.. K\
@ f8(0y7FHY'OHCLOjp7Ho.. K\
JIfQhjfn K\

@ Stv[-Na2lSSjw=(hl14-gE.. K\

Partly recovered 7 file(s)

Operation completed in 0.36 second.

Upgrade to Recuva Professional:

Why not upgrade to Recuva Professional and benefit from:

' Advanced file recovery

& Automatic updates

+"  virtual hard drive support

+" Premium support

Switch to advanced mode

data is empty or the file is securely deleted.
[data is empty or the file is securely deleted.
[data is empty or the file is securely deleted.
data is empty or the file is securely deleted.
[data is empty or the file is securely deleted.
data is empty or the file is securely deleted.
data is empty or the file is securely deleted.

UPGRADE NOW!

Recovery completed in 0.36 second. Total recovered 7 file(s): fully recovered 0 file(s), partly recovered 7 file(s).

Recover...

Online Help Check for updates...

Pucynok B.19 — BignoBnenus dainis micns ix 3HumeHHs 3 SSD-nucky

nporpamoto “Eraser”

komnbroTep » [okymeHTel > BigHoeneHi gaHi Recuva > Eraser » SSD o] Mowck s: SSD Pl
M~

5 Mma Natz nameHeHuA Tun Pazmep
[ wi3~m1d,= Daiin 0KB
[] [5Z6ROc18L-{0t9+0}rAQrVInhe3zZ(0L6bc... ®ain 0 KB
Ij “IFaU)zh{a9ngKdPQ(sn9vzK9w, {=4RacO Dain 0 Kb
0 Stv[-Na2}55jw=(hl14-gERA=+I"4aVj ®akin 0 KB
[] bi7}jeqax Daiin 0 KB
M fB(Oy7TFHY oHCLOjp7THoUx 7dL,7Ug56hSF... Dain 0 KB
[ ] JrfQhjfn Daiin 0 KB

\

Pucynoxk B.20 — BimnoBneni ¢aiinu micist ix 3HumenHs 3 SSD-nucky nmporpamoro

“Eraser”
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@/ Recuva

Recuva
J Vind

RAM, Intel UHD Graph

Select the files you want to Recaver by ticking the boxes and then pressing Recover.
For the best results, restore the files to a different drive.

Switch to advanced mode

[ Filename Path Last Modified Size State Comment

[0 @ 14002636222 K\ 21.05.2024 2 51 bytes Unrecovera.. File header data is empty or the file is securely deleted.
[0 @ 14019136222 K\ 21.05.2024 2 31 bytes Unrecovera... File header data is empty or the file is securely deleted.
[0 @ 14014547.22Z K\ 21.05.2024 2 190 bytes Unrecovera.. File header data is empty or the file is securely deleted.
[0 @ 14014762222 K\ 21.05.2024 2 295 bytes Unrecovera... File header data is empty or the file is securely deleted.
[0 @ 14023368.22Z K\ 21.05.2024 2 1KB Unrecovera.. File header data is empty or the file is securely deleted.
[0 @ 14006458.22Z K\ 21.05.2024 2 11 bytes Unrecovera... File header data is empty or the file is securely deleted.
[0 @ 14002369.22Z K\ 21.05.2024 2 162 bytes Unrecovera.. File header data is empty or the file is securely deleted.

[K:] NTFS, 111 GB. Cluster size: 4096. File record size: 1024. Found 7 file(s) in 13 minutes 54 seconds.

Online Help

Recover...

Check for updates...

Pucynok B.21 — ckanyBanng SSD-aucKy Ha HasBHICTb 3HUILEHUX (aiisiiB

nporpamoro “File Shredder”

8 ] Operation completed

Select the files you want to Recover by ticking the boxes and then
For the best results, restore the files to a different drive.

Total recovered 7 file(s):
Fully recovered ( file(s)

Filename Path
@ 14002636.277 K\

Partly recovered 7 file(s)

Operation completed in 0.14 second.

' Automatic updates «" Premium support

UPGRADE NOW!

Online Help

Pucynok B.22 — BigHoBnenus daiunis micns ix 3HuIeHHs 3 SSD-nucky

| » BiaHoeneHi naHi Recuva

-~

=

MA

Switch to advanced mode

data is empty o the file is securely deleted,

@ 14019136277 K\ data is empty or the file is securely deleted
® 14014547277 K\ \data is empty or the file is securely deleted.
@® 14014762777 K\ Upgrade to Recuva Professional: \data is empty or the file is securely deleted.
® 14023368227 K\ Why not upgrade to Recuva Professional and benefit from data is empty or the file is securely deleted
@ 14006458277 K\ 'data is empty or the file is securely deleted.
® 14002369777 K\ ' Advaned file recovery ' Virtual hard drive support \data is empty or the file is securely deleted.

Recovery completed in 0.14 second. Total recovered 7 file(s): fully recovered 0 file(s), partly recovered 7 file(s).

Recover...

Check for updates...

nporpamoto “File Shredder”

» File Shredder > SSD

[llaTa nsmeHeHna

Mowck B: SSD

v O

Tun Pasmep

[ ] 14002369.227 21.05.2024 23:14 OQawin "Z77" 0KB
[ ] 14002636277 21.05.2024 23:14 Gain "ZZZ" 0 KB
[ ] 14006458227 21.05.2024 23:14 Gain "ZZZ" 0 KB
[] 14014547222 21.05.2024 23:14 Qann "ZLZ" 0 KB
[ 14014762277 21.05.2024 23:14 Qaiin "ZZ7" OKB
[ 14019136227 21.05.2024 23:14 Qaiin "ZZ7" OKB
[ 14023368277 21.05.2024 23:14 OQaiin "Z77" OKB

Pucynok B.23 — BigHosneni daiinmm micns ix 3HumeHHs 3 SSD-aucky mporpamMoro

“File Shredder”



RAM, Intel UHD Graphics

Select the files you want to Recover by ticking the boxes and then pressing Recover. ST ST
For the best results, restore the files to a different drive.

Filename Path Last Modified Size State Comment

[K:] NTFS, 111 GB. Cluster size: 4096. File record size: 1024. Found 0 file(s) in 21 minutes 32 seconds. Recover...

Online Help Check for updates...

Pucynok B.24 — Pe3ynbTaT ckanyBaHHs SSD-11CKy Ha HasiBHICTh 3HUILIEHUX

daiiniB nmporpamoro “Secure Eraser”

& Recuva - O x

Select the files you want to Recover by ticking the boxes and then pressing Recover. N — —,
For the best results, restore the files to a different drive.

Filename Path Size State Comment
[K:] NTFS, 111 GB. Cluster size: 4096. File record size: 1024. Found 0 file(s) in 14 minutes 55 seconds. Recover...
Online Help Check for updates...

Pucynok B.25 — PesynbraT ckanyBanHsa SSD-11cKy Ha HasiBHICTh 3HUIIIEHUX

daitnis mporpamoro “PrivaZer”

AM, Intel UHD G

Select the files you want to Recover by ticking the boxes and then pressing Recover.

For the best reslts, restare the files to a different driv. Switch to advanced mode

[ Filename Path Last Modified Size State Comment

[0 @ nomvfmwdtq K\ 22.0520240.. 157 bytes Unrecovera.. File header data is empty or the file is securely deleted.
[] @ ygzhuafimmzlgadigydx.. KA\ 22.05.2024 0. 231 bytes Unrecovera.. File header data is empty or the file is securely deleted
O e gglxsodbwopbgihhwstd... K3\ 22.05.2024 0. 190 bytes Unrecovera.. File header data is empty or the file is securely deleted.
[ @ kpdgexzo K\ 22.05.20240.. 295 bytes Unrecovera.. File header data is empty or the file is securely deleted.
O e lyszvewhzscdjmavzaoxr.. K\ 22.05.2024 0. 1KB Unrecovera.. File header data is empty or the file is securely deleted
[0 @ aexzmcptwovbeohjiudxi.. KA\ 22052024 0.. 211 bytes Unrecovera.. File header data is empty or the file is securely deleted.
[ @ dukhdssnp KA\ 22.05.2024 0. 162 bytes Unrecovera.. File header data is empty or the file is securely deleted.

[K:] NTFS, 111 GB. Cluster size: 4096. File record size: 1024. Found 7 file(s) in 12 minutes 9 seconds.

Recover...
Online Help Check for updates...

Pucynok B.26 — Pe3ynbraT ckanyBanHs SSD-1ucky Ha HassBHICTb 3HHUILEHUX

¢aiuri nmporpamoro “Hardwipe”
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.,_:_! Operation completed

M, Intel

Select the files you want to Recover by ticking the boxes and then

Total recovered 7 file(s)
For the best results, restore the files to a different drive.

Switch to advanced mode
Fully recovered 0 file(s)

Filename
@ nomvfmwdtq

Partly recovered 7 file(s)

Operation completed in 0.3 secand.

data is empty or the file is securely deleted.

@ ygzhugffmmzlgadigydx.. K\
@ qqlxsodbwopbgihhwstd... K\
@ kpdgexzo K\
@ lyszvewhzscdjmgvzaoxr., K\
@ aexzmcptwovbeohjiudxi.. K\
@ dukhdssnp KA\

data is empty or the file is securely deleted.
data is empty or the file is securely deleted.
data is empty or the file is securely deleted.
data is empty or the file is securely deleted.
data is empty or the file is securely deleted.
data is empty or the file is securely deleted.

Upgrade to Recuva Professional:

Why not upgrade to Recuva Professional and benefit from
+'  Advanced file recovery & Virtual hard drive support

+'  Automatic updates + Premium support

UPGRADE NOW!

Recovery completed in 0.36 second. Total recovered 7 file(s): fully recovered 0 file(s), partly recovered 7 file(s).

Recover...

Hel

Check for upda

Pucynok B.27 — BigHoBnenus daiinis micns ix 3HumeHHs 3 SSD-nucky

nporpamoro “Hardwipe”

HTel > BigHosnedi aaxi Recuva > Hardwipe > SSD v Mowck B: SSD »

SI¥E] [ata uaMeHeHuA Tun Pazmep

D aexzmcptwovbeohjiudxiyxzkgxdgmvhkuxf  22.05.2024 09:.06 Dawn 0 KB
D dukhdssnp 22.05.2024 09:06 Dan 0OKE
[ kpdgexzo 22.05.2024 09:06 ®ain 0 KB
D lyszvewhzscdjmgvzaoxrwchdkqgfpyeb 22.05.2024 09:06 Dawn 0 KB
D nomvfmwdtq 22.05.2024 09:06 Dan 0OKE
[ gglxsodbwopbgihhwstdcmdzeyjpwklfesff..  22.05.2024 09:06 ®ain 0 KB
D ygzhugffmmzlgadlgydxeixhikbbggjzscrb.. 22.05.2024 09:06 Dawn 0 KB

Pucynok B.28 — BigHosneni daitnm micis ix 3HuIeHHs 3 SSD-aucky nmporpamMoro

“Hardwipe”

@/ Recuva

, Tntel UHD Graphi

Select the files you want to Recover by ticking the boxes and then pressing Recover.

Switch to ad d mod
For the best results, restore the files to a different drive. witch to advanced mode

[ Filename Path Last Modified Size State Comment

[0 @® cyxjsmuda.rfc K\ 22.05.2024 11:58 211 bytes Unrecovera.. File header data is empty or the file is securely deleted.
[J @ enyolenpaijd K\ 22.05.2024 11:58 162 bytes Unrecovera.. File header data is empty or the file is securely deleted.
[0 @® bjimhxfnte.muw K\ 22.05.2024 11:59 151 bytes Unrecovera.. File header data is empty or the file is securely deleted.
[0 @ ildluxgwxyux K\ 22.05.2024 11:59 231bytes Unrecovera.. File header data is empty or the file is securely deleted.
[0 @® ogayhvwbw.qig K\ 22.05.2024 11:59 190 bytes Unrecovera.. File header data is empty or the file is securely deleted.
[ @® nxngcxbxkdsk K\ 22.05.2024 11:59 295 bytes Unrecovera. ile header data is empty or the file is securely deleted.
[J @ iwnkhjmoc.oyw K\ 22.05.2024 11:59 1KB Unrecovera.. File header data is empty or the file is securely deleted.

[K:] NTFS, 111 GB. Cluster size: 4096. File record size: 1024. Found 7 file(s) in 14 minutes 0 second. Recover...

Online Help Check for updates.

Pucynok B.29 — Pe3ynpraTt ckanyBanas SSD-nucky Ha HassBHICTD 3HUILEHUX

daiiniB nporpamoro “BitKiller”



B & Operation completed

Select the files you want to Recover by ticking the boxes and then

For the best results, restore the files to a different drive.

Filename

® cyxgsmuda.rfc
@ enyolenpaijd
® bjmhxinte.muw
@ ildluxgvyux
@ ogayhvwbw.ajg
® nxngoxoxkdsk
® iwnkhjmoc.oyw

o

Total recovered 7 file(s):
Fully recovered 0 file(s)
Fartly recovered 7 file(s)

Operation completed in 0.09 second.

Upgrade to Recuva Professional:

Why not upgrade to Recuva Professional and benefit from:

' Advanced file recovery

+  Automatic updates

UPGRADE NOW!

' Virtual hard drive support

+ Premium support

Switch to advanced mode

fent

lader data is empty or the file is securely deleted.
ader data is empty or the file is securely deleted.
lader data is empty or the file is securely deleted.
lader data is empty or the file is securely deleted.
ader data is empty or the file is securely deleted.
lader data is empty or the file is securely deleted.
lader data is empty or the file is securely deleted.

Recovery completed in 0.09 second. Total recovered 7 file(s): fully recovered 0 file(s), partly recovered 7 file(s).

Online Help

Pucynok B.30 — BigHoBnenus daiinis micns ix 3HumeHHs 3 SSD-nucky
nporpamoro “BitKiller”

MneoTep > [lokymenTel > BiaHosnedi aadi Recuva » Bitkiller > 55D

Nma

bjmhxfnte.muw
cy¥jsmudaq.rfc
enyolenpa.ijd
ildluxgwiyux
iwnkhjmoc.oyw

nxngcxbxk.dsk

oDoooOood

ogayhvwbw.qjg

o

[Nata 3MeEHEHWA

22.05.2024 11:59
22.05.2024 11:58
22.05.2024 11:58
22.05.2024 11:59
22.05.2024 11:59
22.05.2024 11:59
22.05.2024 11:59

Recover...

Check for updates...

v+ @) | NMowuck s: SSD

Twn Pazmep
daiin "MUW"

®aiin "RFC"

®aiin "lJD"

Daiin "YUX"

Daiin "OYW"

®Maiin "DSK"

Dain "QJG"

0 Kb
0 Kb
0 Kb
0 Kb
0 KB
0 KB
0 KB
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Pucynok B.31 — BigHosneni daiinm micis ix 3HumeHHs 3 SSD-aucky mporpamMoro

“BitKiller”



JIOJATOK T

Hpouec TCCTYBaHHA BiI[HOBJ'IeHHSI JaHUX 3a JOIIOMOTI'OIO IIPOrpaMHOro

3a6e3neuenHs “Disk Drill”

— Disk Drill 3 o6'exTi(-iB) m — O X
BiavoBneHHa MNpuctpiid/Anck L Tun Connection/FS O6'em Q
v & HIEmE v mmm KINGSTON SNVS250G Anaparn..  RAID 23216
& Xopcrki [ucku \
2 Nokanshbid avck (C) Noriunuii T...  NTFS 23276 @
& Noriuxi Tomu -
JNokansHbN guck (F:)
& RAID ~ mmm ST1000LM035-1RK172 Anapathi..  RAID 93176 e ———
& asi L epes 5 oKDY o TS o @
8 IHwe
. JloKanbHbIi auck (E) Noriunwii 7. NTFS 44676 @ 05.20.24 - flokansHeIii AncK...
€ HewonasHi Ceancn 3aBaHTaXUTV Cecito (2 AHiE Tomy) >
T o ESP Pospin FAT32 500 MB
=) SRVART. Menfmprr o OS Po3ain FAT32 2,00TB v 3aranbhi
0 3awmcr aaHux Tun: Jloriunmii Tom
~ mmm ST250DMO000-1BD141 Anapathi. usB 23276 ’
€D TobaitTosa pezepe. konia Mogene npuctpoto: 00-1BD141
JlokanbHbIA AucK (F) b i NTFS 23276 @ Cepin ST
4 g OriUHM T...
Sr QD s BupoHMK: ST2500M0
MpoTtokon: use
Pesizia: 4101
QO'em: 232Tb
foctynHo: 232TB
S Di3nu. Homep: 2
. M (]
@ Elﬂ.KDMTW 06pa3 AMCKY lOKazaTu NpuxoeaHe . Posainu: 2

Pucynok I'.1 — Bubip aucky juis ckaHyBaHHS Ha HasBHICTh BTpadyeHUX abo

BUJIaJIeHUX (haiITiB

CkanyeTbea “JlokanbHbii amci (F:)”
@ L] 24 darinu(-is) / 434 aiit o =

= Disk Drill

MpunagHa gowka e

JlokanbHbin anck (F:)

Pezynbratn
24 daiinu(-is) / 434 6Gaiit
B8 NokansHslii anck (F) 24
e == MMokazatn G Tun daitry B Poswmip paiiny B Jara aminenns
iz Im'a +  lWakHcK BiaHoBN...  [aTta 3MiHeHHa  Tun
Ayio O ~ NlokankHeil AUCK (F)... = Texa
AT O | 7Tanxed J Bucoki (nyew.. 201120760854 Hesio
Apxisn \:} ] 8vd7PcaTuceDé2n.. Y Bucoki (nycru. 29.11.2076 08:54 Hesino...
B Ihwi 24 ] 9aGVUD}(maYle}x(.. Y Bucowd (nycrn..  29.11.207608:54  Hesino
| 9GnBK6_e Y Bucoki (nyctn...  29.11.2076 08:54 Hesigo.
| Febve+IB mqllr¥f6(.. Y Bucoki (MycTi... 29.11.2076 08:54 Hegigo...
] gWwwa4DgdoOOKi3.. Y Bucowd (nycr..  29.11.2076 08:54  Hesino
] hovaos'dZQ'mwF.. Y Bucowd (nycrw..  29.11.207608:54  Hesigo
| sigKexKo Y Bricoki (nycTh.. 29.11.2076 08:54 Hegigo...
| sDpgbmijlv ¥ Bucoxi (nycrw..  29.11.2076 08554 Hesigo
> System Volume Inf. - Teka

WaHcm BigHoBNEHHA

Pozmip [£4
217 Gaiit
0 Gaifr
0 6air
0 6aiir
0 Gaifr
0 GaiAr o
NokanbHbiiA anck (F)
0 Geitr 0 Gabir - 9 item(s)
0 Gaiir Marta 3miHeHHA Hesinomo
0 Gair Wnax
\BvnaneHi abo sarybnenivlokanbHblid AMck
0 6aiT ®
88 6aiit
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Pucynok I'.2 — Ilpouec ckanyBannst HDD-nucky Ha HasiBHICTh 3HUIIEHUX (haililiB

nporpamoro “Eraser”



= DiskDrill < Pesyasram

Pucynok I'.3 — 3aBepuienss BigHoBieHHs QaitniB 3 HDD-aucky micis ix

Norw. =

@ BigHosneHHs 3asepweHo
18 ¢aiinu(-is) / 0 6ant

Bia: NlokanbHbin guck (F:) Noriunmi Tom

Wnax: C:\Users\Haranis\Documents\BiaHosneHi AaHi DiskDrill\Erase\HDD

TMoxkazat siaHosnexe y MPoBiAHNKY =

3HUIIEHHS Mporpamoro “Eraser”

oMneloTep > JlokymeHTsl > BiaHoBnewi AaHi DiskDrill > Eraser > HDD v O | Nowcke: HDD pal

Ams - Hata n3ameHeHUA Tun Pasmep

D TTznxc'Dd 29.11.2076 08:54 ®aiin 0Kb
[ 7TznxeDd 1 29.11.2076 08:54 ®aiin 0KB
0 8vd7PcaTuC6D62nophU 29.11.2076 08:54 ®adn 0KB
0 8vd7PcaTuC6D62nophU 1 28.11.2076 08:54 ®aiin 0KB
D 9aGVUD}[(maYle}x((1Bal5r}QoaV3cC+G9u  29.11.2076 08:54 ®aiin 0KB
D 9aGVUD}[(maYle}x((1Bal5r}QoaV3cC+GY...  29.11.2076 08:54 daiin 0KB
D 9GnBK6_e 29.11.2076 08:54 ®aiin 0 Kb
D 9GnBK6_e 1 29.11.2076 08:54 ®aiin 0 Kb
D Fcbve+]B mal[rYf6(MMLVM7nflg2i~JfZV..  29.11.2076 08:54 ®aiin 0Kb
D Fcove+]B mal[rYfe(MMLVM7nflg2i~JfZV..  29.11.2076 08:54 ®aiin 0Kb
[ g WW4Dgd0O0Ki3610g){61DSHLjgqCrz ~ 29.11.2076 08:54 Daiin 0KB
[ g WW4Dgd0O0Ki3610g){(61D5HLjgqCrz 1 29.11.2076 08:54 Daiin 0KB
[] hov3zxs dZQ'mwFbdZe~ "fil}csQ'gsmRc 28.11.2076 08:54 ®aiin 0KB
[] hovazxs dzZQ'mwFbdZe~ "fillcsQ'asmRc 28.11.2076 08:54 ®aiin 0KB
D slgKexKo 29.11.2076 08:54 daiin 0KB
D slgKexKo 1 29.11.2076 08:54 ®aiin 0 Kb
[ songbmjrv 29.11.2076 08:54 Daiin 0KB
D SDhgbmj[V 1 29.11.2076 08:54 ®aiin 0Kb

Pucynok I'.4 — Bignosneni ¢aiinu 3 HDD micns ix saumenns “Eraser”

JNokanbHbii guck (F)

= Disk Drill B O e yerin b B = 8 O o - O X
##f Mpunraana nowka -
JNlokanbHbin auck (F:)
Pesynbratn ~ i .
24 dannu(-is) / 434 6ant
& JlokansHbiit anck (F:)
P € wancy 3HaiTK Ginble aannx
% 0 Do Cxanysatv Becs anck  Mponycrm
Rk == Mokazatn v G Tun daiiny B Poamip paitny @ farasmivenna W Wancy siaHoenenHs
g Im's Wanck BigHoea...  [ata sminenna  Tun Poamip 4
> B thwi 4 42855655.222 o Bucoki(nycv.. 220520241247  ZZZ0a.. O Gadr
42875433.227 Y Bucoxi (mycrw. 72 0a 0 6ai
42875433.222 ¢ Bucoxi (nycr. 777 va. 0 Bai
42875768.22Z K Bucoxi (nycrv Z ] 0 6air
4287576822 J Bucoki (mycmw, 42854466.22Z
277 daiin - 0 banr
42876258222 % Bucoxi (nycru 77702 JlaTa 3uitersn 22.05.2024 12:47
42 Yei cnocou BigHOBACHNS 3aBepUIEHO x b
24 dainie / 434 6aiiT 3HaiAeHO Wnax

MNokazaTu peaynsTatv y MposiaHuky

4z

anewi 260 3a

eniVloxansHuii

Biaxosuiv Bce...
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Pucynok I'.5 — Pe3ynbrat ckanyBanss ¢aiinis 3 HDD-nucky micins iX 3HUIIEHHS
nporpamoro “File Shredder”



= DiskDrill < Peaynbram Norw - o x

© Bianosnenns saBepweno
18 ¢parinn(-is) / 0 6aiiT

Bia: NlokaneHbii auck (F:) Nlorivnmia Tom

Wnax: C\Users\Hatania\Documents\Bianosneni aaui DiskDrill\File Shredder\HDD

Moxasatw giaHosnete y MposiaHsky Tt

Pucynok I'.6 — 3aBepiienns BigHoBieHHs ¢aiiis 3 HDD micns ix 3HUIIEHHS
nporpamoro “File Shredder”

inia > [Jokymentel > BigHoeneni aaHi DiskDrill > File Shredder » HDD v O Mowck e: HDD el
& Wmn - DNata nsmeHenus Tvn Pasmep
D 42853076 1.Z2ZZ 22.05.2024 1247 Qavin "ZZ7" 0KB
D 42853076.277 22.05.2024 1247 Qavin "ZZ7" 0KB
D 42854466 1.277 22.05.2024 1247 Qavin "ZZ7" 0KB
D 42854466.777 22.05.2024 1247 Qavin "ZZ7" 0KB
D 42855655 1.ZZZ 22.05.2024 1247 Qavin "ZZ7" 0KB
D 42855655.277 22.05.2024 1247 Qavin "ZZ7" 0KB |
D 42875433 1.2727 22.05.2024 1247 Qavin "ZZ7" 0KB |
D 42875433277 22.05.2024 1247 Qavin "ZZ7" 0KB
D 42875768 1.22Z 22.05.2024 1247 Qavin "ZZ7" 0KB
D 42875768.277 22.05.2024 1247 Qavin "ZZ7" 0KB
D 42876258 1.Z72Z 22.05.2024 1247 Qavin "ZZ7" 0KB
D 42876258.277 22.05.2024 1247 Qavin "ZZ7" 0KB
D 42881316 1.ZZZ 22.05.2024 1247 Qavin "ZZ7" 0KB
D 42881316.2727 22.05.2024 1247 Qavin "ZZ7" 0KB
D 42888791 1.ZZZ 22.05.2024 1247 Qavin "ZZ7" 0KB
D 42888791.277 22.05.2024 1247 Qavin "ZZ7" 0KB
[] 42891423 1222 22.05.2024 12:48 ®aiin "ZZZ" 0KB
[ 42891423.772 22.05.2024 12:48 ®aiin "ZZZ" 0KB

Pucynox I'.7 — Binnosneni daiinu 3 HDD micns ix 3uumenns “File Shredder”

= DiskDrill @ n Cka‘v‘(rylt:“::""ﬂo‘l‘(a-nbnblﬁAMCKJ(&:)“ s B

iii
-
=]
[
a
X

# Npwiagra aowka

JNokanbHbil gnck (F:)

Peaynstati B
21 ¢pannu(-is) / 119 Mb
& Noxanssuiin anck (F) 21
B Aot 2 = [oxazath v G Tun daiiny B Poamip painy @ fara aminenna ¥
B Biaeo L In'a . Wancw siavosn... [ataaminenra  Tan Posmip
i 2
I Ayaio v Buaaneni abo saryBaewi (18) - 119 MB
B Aoxywenmn & |~ Noxansit anck (F) (18) Texa 119 M5
pxisu © Discollusion - Stay Home320 kbps.mp3 OuinyBaHis 220520241507 KM
IHwi 13 | filelbmp OuikyBaHHA n MB

d] file2jpeg

8| Gotye-Somebody-That-I-Used-To-Know-_feat.-Kimbra.avi

©! Gucci Mane Wake Up In The Sky Ft Bruno Mars.mp3

Moxkazath peayastary y MpoBiaHmky

Pucynok I'.8 — IIponec ckanyBanus HDD nHa HasiBHICT 3HHIIIEHUX (aliiIiB

w (8

)

testdocx
testpdf
The Weeknd - Save Your Tears.mpd

XnView-win-full exe

aiye

Ouixye

Ouikye.

nporpamoro “Secure Eraser”

aHHs,

2HHA

BiaHoeumv Bce...



= Disk Drill < Pesynstatn

@ BigHoBneHHA 3aBepLueHO

Norw...

18 daiiau(-is) / 119 Mb

Bia; JlokanbHbin amck (F:) JloriuHuii Tom

Wnsix: C:\Users\Haranis\Documents\BiaHosneni aani DiskDrill\Secure Eraser\HDD

Mokasatu BiaHoBneHe y MpoBiaHMKy m

Pucynok I'.9 — 3aBepuienss BigHoBieHHs ¢aitniB 3 HDD-nucky micis ix

3HUIICHHS MTporpamoro “Secure Eraser”

» Nokymentel > Bigroeneni gadi DiskDrill > Secure Eraser » HDD

o~

ma

@ Discollusion - Stay Home320 kbps.mp3

4] filel.bmp

4] file2,jpeg

@ Gotye-Somebody-That-I-Used-To-Know-...
@ Gucci Mane Wake Up In The Sky Ft Bruno ...
@ testdocx

E test.pdf

@ The Weeknd - Save Your Tears.mp4
XnView-win-full.exe

|| zzz7.777

| ] zz727777

| ] zzz72777

| ] zzz722777

| ] zz7777777777777.777

[j FI777 7777777777777 777777777777

[j VST TSI TR ST TIT

[j YN F TN rENrNNrrsrssyyrrrres

[j LELFF Tl F 7P F i irry..

[aTa U3MeHEHWA

22.05.2024 15:07
22.05.2024 15:07
22.05.2024 15:.07
22.05.2024 15:07
22.05.2024 15:07
22.05.2024 15:07
22.05.2024 15:.07
22.05.2024 15:.07
22.05.2024 15:07
22.05.2024 15:07
22.05.2024 15:.07
22.05.2024 15:.07
22.05.2024 15:07
22.05.2024 15:07
22.05.2024 15:.07
22.05.2024 15:.07
22.05.2024 15:.07
22.05.2024 15:07

v U Mouck 8: HOD pel
Twn Pasmep
®aiin "MP3" 8192 Kb
®ain "BMP" 2048 Kb
(Daiin "JPEG" 128 Kb
Maiin "AVI" 53 248 Kb
®aiin "MP3" 4096 Kb
HokymenT Microso... 1024 Kb
Jokyment Adobe ... 512 Kb
®aiin "MP4" 28672 Kb
MNpunoxeHwe 24 576 Kb
Mawn "ZL7" 0 KB
Daiin "Z777" 0 KB
Daiin "ZZ7" 0 Kb
Dain L2 7" 0 Kb
Mawn "ZL7" 0 KB
Daiin "ZZ7" 0 KB
Daiin "ZZ7" 0 Kb
Dain "ZZ7" 0 Kb
Mawn "ZL7" 0 KB

= &=
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Pucynok I'.10 — Binnosneni ¢aiinu 3 HDD-nucky micns iX 3HUIIEHHS TPOTPaMOI0
“Secure Eraser”



He yaaetcs otkpbite Discollusion - Stay Home320 kbps.mp3. X
Bo3MOXHO, TN 3T0ro daiina He NOAAEPXKMUBALTCA, HeBEPHOe

pacwmpenue daiina mbo paiin NoBpexaeH.

0xCO0D36C4

OmnpaeuTs OT36IB

HeBo3MoxHO 3anycinTb 3TO NPUNOXEHUE Ha BalleM

MK

HroBbi HAITH BEPCIO A1 BALIETO KOMILIOTEPa, OBPATHTECH K M3ABTEIO NP

= Disk Drill

B Mpwianna aowia

PeayntTatia
& ST250DMO00-1BD141 )

i
> B Ivwi 24

lokazami pezynstari y Mposiauky

o o ST!EODMDODV‘IBDITV

KaM 3ABEPIIEHD Y

ST250DM000-1BD141

24 pannu(-is) / 434 bawnr

= Mokazam v & Tun daitny

ﬂ ' Wancw sigHo... . Jata sminerna  Tan

v Buaaneni abo saryGaeni (21) - 2.
~ NokansHsii auck (F) (8) ex
0000000000000000... 2w T X 0X0
0000000000000000... Buc T X0
0000000000000000... * Bu W 5, X0
’ 0000000000000000. +* 2w " 1 0X0
0000000000000000. + B ™ X0
0000000000000007... Pk E T %0
B 0000000000000045.... 2w CTH...

9 Yei cnacosu o

o o 4 faitio / 434 X

9 ¢a

B Pozmip paitny

@ Aara amineHHa

F Wakcw siaHosner A

Poauip

TokanbHbiid AWK (F)

06 9 iterr

iinn(-is) (O Gaiir) emaineno, 24 youol
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Pucynok I'.12 — 3aBepmienns ckanyBanHsit HDD Ha HasiBHICTH 3HUIIIEHUX (ailiiB
nporpamoro “PrivaZer”

= Disk Drill

@ BiaxoenenHs 3asepleHo
9 daiinu(-ie) / 0 bant

Big: ST250DM000-1BD141 Anaparsui

Wanax: C:\Users\Harania\Documents\Bianoeneni aawi DiskDrill\Privaze\HDD

Moxasam elauosnene y Mposianmcy

@

Pucynok I'.13 — 3aBepmienns BigHoBIeHH (aitiiB 3 HDD micns ix 3HUTIICHHS
nporpamoro “PrivaZer”



ia » lokymeHtol > BigHosneni aani DiskDrill >

o~

Nma

[ ] 0000000000000000000000000000000000...
[ ] 0000000000000000000000000000000000...
[ ] 0000000000000000000000000000000000...

[ ] 0000000000000000000000001$.0x0

[ ] 0000000000000000000000000000000000...

[ ] 000000000000035.0x0

[ ] 000000000000004$.0x0
[ ] 00000000000000075.0x0
[] 0000000000000085.0x0

Privazer » HDD v O | Mowucxk s: HDD P
[ata nsMeHeHMA Twn Pasmep
11.09.2090 22:31 Daiin "0X0" 0 KB
13.08.2072 07:28 daiin "0X0" 0KE
16.05.2070 22:19 ®aiin "0X0" 0 KB
23.08.2083 16:45 ®aiin "0X0" 0 Kb
14.03.2060 01:26 Maiin "0X0" 0 KB
08.02.2065 12:52 Daiin "0X0" 0 KB
23.02.2081 22:44 Daiin "0X0" 0 KB
09.05.2060 23:56 ®aiin "0X0" 0KE
23.04.2062 21:58 ®aiin "0X0" 0 KB
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Pucynok I".14 — Binnosuneni ¢aitnu 3 HDD-aucky micns ix 3uumienHs “PrivaZer”

= DiskDrill < Pesynsram

Norm - =] X

° BiaHoBNeHHA 3aBeplweHo
9 daiinu(-is) / 4 6ant

Bia: loxanbHbli guck (F:) Nloriuxmii Tom

Wnsax: C:\Users\Hatanis\Documents\BiaHosneHi gaHi DiskDrill\Hardwipe\HDD

MNokazamm siaxosnexe y MNposiaHuky G}

Pucynok I'.15 — 3aBepiienns BinHoBneHHs (daitnis 3 HDD-aucky micns ix
3HHUIIEHHS Tporpamoro “Hardwipe”

1 » [Jokymentol > BigHosneni gani DiskDrill > Hardwipe > HDD v Mowck B: HOD R

[LIYE: h [ata usMeHeHWA Twun Pasmep

D ayrrygtl 23.05.2024 05:30 Darin 0KE
D eabpmizpemjbauhdgkjjyujpewtlwgvzew..  23.05.2024 05:20 Maiin 0 Kb
D fsuxlqublgctdogjfeclhsorbssrdawp 23.05.2024 05:30 Dain 0 KB
D gxncgpbuix 23.05.2024 05:30 Darn 0 KB
D ighvkobdggdbembdkgdromvhwkbligvhc..  23.05.2024 05:20 Maiin 0 Kb
D jayzduojr 23.05.2024 05:30 Dain 0 KB
D sbpgafxuu 23.05.2024 05:30 Maiin 0 Kb
fmd SCRUB_TEST.DAT 23.05.2024 09:34 KMP - MPEG Mowvi... 1 Kb
D tjwmxhughbmapxsitjsojbiibdiazjysdnaggr.. 22.05.2024 05:30 Darin 0KE

Pucynoxk I'.16 — BigaosneHni ¢aiinis 3 HDD-nucky micns iX 3HUIIEHHS TPOTPaMOoi0

“Hardwipe”



= Disk Drill
#f Npunaaka aowka
Pesynbratn

B NoxansHelii anck (F)

> B Aokymentn

> B lhwi

26

Mokasatu pesynstaty y Mposiaxuky

¢ © JNoxkanbHbiit anck (F)

CXaH 33BEPLIEHD YCNIlWHO

JNokanbHbii guck (F:)
28 dpaiinu(-is) / 40,4 Kb

€ wanck 3HaitTk Ginblue paHnx
== Moxasam v G2 Tun daiiny

Im's
> System Volume Information (3)

aassyonrv.tun

aassyonrv.tun

cyxjsmuda.rf

cyxjsmuda.rf

iwnkhjmoc.oyw
iwnkhjmoc.oyw
nwejiraca.qvx

nwejiraca.qvx

B Poawip dainy

@ Jlara 3minennn

Warcw BiaHosn...

¥ Wawcy sigHosneHHn

fara amivenns  Tun Poamip
- Texa 0,0 KE
U 0 Gair
) 6ait
) Bait
0 Gaiir
RFC 0a. 0 Baitr
05.20 1 RFC Oa. ) Gait
024 14:11 UD Daiin 0 6ait
05.2024 14:1 UD ®aitn O Baif
0 aitr
0 Baiir
0 Gaiir
) Gait
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Cxarysaru secs auck  Mponycrun

JlokanbHbiii anck (F)
20,2 Kb - 24 item(s)

[laTa amineHHa Hesinomo

BiaHoewv ece...

Pucynok I'.17 — 3aBepmienns ckanyBanHsi HDD-aucky Ha HasiBHICTh 3HUIIICHUX
¢aitri mporpamoro “BitKiller”

= Disk Drill

< Peayneram

© BigHoenenHa 3aBeplUeHo
10 daiinn(-is) / 4 Gawt

Bia: NlokanbHblid guck (F:) Jloriuxmi Tom

Torm... - O X

LWaax: C\Users\Hatania\Documents\Bianosaeni gani DiskDrill\Bitkille\HDD

Moxazatu BiaHosAeHe y MpoBiaHMKy 1}

Pucynok I'.18 — 3aBepuienns BinHoBneHHs (aitnis 3 HDD-aucky micns ix

3HUIIeHHs porpamoro “BitKiller”



= DpiskDrl @ g Sewemelr , DB = B O e - O X
4% 3asepuenc - 12 dafinul-i) / 202 K&
5 Npwnaska aowka 43 K
Peaynutata
12 dainnn(-is) / 20,2 Kb
8 (K) 12
== lokazatn ¥ G Tun paiiny B Poawip gaitny @ favasmivennn ol
Bige | . . 2
Im's ©  Wakew signoan... fata aminerns  Tun Poamip
v Buganewi abo 3aryGneni (8) - 0...
B Aokymenmn 1 M~ ®® - Texa 0 GadT
Apxiau Wi3-mid= OuikyEans.. 291120760854  Hepigo.. 0 okt
G IHwi 1 [5Z6ROCTAL-(09+...  OuiyBanns. 251120760854 Hesigo
‘ilFaU)zh{adngKdP... OuikyBana.. 29.11.2076 08:54 Heiao.
Stul-Na2jssjw=(hl1... Ouikysanns. 291120760854  Hepigo.. 0 Gakr ©
b7lcqax OuikyBans, 26.11.2076 08:54 Hesigo 0 Gai 0 Baiir - 8 itemt(s)
8(0y7FHY'OHCLOj...  OvuikyBasns. 29.11.2076 08:54 Hegino 0 Gaiir Nlata amitera Heainomo

J[fQhjfn OuikyBaHHa. Hesifo... 0 Gair Winsx

\Buaaneri a6o saryBneni\(K

00(==M{n Heeigo.. O Gak

3 leyroui (4) - 20,2 KB

Moxasay pesynsTamy y Nposianuky <1m npoiiuno, Oh 13m 3anmunocs, Grok 8905792 3 233112608 BianoauTy Bce.
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Pucynok I'.19 — I[Iponec ckanyBanHs SSD-nucky Ha HasBHICTb 3HUIIEHUX (haiiiliB

nporpamoro “Eraser”

= Disk Drill < Peaynetami TNorw o x

@ BianoBnerHA 3aBepLEHD
8 daiinu(-is) / 0 baidt

Bia: (K:) Mloriummii Tom

Wanax: C\Users\Hatanis\Documents\Biaxosneni gaHi DiskDrill\Eraser\SSD

TMokazath eiaxoenexe y MpoaiaHiky G}

Pucynok I'.20 — 3aBepuienns BinHoBieHHs (aitni 3 SSD-aucky micis ix
3HUIIEHHS porpamoro “Eraser”

> [okymeHTel > BigHoeneHi aaHi DiskDrill > Eraser > SSD v U Mowmck B: SSD P

Mmsa - [llata MSMeHeHWA Twn Pasmep

[ wWiz~m1d,= 29.11.2076 08:54 Daiin OKE
[ ] 15Z6ROC18L-{0t9+0AQIVInhe3zZ(0L6bc..  29.11.2076 08:54 Daiin OKE
Ij “ilFal)zh{a9ngKdPQ(sn9vzK9w,{=4RacO 29.11.2076 08:54 Dain 0 KB
[ ] 5tv]-Na2}SSjw=(hl14-gERA = +'4aVj 29.11.2076 08:54 Daiin O KB
[ ] bi7Hjcqx 29.11.2076 08:54 Daiin O KB
[ ] 8(0y7FHY'0HCLOjp7HoUx 7dL,7Ug56hSF..  29.11.2076 08:54 Daiin O KB
] J[fQhjfn 29.11.2076 08:54 Daiin O KB
[] oo(==Min 29.11.2076 08:54 Daiin 0 KB

Pucynoxk I'.21 — BigHosneni ¢aiinu 3 SSD-nucky micins ix 3HUIIEHHS TPOrpaMoio

“Eraser”



88

= Disk Drill @ o 5 = 18 O o - O X

CKan 3aBepLUEHO YCTiWHO

(K \

#i MMpunanHa sowka

Pesynsratn o . |
26 daiinu(-ie) / 40,4 Kb
a8 K 2%
€ waHcK 3HaliTK Binblue gaHnx
3obpaxeHHs .
Bu Tinbku-HO BJAaN0 NpoOCKaHyBanu posau. Xoua Mu 3HaLLAM BCE, WO € C CKaHyBaTH BECb AMCK Mponycruti
Bineo wo Disk Drill 3modk VT Binblue BUAAneHWX AaHNX, AKLIO BU NPOCKaHyeTe Bech auck. Lie
uacy, ane BOHO TOrO BapTe.
Ayaio
> B Jocymenm 2 == okazatn v Gl Tun dainy B Poswmip daitny [ Aata smitenna ¥¢ Wakcn BiaHoBNEHHA
Apxisn A ! . )
[ ] Ima \  WaHew BiaHOBA...  [laTa aMiHeHHs  Tun Poamip
> IHW 24 . .
E v Buaaneri abo sarybaeHi (22) -...
v (K) (22) - Teka 20,2 KB
| | 14002636.727 K Bucoki (nycri... 21.05.2024 20:14 777 Oa.. 0 Gaiit
| | 14019136227 H Bucoki (nycTin... 21.05.2024 20:14 777 Oa.. 0 6aiit
| | 14014547727 Y Bucoxi (nycTi... 21.05.2024 20:14 777 Da.. 0 6aiit
Bubepitb daiin ana
| ] 14013239727 ¥ Bucoki (nycrw... 21.05.2024 20:14 777 Qa... 0 6aiit P q)‘ A
npes'to
L " 14014762222 ¥ Bucoki (ycTh... 21.05.2024 20:14 ZZZ 0a... 0 6aiit
] [ ] 14023368222 Y Bucoki (nyctr...  21.05.2024 20:14 ZZ7 %a.. 0 6aiT

Mokasatv pesyabtatvt y MpoBiaHuky

Pucynok I'.22 — 3aBepiienns ckanyBanHsi SSD-AUCKy Ha HasIBHICTh 3HUILICHUX
¢aitni nporpamoro “File Shredder”

= Disk Drill < Peaynetatn Noru. - O X

© BianoBneHHa 3aBeplLeHo
22 daiinn(-ie) / 20,2 Kb

Bia: (K:) floriunuii Tom

Wasx: C\Users\Haranis\Documents\BigHoeneHi gani DiskDrill\File Shredder\SSD

Mokasatv BiaHOBAeHe y MpoBiaHnKy ‘m

Pucynok I'.23 — 3aBepmienns BigHoBIeHH (aitmiB 3 SSD-aucky micins ix
sHuMIeHHs nmporpamoto “File Shredder”
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[7] 14002369 1222
[] 14002369227
[1 14002636 1222
[] 14002636277
[] 14006458 1227
[] 14006458277
[ 14013239 1222
[] 14013239277
[7] 14014547 1222
[ 14014547227
[] 14014762 1227
[ 14014762277
[ 14019136 1222
[ 14019136222
[7] 14023368 1222
[] 14023368227
[] 140242711227

~

lata nsmeHeHWA

21.05.2024 20:14
21.05.2024 20:14
21.05.2024 20:14
21.05.2024 20:14
21.05.2024 20:14
21.05.2024 20:14
21.05.2024 20:14
21.05.2024 20:14
21.05.2024 20:14
21.05.2024 20:14
21.05.2024 20:14
21.05.2024 20:14
21.05.2024 20:14
21.05.2024 20:14
21.05.2024 20:14
21.05.2024 20:14
21.05.2024 20:14

1 > JlokymenTsl > BigHosnewi aani DiskDrill > File Shredder > SSD

v O

“Z/7"
I
“Ziz
“Z77"
“Z77"
"2z
“Z77"
“Z77"
“ZZ7"
“Z77"
“Z77"
I
“Z77"
“Ziz
I
I
“Ziz

Mowck &: SSD

Pasmep

0 KB
0 Kb
0 KB
0 KB
0 KB
0 KB
0 KB
0 KB
0KBE
0 KB
0 KB
0 KB
0 KB
0 KB
0 KB
0 Kb
0KE
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Pucynok I'.24 — Bignosneni daitnm 3 SSD-aucky micis X 3HUIIEHHS MPOTPaMO0
“File Shredder”

= Disk Drill @ g Cranyereca Ulokanarbii auck (K DB = 8 O - %
11% sapepueno - 21 gail i8) / 119 MB
# Npwagka sowka 3 -
JlokanbHbIA auck (K:)
Pezynsrati _ R
21 dainu(-is) / 119 MB
& NokansHbiit aack (K) 2
B 3oBpaxennn 5 =F Mokasath ¥ & Tvn gaiiny B Poamip pariny @ fara smivenns  f
2
B Biaeo w'a | Wakew pignosn..  [laa aminenns  Tun Posmip @
i 2
I Aysio v Nokanskslf AHCk (K)... Texa 119ME
B Nokymenta 2 O] Discollusion - Stay... Ouikysanna KMP 800 ME
Apxien &) file.bmp Ouikys:
ST 13 @) flezjpeg Ouieysansis PEG 126K6
5| Gotye-Somebody-.. Ouirysans 22052024 01:40  KMP-. 520 M6
©| Gucci Mane Wake. OuikyBaHHs 22.05.2024 01:40 KMP -, 4,00 MB
. NokanbHbii guck (K)
@5 testdocx OuikysanHs. icros, 119 MB - 18 item(s)
£ testpdf S R— Aoy KB [lata swivennn Hesiaomo
8] The Weeknd - Save... Ouirysana K 280 M5
- aaneni 360 33ryGneni\flokanbHA AveK
& XnView-win-fullexe  Oumysannz 240 MB
| 2zzzzZZ Ouikysanis. 0 Badir

Pucynok I'.25 — I[Ipouec ckanyBanas SSD-nucky Ha HasBHICTH 3HUIICHUX (ailiiB
nporpamoro “Secure Eraser”
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Pucynok I'.26 — 3aBepiienns BiiHOBIEeHHA (aitniB 3 SSD-gucky micns ix

@ Bianoenenna sasepwero

Norw.

39 ¢aiinn(-is) / 239 Mb

Bia: NoxaneHuii gnck (K:) Mloriunmii Tom

Wnax: C\Users\Haranis\Documents\BigHoeneri aani DiskDrill\Secure Eraser\SSD

Mokazsaty BigHoenene y NPOBIAHMKY Gt

3HUIIEHHS Mporpamoro “Secure Eraser”

in > JoxkymeHtol * BiaHosnewi gani DiskDrill > Secure Eraser » SSD v O Mowck B: SSD

41X E:] - lNata nsMmeHeHwWA Tvn Pasmep

lj desktop.ini 22.05.2024 05:20 MapameTpel KOHO... 1KB
@ Discollusion - Stay Home320 kbps 1.mp3 22.05.2024 01:40 Dawin "MP3" 8 192 Kb
@ Discollusion - Stay Home320 kbps.mp3 22.05.2024 01:40 @arin "MP3" 8192 Kb
@ file1 1.omp 22.05.2024 01:40 Daiin "BMP" 2 048 Kb
@ filel.bmp 22.05.2024 01:40 Daiin "BMP" 2 048 Kb
@ file2 1jpeg 22,05.2024 01:40 ®Daiin "JPEG" 128 Kb
@ file2jpeg 22052024 01:40 Daiin "JPEG" 128 Kb
@ Gotye-Somebody-That-1-Used-To-Know-...  22.05.2024 01:40 Darn "AVI" 53 248 Kb
@ Gotye-Somebody-That-I-Used-To-Know-.. 22.05.2024 01:40 @arn "AVI" 53 248 Kb
@ Gucci Mane Wake Up In The Sky Ft Bruno .. 22.05.2024 01:40 Daiin "MP3 4096 Kb
@ Gucci Mane Wake Up In The Sky Ft Bruno .. 22.05.2024 01:40 Daiin "MP3 4096 Kb
D IndexerVolumeGuid 22.05.2024 05:20 Daiin 1KB
@ test 1.docx 22.05.2024 01:40 HokymenT Microso... 1024 Kb
[£) test 1.pdf 22.05.2024 01:40 NokymeHT Adobe . 512 KB
@ test.docx 22.05.2024 01:40 OokymenT Microso... 1024 Kb
[£) testpdf 22.05.2024 01:40 NokymeHT Adobe .. 512 KB
@ The Weeknd - Save Your Tears 1.mp4 22.05.2024 01:40 Marin "MP4" 28 672 Kb
@ The Weeknd - Save Your Tears.mp4 22.05.2024 01:40 Dainn "MP4” 28 672 Kb
WPSettings.dat 22.05.2024 05:20 KMP - MPEG Movi... 1Kb
XnView-win-full 1.exe 22.05.2024 01:40 Mpunoxenne 24 576 Kb
XnView-win-full.exe 22.05.2024 01:40 Mpunoxenne 24 576 Kb
[1zzzz1722 22.05.2024 01:40 Maiin "ZZZ" 0KB
[1zzzz 17777 22.05.2024 01:40 Daiin "ZZZZ" 0KB
[] zzzz777 22.05.2024 01:40 Daiin "ZZZ" 0KB
[1zzzzz777 22.05.2024 01:40 Daiin "ZZZZ" 0Kb
[1zzzz21727 22,05.2024 01:40 Daiin "ZZZ" 0Kb
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Pucynoxk I'.27 — BigHosneni ¢aiinu 3 SSD-nucky micis ix 3HUIIEHHS TPOrpaMoio
“Secure Eraser”
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He yaaetca Bocnpown3seecTy

C:\Users\Hatanis\Documents\BiaHosneri aani DiskDrill\Secure Eraser\SSD\XnView-win-fullexe X

C:\Users\Haranis\Documents\BiaHosneni aai DiskDrill\Secure

HeeozmoxHo Bocnpouzeectvt daiin. BoamoxHo, popmart 31oro daiina He @
Erasen\SSD\XnView-win-full.exe

NoAAePXVBAETCA, HeBepHOe paclumpenve daiina mbo daiin noBpexaeH.
0xc10100bf Daiin uaKn Nanka noBpexXaeHsl. YTeHne HeBO3MOXHO.

OtnpaeunTs OT3bIB

3aKpbiTh
Adobe Acrobat Microsoft Word X

Mporpami Adobe Acrobat Reader He Baanocs sigkputu thaiin "test 1.pdf”, Ownbka Word npy nonsiTke OTKpLITHA (aiina.

OCKiNbKY Uit TMN daiiny He niaTpUMyeTbes, abo ToMy LU0 0o MOLWKOAKEHO Monpo6yif s neiicTBuA.

(Hanpuknaa, daiin HagicnaHo eneKTPOHHO MOLTO AK BKNaAEeHH i * MpoeepbTe pasp Ha gocTyn K Y M AMCKY.

HEKOPEKTHO 1eK0A0BaHO). | * MpoBepbTe, AOCTATOYHO /M NAMATH M MeCTa Ha AucKe.
* OTKpoiiTe Qaiin ¢ pTepa p KOMMii.
(C:\Users\Haranisa\..\SSD\test 1.docx)

Pucynok I'.28 — [Tomusnku ipu cripo0Gax BiAKPUTH BiTHOBJICH1 (aiiau

= Disk Drill o n BigHoBWTM BCE... MepernaHyTy 3HaligeHe - O X
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CkaHyeTtbea “JlokanbHbin anck (K:)
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1% 3aBepLieHo — 12 pannu(-is) / 217 bant
& NokansHslit auck (K:) 12
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f A 3obparkeHHA Bigeo Ayaio JokymeHTH Apxien IHwi
o R - - - . . 12 daiinu(-is)
B Lokymentnn
[ Apxisun
B lhwi 12
|
|
lMokasatn pesynstatnt y MpoBiaHnky <1m npoiiwno, Oh 22m sanuwunocs, 6aok 2050048 2 233112648

Pucynok I'.29 — I[Ipouec ckanyBanas SSD-nucky Ha HasBHICTH 3HUTICHUX (ailriB
nporpamoro “PrivaZer”



if > Hokymentol > BigHosnedi aadi DiskDrill » Privazer > SSD

o
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[ ] 0000000000000000000000001% 1.0x0
[ ] 00000000000000000000000015.0x0

[ ] 0000000000000000000000000000000000...
[ 0000000000000000000000000000000000...

[ ] 00000000000003% 1.0x0
[ ] 00000000000003$.0x0

[ ] 000000000000004$ 1.0x0
[ ] 000000000000004$.0x0
[ 0000000000000007% 1.0x0
[ 0000000000000007%.0x0
[ ] 000000000000008$ 1.0x0
[ ] 000000000000008$.0x0

Pucynok I'.30 — Bignosneni daitmm 3 SSD-aucky micis X 3HUIICHHS
nporpamoro “PrivaZer”

o JNokanbHbid anck (K:)

Cxar 3aBepweHo ycriwmo

= Disk Drill

#8 [pwragHa gowka

[ata 3MeHeHna

17.08.2035 04:40
17.08.2035 04:40
22.09.2044 03:24
22.09.2044 03:24
13.08.2103 22:35
13.08.2103 22:35
04.09.2069 06:17
04.09.2069 06:17
17.08.2038 20:54
17.08.2038 20:54
08.10.2074 12:49
08.10.2074 12:49
11.05.2104 00:11
11.05.2104 00:11
06.01.2088 19:57
06.01.2088 19:57
14.12.2080 19:51
14.12.2080 19:51

JlokanbHbIW anck (K:)

By Tinbku-HO BAANO NPOCKaHyBanM po3Ain. Xodua My 3HalILIM BCe, LLO MOM/IW, € BUCOKA AMOBIPHICTL TOrO,
wo Disk Drill amosxe 3HaliTin Binblue BUAANEHMX AaHUX, fKLIO BU NPOCKaHyeTe Beck anck. Lle zalime Binblue

Pezynbratn -~ ; -
24 daitnu(-is) / 434 6ait
& JNlokaneHslit anck (K) 24
€ waHcK 3HaiiTn Ginbwe paHKUx
3obpakeHHA
Biaeo
yacy, ane BOHO TOTO BapTe.
Ayaio
JlokymenTit = [lokazatn v Gal Tun daiiny
Apxisn ‘7| Im's
> B Ihwi 2 |_\ > System Volume Inf...

dukhdssnp

kpdgexzo

1
]
1

L L] dukhdssnp
]
| kpdgexzo
]

MokazaTt pezynstat v MNpoEiaHKKY

HasBHICTh 3HUIICHUX (ailtiB mporpamoro “Hardwipe”

B Pozwmip datiny

LWaHcewu BigHOBA...

(B [lara amiseHna

Mata amiHeHHs

v | 0D | Mowck B: SSD R
Twn Pasmep ~
®arn "0X0" 0 KB
®arn "0X0" 0 KB
Main "0X0" 0 Kb
Darn "0X0" 0 Kb
®arn "0X0" 0 Kb |
®arn "0X0" 0 KB
®arn "0X0" 0 KB
®arn "0X0" 0 KB
aiin “0X0" oks |
Daiin "0X0" 0K |
®arn "0X0" 0 KB f
®arn "0X0" 0 KB
®arn "0X0" 0 KB
®arn "0X0" 0 KB
Darn "0X0" 0 KB
®arn "0X0" 0 Kb
®arn "0X0" 0 KB
®arn "0X0" 0KE ,

J¢ WaHcu BigHoBNEHHS

CKaHyBaTh Bech JUCK

aexzmeptwovbeoh]...

aexzmeptwovbeoh..

lyszvewhzscdjmqyz...

¢ Bucoki (nycTu...
¢ Bucoki (nycTu...
¢ Bucoki (nycTu...
¢ Bucoki (nycTu...
¢ Bucoki (nycti...
K Bucoki (nycru...

Y Bucoki (nyctit...

22.05.2024 06:06

22.05.2024 06:06

22.05.2024 06:06

22.05.2024 06:06

22.05.2024 06:06

22.05.2024 06:06

22.05.2024 06:06

Tun Pozmip
Teka 88 Gaiit
Hekigo. 0 6aiir
Hegino. 0 6aiir
Hegizo... 0 Gaiir
Hesigo.. 0 6ant
Hegizo... 0 Gaiir
Hesigo.. 0 6ait
Hegizo... 0 Gaiir

>
E=

Bubepitb dain ana
npes'to

Mponyctutn
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BiaHOBKTH ECe...

Pucynoxk I'.31 — 3aBepmienns mporecy ckanyBanHs SSD-nucky Ha
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= Disk Drill < Pesyabtam fNorw... - a X

@ BiaHOBNEHHA 3aBepILEHO

24 daiinun(-is) / 434 6aiit

Bia: JlokansHblii guck (K:) Jloriunuii Tom

Wnsx: C:\Users\Hatania\Documents\BiaHosneHi aaHi DiskDrill\Hardwipe\SSD

lNokazaTu giaHoBneHe y MpoBsiaHuky m

Pucynok I'.32 — 3aBepiienns BigHoBIeHHS ¢aiiniB 3 SSD-nucky micins ix
3HHIICHHS mporpamoro “Hardwipe”

= |ssD - d X

|
Daiin [naeHan MNogenuteca Bua e |
& %' HH Bblgenuts Bce
4 MepemecTuTs B X Yaanume ~
W ﬂ = 10 CHATb EbldeNeHne

. NokansHui# amck (K3

JnemenToB: 24
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>
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Pucynok I'.33 — BimnosneHi ¢atinu 3 SSD-nucky micns ix 3HUTIICHHS
nporpamoro “Hardwipe”

3aKpenuTk Ha NaHenn Konupoeatk BCT2EWTE ’ ’ Hoean Ceolictea |
PR Iﬂ Konmpoeats e [l NMepenmeHoBaTL nangs . DD OBpaTuTh ElEneHue
Byep oGMeHa YNOpAAOUNTE Cozaatk COTKpLITE BhigenuTs
T « Hatanis > [Jokymentel > BigHosneni Aani DiskDrill > Hardwipe > SSD + 0 MNowck B: SSD R
BAoxeHua anekTpoHr Mma [llaTa n3MeHeHWA Tun ~
AokymenTal [] aexzmcptwovbeohjiudxiyxzkaxdgmvhkuxf  22.05.2024 06:06 Daiin 0KE
WsobpaxeHua [[] aexzmeptwovbeohjiudxiyxzkgudgmyhkux.. 22.05.2024 06:06 dabin 0KBE
PaBouwii cron 4] desktop Tini 22.05.2024 09:55 MapameTpibl KOH... 1 Kb
v a desktop.ini 22.05.2024 09:55 MapameTpbl KOH... 1 Kb
E 8 D dukhdssnp 22.05.2024 06:06 Dain 0 Kb
Wnaeo
. D dukhdssnp 1 22.05.2024 06:06 Darn 0 KB
Aorymentel [] IndexerVolumeGuid 22.05.2024 09:55 ®aiin 1KB
¥ 3arpysn [T IndexervolumeGuid 1 22.05.2024 09:55 Daiin 1K6
= Vsobpaxerna [ kpdgexzo 22.05.2024 06:06 Daiin 0KB
b Mysuika [] kpdgexzo 1 22.05.2024 06:06 Maiin 0 KB
) OBbeMHble OBLEKTHI D lyszvcwhzscdjmauzaoxrwchdkgfpyeb 22.05.2024 06:06 Daiin 0 KB
I PaGouwii cron [ lyszvcwhzscdjmavzaoxrwchdkafpyeb 1 22.05.2024 06:06 Dann 0 Kb
£ JlokanbHbiii anck (C) D qqlxsodbwopbgihhwstdemdzeyjpwklfesff...  22.05.2024 06:06 Daiin 0 KB
. JloKansHBIiA anck (D2 D qglxsodbwopbgihhwstdecmdzeyjpwklfesff..,  22.05.2024 06:06 Daiin 0 KB |
- D tmp-3947056F-059B-4a90-AATC-D0941.. 22052024 D6:24 Darn "TMP" 0 KB 1
- JlokansHuid anck () |
D tmp-3947D56F-059B-4290-AATC-D0941...  22.05.2024 D6:24 Dain "TMP" 0 KB l
N ] K
~> JlokaneHeii Anck (K) B wesettings 1.dat 22.05.2024 09:55 KMP - MPEG Movi. 1K6 o
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= Disk Drill

#8 [lpwnasHa aowka
Pezynbratu

& JlokanbHblii auck (K:) 24
3obpakeHHA
Bigeo
Ayaio
JlokymeHTi
Apxisn

IHwi 24

> B

Mokazatv peaynetatv y MNpoeigHuky

& O JlokanbHbliid anck (K2) o = g8 fu) o _ 0 %
CxaH 3aBepLUEHO YCMiWHO -
JNokanbHbIY anck (K:)
24 ¢aiinu(-is) / 434 6ant
€ WwakK 3HaiTH Ginblue aaHux
By Tinbkw-HO BAANO NpoCkaHyBaaM Po3Ain. Xoua My 3HalilLNM BCe, LLLO MOF/IW, € BUCOKa MIMOBIPHICTL TOrO,
. ., ., . CKaHyBaTW BeCb AMCK Mponyctuti
wo Disk Drill 3moske 3HaiATh binblue BUAANEHUX AaHKX, AKWO BM NPOCKa e Becb AvcK. Lle 3aiime binblwe
yacy, ane BOHO TOTO BapTe.
= MNokazan Vv Ga Tun daiiny B Poamip daitny B Oata aminenna Y WaHcu eiaHoBAeHHA
! laHcu BigHoBA...  [lata 3MmiHeHHS Tun Poamip
\7\ > System Volume Inf... - Teka 88 6anT
] | ] aassyonrv.tun Y Bucoki (mycu... 22.05.2024 08:59 TUN®@..  06air
(] | ] aassyonrv.tun % Bucoki (nycmm... 22.05.2024 08:59 TUN®@... 0 6aiit
L] [ ] bimhxfnte.muw Y Bucok (nycm.. 220520240859  MUW.. 0 Gair
] ] bjmhxfnte.muw * Bucoki (nycrw.. 22052024 08:59  MUW.. 0 6air
( Bubepitb darin ana
] [ ] cyysmudqric @  J Bucod (nycrn..  22.05.202408:58 RFC ®a.. 0 6aiit P q)‘
— npes'to
(] | cyxismudq.rfe H Bucoki (nycta..  22.05.2024 08:58 RFC ®a.. 0 Gaiir
(] || enyolenpaijd H Bucoki (nycta..  22.05.2024 08:58 1D ®aiia 0 GaiiT

BianosuTu Bce...

Pucynok I'.34 — [Ipornec ckanyBanHs SSD-nucky Ha HassBHICTb 3HUIIIEHUX

= Disk Drill

< Pesynutam

¢aitni mporpamoro “BitKiller”

Joru. - )

© BigHosnewna 3aBeplIeHo
18 daitnu(-ie) / 0 Gaiit

Bia: NokaneHeli guck (K:) Jloriuuii Tom

LWnnx: C\Users\Haranis\Documents\BiaHosneni gaxi DiskDril\Bitkiller\SSD

TMokazam signosnere y NposiaHuky 1t

Pucynok I'.35 — 3aBepmienns BigHOBIeHHS (aitni 3 SSD-aucky micis ix

3HUMIeHHS nporpamoro “BitKiller”
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Pucynok I'.36 — BinnoBneHni ¢aiinu 3 SSD-nucky micis ix 3HUTIICHHS
nporpamorio “BitKiller”
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