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INTELLECTUAL INSTRUMENTAL ANALYSIS IN ECONOMIC SECURITY 

MANAGEMENT OF THE ENTERPRISES FOR COUNTERING RAIDING 
Abstract. Modern views on the economic nature of countering raiding are a permanently 

important prerequisite for the stable development of the enterprises and the formation of a system of 
their effective management as the basis for ensuring economic security through the development 
and implementation of scenarios for countering raiders.  

The presented article is aimed at the use of the analytical and methodological tools regarding 
the introduction into the activities of the enterprise to ensure economic security in terms of 
countering raiding. 

Using the methods of forecasting and modeling the risk of raider seizure of the enterprises, 
scenarios for countering raiders (intensive, extensive and complex) have been developed for 
specifying and selecting the appropriate tools for making management decisions to ensure economic 
security. 

The results of forecasting of the enterprises activities showed a significant influence of the 
environmental factors (financial, economic, social, etc.) on the risk of raider seizure of the 
representative enterprises within the formed groups. This became the scientific basis for justifying 
the choice and implementation of the comprehensive scenario for preventing the risk of raider 
seizure which combines the strategic alternatives.  

The outcomes have confirmed the importance of the justification to support the choice and 
implementation of a comprehensive scenario for the risk preventing of raider seizure through the 
prism of the problems of ensuring the economic security of the enterprises in a transition 
economies. 

The comprehensive scenario of prevention of raider capture for the enterprises-
representatives of the first group provides carrying out the constant analysis of financial and 
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economic activity, introduction of mechanisms of stimulation of management and financing of risk 
protection. The following alternatives are proposed for the second group of enterprises with a high 
level of risk of raider capture, in particular: restructuring and separate accounting of the property 
complex, constant analysis of financial and economic activities, inclusion of government 
representatives in the board of directors, risk protection financing. 

The practical value lies in the formation and implementation of preventive and stimulating 
measures to counter raiding to ensure the economic security of the enterprise. This will allow the 
managers to use the tools to protect against raiding and strengthen of the economic security of the 
enterprise. 

Keywords: risk, raiding; security, modeling, management, forecasting, efficiency, 
usefulness. 

JEL Classification M11, M21, G30  
Formulas: 10; fig.: 4; tabl.: 1; bibl.: 22. 
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Introduction. The activities of the enterprises in Ukraine are accompanied by crisis 

tendencies of the destabilizing nature, uncertainty and unpredictability of the partners’ actions and a 
high risk of raider seizure. According to the representatives of the Anti-Raider Association of 
Ukraine for the period 2016—2020 about 5 thousand enterprises were affected by the raiding. The 
objective assessment of the impact of the environmental factors on the state of the economic 
security, timely response to the aggressive actions of raiders allows to form the effective 
mechanism for economic security of enterprises and to develop universal and specific management 
solutions for counteracting raider seizure. Modern scientific and methodological tools for modeling 
and forecasting the risk of raider seizure will allow to achieve the set goals. 

The importance of developing the appropriate protection mechanism that will be the 
effective tool to increase the level of economic security of the enterprise in the long term is 
emphasized in the Presidential Decree of Ukraine «On the Decision of the National Security and 
Defense Council of Ukraine of September 14, 2020» [21]. The document establishes the priority 
areas of national security, social development in the direction of protection of the rights, freedoms 
and interests of citizens, sustainable development of the national economy and its integration into 
the modern European space. 

Based on the promising directions of this strategy of ensuring the methodological 
foundations of economic security management in the process of countering raiding using modern 
intelligent tools of economic and analytical analysis, there is an immediate need for the realization 
into the activities of the enterprises in Ukraine.  

Analysis of research and problem statement. The problem of ensuring the enterprises 
economic security, the peculiarities of the functioning of enterprises in conditions of unfriendly 
mergers and acquisitions, the assessment of raider threats and the theoretical and methodological 
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foundations of the formation of a mechanism for counteracting raider seizure have become the 
subject of systematic and in-depth studies of many foreign and Ukrainian scientists-economists. 
Varnaly [17] interprets security as a state, a situation of rest, when there is no real danger, as well as 
material, economic, political conditions, relevant authorities and organizations that contribute to the 
formation of such a situation.  

Heets, Kyzym and Klebanova [6] emphasize the importance of ensuring economic security 
as it creates the basis for the sustainable functioning and development of the enterprise through the 
timely mobilization and most rational use of labor, financial, technical, technological and other 
resources of the enterprise under the influence of external and internal threats. Liashenko [12] 
works substantiate the theoretical and methodological principles of forming a mechanism for 
ensuring economic security which allowed to develop some elements of the mechanism for the 
forming economic security in terms of countering raiding of the enterprises.  

Dreher  Schneider [5] analyze the link between the black economy and corruption and 
raiding, highlighting the shortcomings of the existing legal system in high-income countries. 
Kuzmynchuk [10] examines the institutional aspect of ensuring economic security in the system of 
the state regulation of entrepreneurship in the global and local aspects and creates the conditions for 
the development of a solid state policy in the field of protecting the property interests of business 
entities. Derevyanko [4] identifies the means of counteracting and overcoming «raiding» by 
implementing certain measures at the state level to increase the level of protection of enterprises 
from «raider» attacks through the introduction of a register containing attempts and cases of raider 
attacks on property and corporate business rights. The objective assessment of the impact of 
external and internal environmental factors on the state of economic security, a timely response to 
aggressive actions of raiders, the use of all opportunities to neutralize hostile takeovers and mergers 
allow us to form the effective mechanism for ensuring the economic security of the enterprises and 
to justify the management decisions to counter raider seizures. The problem of ensuring the 
economic security of an enterprise to counter raiding was studied in E. Croci’s work [3], researched 
the features of corporate raiders’ behavior in the long term. Lambrecht [12] developed a model and 
disinvestment in declining industries; which explains the consequences of the closure of low-
leveraged companies on their owners. The works [8; 9; 19] assess the efficiency of the enterprise 
security system based on taking into account the factors of influence on corporate security. The use 
of economic and mathematical tools to study these processes were highlighted in these scientific 
papers [2; 7; 16; 18]. 

According to the authors, the existing approaches for predicting the influence of external 
and internal environmental factors on the risk of raider seizure and assessing the management 
decisions effectiveness to ensure the economic security of an enterprise do not allow to permit the 
systemic research, since they are accompanied by limited access to the necessary information, does 
not allow to take into account the full range of factors, reasons and the conditions for the flow of 
these processes, accumulate and structure information and make timely management decisions in 
the direction of countering or completely leveling possible threats. That is why the algorithm for 
modeling and predicting the influence of environmental factors on the risk of raider seizure is 
implemented which is based on the rules of fuzzy logic by using the mathematical theory of fuzzy 
sets [1]. It is considered the most reasonable and comprehensive approach for assessing the 
effectiveness of management decisions to ensure the economic security of the enterprises to counter 
raiding, which is presented in the work [14]. Its application in practice makes it possible, with the 
least errors, to form the priority tasks of management activities and implement a set of measures for 
the appropriate level of protection against raiding through the use of complex methods focused on 
preventing raider seizure of the enterprise. The urgency of the problem of the economic security 
ensuring of the enterprises in Ukraine in the difficult conditions of the economic activity, the 
negative influence of factors of both the internal and the external environment, raider threats 
requires the use of modern modeling tools, predicting the influence of factors on the risk indicator 
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of raider seizure of the enterprises and evaluating the effectiveness management decisions for the 
implementation of reasonable universal measures of targeted impact.  

However, the fundamental studies are virtually non-existent by the using of intelligent 
instrumental analysis for model the factors influence on the risk indicator of raider seizure in the 
combination with the approaches to assessing the of management decisions effectiveness as the 
element of the mechanism for preventing the risk of raider seizure of an enterprise.  

That is why the need to further develop the methodological dominants of the application of 
economic security in the process of countering raiding on the basis of existing scientific and 
practical, analytical, informational and methodological approaches for forecasting the development 
of crisis situations and assessing the management decisions effectiveness to ensure the economic 
security of enterprises requires further processing.  

The purpose of this article is to further development of the methodological basis for the 
application of economic security to counter raiding based on the intelligent instrumental approach 
to modeling and forecasting the impact of the factors on the risk of raider seizure of machine-
building enterprises and assessing the effectiveness of management decisions to ensure the 
economic security of the enterprises in Ukraine. In the research it is used scenario modeling of the 
situation which is based on the method of multi-criteria selection of strategic alternatives with using 
fuzzy sets to analyze possible options for the development of the resulting indicator — the risk of 
raider seizure and determine the best scenarios.  

Research results. The mathematical theory of fuzzy sets developed by Zadeh [20] expands 
the possibilities of describing fuzzy concepts and their application in practice to analyze the strength 
and significance of the influence of environmental factors. The proposed method is implemented in 
Application Program Package (APP) M thL b (expantion of Fuzzy L gis T lb x) to take into 
account the factors nature effects on the risk of raider seizure, the changes dynamics of depending 
on changes in the situation, changes in factors over time.  

To select the best management decision from the existing set of alternatives, it is advisable 
to use the theory of utility, in the classical form it is considered in the work [15]. The methods of 
utility theory are used to select and quantify the most effective management decisions that are 
adequate to the current situation and take into account the forecast conditions for timely corrective 
actions to limit threats to the internal and external environment to ensure economic security.  

The algorithm of modeling and appropriate researches tasks of the level of factors influence 
of external environment of the enterprises on the risk indicator of raider seizure are realized in this 
work on the basis of rules of fuzzy logic and are presented in Fig. 1. The feasibility of using the 
proposed modeling tools lies in the fact that when assessing the risks of raider seizure of the 
enterprises, the fuzzy classification of situations was taken into account, it is impossible to 
unambiguously determine within the framework of conventional models. 
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Fig. 1. Algorithm for the factors influence modeling on the risk indicator  

of raider seizure of the enterprises 
 
The development of a set of justified management decisions for the economic security of the 

enterprises, depending on the specific case of the protection level against raiding, it is implemented 
on the basis of the utility theory by implementing a multi-criteria choice of management decisions 
based on adaptive convolution by using fuzzy sets and determining the fuzzy utility of alternative 
management decisions. 

Within the framework of the proposed approach, as a result of monitoring the economic 
activity of the enterprises, a reasonable list of directions for ensuring economic security in terms of 
protection against raiding is formed which can be implemented under the certain conditions, in 
particular: 1) warning is responsible for the deterrent risk scenario; 2) reduction is responsible for 
the scenario of neutral risk; 3) transfer is responsible for the neutral risk scenario; 4) active 
counteraction is responsible for the incentive risk scenario. Within the framework of various options 
for the levels of protection against raiding, depending on the situation at the enterprise, a complex 
of management decisions is formed. 



 FINANCIAL AND CREDIT ACTIVITIES: PROBLEMS OF THEORY AND PRACTICE  2021 № 2 (37)

  237ISSN 2306-4994 (print); ISSN 2310-8770 (online)

The definition of a set of criteria for evaluating alternatives is based on the following initial 
input data: 

1) the linguistic variable for assessing the relative importance of the criteria has a four-level 
gradation, given by fuzzy numbers of triangular type of membership functions: W = {W1 — 
partially important; W2 — locally important; W3 — complexly important; W4 — systemically 
important}; 

2) the linguistic variable for assessing the importance of alternatives according to the criteria 
has a three-level gradation, given by fuzzy numbers of triangular form of membership functions: R 
= {R1 = satisfactory; R2 = good; R3 = excellent}; 

3) the calculation of weighted estimates of alternatives ( , 1,ijR i m= ) according to the 

coefficient of the relative importance of the criteria ( ,  1,jW j m= ) was carried out according to the 
following formulas: 

1 11 1 12 2 13 3R R W R W R W′ ′ ′ ′ ′ ′ ′= + + ,     (1) 

1 11 1 12 2 13 3R R W R W R W′′ ′′ ′′ ′′ ′′ ′′ ′′= + + ,     (2) 

1 11 1 12 2 13 3
* * * * * * *R R W R W R W= + + ,     (3) 

where , , *R R R′ ′′  accordingly, the left border, the right border, the top of the fuzzy number R; 
, , *W W W′ ′′  — boundaries and top of the fuzzy number W. 

Calculating the fuzzy utility of alternatives for solving the problem of forming options for 
ensuring the  economic security in the framework of preventing raider attacks of the enterprises is 
based on the calculating the fuzzy utility of an alternative i . 

The fuzzy expected utility of the alternative , 1,ia i m=  has options , 1,jx j n=  which follow 

with linguistic probabilities ijP  and have fuzzy utility ju .  

Denote ( )1 2, ,..., np p p p= , ( )1 2, ,..., nu u u u=   
1

n

j j
j

pu p u
=

= . 

Then the fuzzy expected utility of the alternative ia  is the relevant fuzzy set: 

( ) ( ) ( )( )sup   min ,
1,

i U jj
V j jPu u p

j npu
μ = μ μ

=
,    (4) 

in restricting: 

1

, 1.
n

j
j

u up p
=

= =      (5) 

The calculation algorithm is represented by the following sequential stages [13]: 
Stage 1. Compilation of alternatives for countering raiding (( i ) in ascending order. 
Stage 2. The choice of the value ( α ( [ ]0, 1α ∈ )) for determining the level sets. 

Stage 3. Determination of special indices ( k−  and k+ )) in which the smallest and largest 
values of the utility function are achieved. 

1 1

1 ( ) – ( ) ( ), ( ) ,
k n

ij ij iik k
j j k

m m m M− −
−

−

= = +

− α α ∈ α α     (6) 

1 1

1 ( ) – ( ) ( ), ( ) .
k n

ij ij iik k
j j k

m m m M− +
+

+

= = +

− α α ∈ α α     (7) 

Stage 4. Assessment of the values of the fuzzy interval of the usefulness of measures. 
Calculation of the values of the corresponding Infinum and Supremum (maximum and minimum of 
the utility function) (( inf iV

α
( k k−= ) and ( sup iV

α
( k k+= ) by the formulas: 
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1 1

1 1 1 1 1
inf max ( ( ) (1 ( ) ( )) ( ) )

,

k k n n

i ij j ij ij k ij jk n j j j k j k
V M u M m u m u

α

− −

= = = = + = +

= α + − α − α + α ,  (8) 

1 1

1, 1 1 1 1
sup min ( ( ) (1 ( ) ( )) ( ) )

k k n n

i ij j ij ij k ij jk n j j j k j k
V m u m M u M u

α

− −

= = = = + = +

= α + − α − α + α ,  (9) 

 
where m and M are definitely the lower bounds of the parent factors. 

Stage 5. Estimation of utility — the position of the coordinates of the vertex from the 
function of belonging to the tricot type for the formula: 

1
1

n

j j
j

V P U
=

= ,      (10) 

with the relevant fuzzy probabilities of the level of financial security 1P , 2P , 3P  and the relevant  
fuzzy utilities — iU  

 
Stage 6. Construction and graphical interpretation of the membership functions of the 

calculated fuzzy expected utility of alternatives. 
Effectiveness evaluation of the implementation of management decisions to ensure 

economic security was carried out on the basis of simulation experiments, it allows, on the basis of 
comparing the simulated value of the q-Tobin coefficient in the forecast period with its base value, 
to determine an acceptable scenario for countering raider seizure (intensive prevention, extensive 
prevention, comprehensive measures of intensive prevention, measures of extensive prevention, a 
full range of measures). 

The study uses the following two linguistic variables: «Level of influence of environmental 
factors» and «Level of risk». On the first stage of modeling, the set of the states of the enterprise 
under the factors influence is divided into five fuzzy sets. In turn, the linguistic variable «Level of 
risk» has three meanings: fuzzy subset «Retaining risk»; fuzzy subset «Neutral risk»; fuzzy subset 
«Incentive risk». The functions of belonging to each level of the influence of the environmental 
factors and the level of risk of raider seizure of the enterprises by the certain linguistic variables are 
constructed. The rules of fuzzy logical inference are formed to determine compliance between the 
level of risk and the set of values for the linguistic variables of the factors influence on the levels of 
the environment. Simulation experiments were performed which allowed to look at possible 
variants of the future situations development in the conditions of influence of this set of the factors. 
Using the methods of cognitive and scenario modeling, the influence of possible options for the 
development of the enterprises under the influence of environmental factors was realized and 
predicted the values of the economic result from their implementation were obtained for the 
generalizing indicator (q-Tobin) (Fig. 2). It should be noted that in order to prevent the influence on 
the image of the studied objects – enterprises – in the research it is not «revealed» their names, but 
submit them under numbers. To obtain results tied to real enterprises. 

Within the framework of the study, a high level of dependence of the parameters - the 
coefficients of the threats assessing of raider seizure of the enterprise on the occurrence and degree 
of intensification of the action of factors and risks of raider seizure was established. Thus, there is a 
growing need to manage processes that affect the state and trends in the development of critical 
indicators, that is, it is necessary to develop measures that help prevent the possibility of the 
transition of threatening indicators to critical ones. In order to develop a set of grounded 
management decisions for ensuring economic security of the enterprise, depending on the specific 
case of the level of protection against raiding, the study carried out a multicriteria choice and 
substantiation of their effectiveness of solutions based on the intellectual instrumental  
analysis. 
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Fig. 2. Dynamics of the predicted values of the q-Tobin index for the studied  

of the enterprises under the conditions of the baseline scenario and risk scenarios 
Note: Stimul_p1 — stimulating risk for 1; Stimul_p2 — stimulating risk for  2; Stimul_p3 — stimulating risk for  3; 

Stimul_p4 — stimulating risk for  4; Stimul_p5 — stimulating risk for  5; Stimul_p6 — stimulating risk for  6; Stimul_p7 — 
stimulating risk for  7; Strim_1 — deterrent risk for  1; Strim_2 — deterrent risk for  2; Strim_3 — deterrent risk for  3; 
Strim_4 — deterrent risk for  4; Strim_5 — deterrent risk for  5; Strim_6 — deterrent risk for  6; Strim_7 — deterrent risk for 

 7; Neytr_p1 — neutral for  1; Neytr_p2 — neutral for  2; Neytr_p3 — neutral for  3; Neytr_p4 — neutral for  4; 
Neytr_p5 — neutral for  5; Neytr_p6 — neutral for  6; Neytr_p7 — neutral for  7; Current_p1 — base for  1; Current_p2 — 
base for  2; Current_p3 — base for  3; Current_p4 — base for  4; Current_p5 — base for  5; Current_p6 — base for  6; 
Current_p7 for  7. 

 
The set of the investigated enterprises is divided into two groups according to the value of 

the Tobin’s q-coefficient which characterizes the level of risk of raider seizure [14]. Among the first 
group enterprises for which the risk of raider seizure is low, enterprise  5 was selected for the 
further analysis.  

Fuzzy probabilities of utility options of the management decision options it is established for 
enterprise  5, the level of raider risk of which is relatively low by the value of the Tobin’s  
q-coefficient. The graphical interpretation of affiliation functions of the calculated fuzzy expected 
benefits of strategic development alternatives is shown in Fig. 3.  
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Fig. 3. Affiliation functions of fuzzy expected utility alternatives for enterprise  5 
 
This graph shows the calculated functions of belonging to the fuzzy expected benefits of the 

strategic alternatives to ensure the appropriate level of risk of raider seizure m (U) and the value of 
utility of each alternative solution U. 

Analyzing the obtained functions of affiliation, it can be concluded that the greatest 
expected utility for the studied enterprise has a solution 1 6_a  — a constant analysis of the financial 
and economic activities, the value of the expected utility from this event is 0.89. Alternatives are 
also quite important: 1 4_a  — the development of corporate management (0.75); 1 7_a  — 
introduction of management incentives (0.68), 1 2_a  — financing of risk protection (0.62), so the 
priority implementation of certain management decisions will also be more effective among others. 
Among the second group enterprises for which the risk of raider seizure is high, the enterprise  7 
was chosen for the further analysis. 

Fuzzy probabilities of utility options of management decision variants should also be 
established for enterprise  7, the level of raider risk of which is the highest in terms of Tobin’s  
q-coefficient [14]. A graphical interpretation of affiliation functions of the calculated fuzzy 
expected benefits of strategic development alternatives is shown in Fig. 4.  

 

 
 
Fig. 4. Affiliation functions of fuzzy expected utility alternatives for enterprise  7 
 
This graph shows the calculated functions of belonging to the fuzzy expected benefits of 

strategic alternatives to ensure the appropriate level of risk of raider seizure m(U) and the value of 
the benefits of each alternative solution U. Analyzing the obtained functions of affiliation, it leads 
to a conclusion that the greatest expected utility for enterprise  7 1 3_a  — restructuring and 
separate accounting of the property complex, the value of the expected utility from this event is 
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0.92; 1 6_a  – constant analysis of financial and economic activities (0.87); 1 1_a  — inclusion in the 
board of directors of authorities (0.76); 1 2_a  — risk protection financing (0.7). Priority 
implementation of the certain management decisions will be more effective among others. 

As a result of the combination of the most useful alternatives for the studied enterprises, it 
was formed 3 types of decision-making scenarios: a scenario for the implementation of a full range 
of activities (Scen_All) an intensive warning scenario (Scen_Int) an extensive raiding prevention 
scenario (Scen_Ext). 

The results of simulation experiments to assess the management decisions effectiveness for 
selected enterprises are given in Table. Thus, based on the simulation results, the most acceptable 
strategies for enterprises-representatives of each group enterprises are established: for enterprise  

 5 (relatively low level of risk of raider capture) and for enterprise 7 (high level of risk of raider 
seizure) the best result is obtained under the conditions of implementation scenario «Scen_All» — 
comprehensive implementation of management decisions that have been selected as the most 
effective for each enterprise. According to the results of calculations, the implementation of this 
approach improves the quality of development alternatives based on non-random selection of 
comprehensive measures for the appropriate level of protection against raiding, taking into account 
their usefulness for the enterprise and requires implementation and control by the economic security 
units for counteracting raiding. 

Table  
The results of simulation experiments on scenarios for the implementation  

of alternatives to prevent raider seizure 
Alternatives The value of the Tobin coefficient (Y) 

enterprise  5 enterprise  7 

Scenarios Y (2018), 
unit 

Absolute 
increase, 

unit 

Relative 
increase, 

% 

Y (2018), 
unit 

Absolute 
increase, 

unit 

Relative 
increase, % 

Baseline scenario 0,577 - - -1,720 - - 
Full range of events 
(Scen_All) 0,836 0,259 45 -0,024 1,696 -98,6 

Intensive prevention 
measures (Scen_Int) 0,709 0,133 23 -0,516 1,204 -70 

Extensive warning measures 
(Scen_Ext) 0,605 0,029 5 -1,152 0,568 -33 

 
On this basis, based on the calculations results, a conceptual approach to the organization of 

units of the functional structure of the security service for countering raiding in the system of 
economic security of the enterprises can be proposed. 

The implementation of this approach allows to solve the problem of synthesis of functional 
structure for the implementation of the mechanism of economic security in the framework of 
protection against raiding and to establish that the proposed structure is characterized by continuity 
of management decision-making to eliminate threats of raider seizure assessment, parallel 
implementation of its various stages, combining into one integrated complex which allows to 
identify and prevent external and internal risks, ensuring the sustainability of enterprises based on 
the economic interests and available resources. 

Conclusion. The article implements the algorithm for modeling of the environmental factors 
influence (financial, economic, social, etc.) on the risk indicator of raider seizure of the enterprises 
based on the rules of fuzzy logic. The proposed toolkit makes it possible to analyze the strength and 
significance of the environmental factors influence and to predict the state of the enterprise in 
relation to the risk of raider seizure. The study also revealed the consequences of the environmental 
factors influence and the risk levels of raider seizure and their combinations on the functioning of 
the enterprise, forecasting the q-Tobin index for the studied enterprises for each level of the risks of 
raider seizure and certain influence factors.  
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The assessment of the management decisions effectiveness for ensuring the economic 
security of the enterprises in countering raiding made it possible to establish the most acceptable 
strategies for enterprises-representatives of each group, taking into account the predicted values of 
the q-Tobin index 

The practical value of the obtained results is the knowledge of how to facilitate the choice of 
timely corrective actions in order to limit the threats to the internal and external environment to 
ensure the economic security of enterprises. These results might be of a special practical importance 
for business owners and managers and anyone interested in preventing the threats of raider seizure. 

The further research prospects are to solve the problem of the building of the functional 
structure of the security service to counter raiding in order to increase the efficiency of managerial 
decisions, the quality and timeliness of their adoption and the possibility of implementing timely 
corrective actions to prevent raider seizures in the conditions of action of threats of the internal and 
external environment.  
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